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Authentication on Smartphones

ÅExplicitly for each session
ÅSecret

ÅToken

ÅBiometrics
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Continuous/Implicit Authentication

ÅPre-established authentication-
settings for usage contexts

Å/ƻƳǇŀǊƛǎƻƴ ǘƻ ƻǿƴŜǊǎΩ ōŜƘŀǾƛƻǊ
Ą device confidence level
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Behavioral BiometricsContext-Aware

Ą explicit (re-)authentication
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Continuous/Implicit Authentication
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Behavioral BiometricsContext-Aware

Fewer explicit authentications?
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Use Cases of ImplicitAuthentication

sole method
Khan, 2014

Ą few (re-)authentications

second barrier
Li, 2013

Ą additional re-authentications

9

Explicit Authentication UsersNo-Authentication Users
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Use Cases of ImplicitAuthentication
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Explicit Authentication UsersNo-Authentication Users

Extent of security increase?
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Re-Authentication

Å(Re-)authentication at the 
beginning of next session

Ąminor security increase

ÅDirect (re-)authentication 
interruption

Ąmajor security increase
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Delayed Immediate
Khan, 2015
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Re-Authentication
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Delayed Immediate

False rejects Ą usability challenges

Khan, 2015
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Usability Issues of Implicit Authentication

ÅNo influence on timing of re-authentications

ÅUnpredictableinterruption

ÅNoindicationof systemstatus

Agarwal, 2016; Crawford and Renaud, 2014;
Khan, 2015; McFarlane, 2002
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Ą Annoyance

Image Resource C



Usable Security and Privacy Group

Concept

ÅVoluntary re-authentications

ÅShort Term: announces interruptions& incl. grace period

ÅLong Term: ƛƴŘƛŎŀǘŜǎ ǎȅǎǘŜƳǎΩ state

Method: Focus Group (n = 5)
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Research Questions

1. Can indicators reduce annoyancecaused by re-
authentications?

2. Do other factors influence this? 

3. Do indicators nudge users to voluntarily re-authenticate?

4. How do users respond to the introduction of voluntary re-
authentication?
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