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User Study

Imagine you are the owner of a <smart device>.

Using this device, some users can access the following feature:

<capability>.

When should <relationship> be able to use this feature?

10

• Always • Never• Sometimes

6x



User Study

Imagine you are the owner of a Smart Voice Assistant.

Using this device, some users can access the following feature:

Make online purchases (e. g., on Amazon) on a shared household account.

When should your spouse be able to use this feature?

11

• Always • Never• Sometimes
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Results

Relationship

Capability

18

Given one particular capability, what access-control policy should be set up for whom?

Camera Angle
Camera On/Off

Delete Video
Facial Recognition

Live Video
New User

New Device
Light Scheme

Lights Rule
Lights On/Off

Lights State
Delete Lock Log

Answer Door
Lock Rule

Lock State
Lock Log

Mower Rule
Mower On/Off

Temperature Log
Order Online

Play Music
Software Update

Spouse

Always Sometimes Never

Teenager Child Visiting Family Babysitter Neighbor

Access Control Preference for Different Relationships/Capabilities

Desired Access-Control Policy

Order Online

Play Music

Spouse

Always Sometimes Never

Teenager Child Visiting Family Babysitter Neighbor

Order Online

Play Music

Spouse

Always Sometimes Never

Teenager Child Visiting Family Babysitter Neighbor
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Spouse Can Do Almost Everything

Camera Angle
Camera On/Off

Delete Video
Facial Recognition

Live Video
New User

New Device
Light Scheme

Lights Rule
Lights On/Off

Lights State
Delete Lock Log

Answer Door
Lock Rule

Lock State
Lock Log

Mower Rule
Mower On/Off

Temperature Log
Order Online

Play Music
Software Update

Spouse

Always Sometimes Never

Teenager Child Visiting Family Babysitter Neighbor

Access Control Preference for Different Relationships/Capabilities

Camera Angle
Camera On/Off

Delete Video
Facial Recognition

Live Video
New User

New Device
Light Scheme

Lights Rule
Lights On/Off

Lights State
Delete Lock Log

Answer Door
Lock Rule

Lock State
Lock Log

Mower Rule
Mower On/Off

Temperature Log
Order Online

Play Music
Software Update

Spouse

Always Sometimes Never

Teenager Child Visiting Family Babysitter Neighbor

Access Control Preference for Different Relationships/Capabilities
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Neighbor Can Do Nothing

Camera Angle
Camera On/Off

Delete Video
Facial Recognition

Live Video
New User

New Device
Light Scheme

Lights Rule
Lights On/Off

Lights State
Delete Lock Log

Answer Door
Lock Rule

Lock State
Lock Log

Mower Rule
Mower On/Off

Temperature Log
Order Online

Play Music
Software Update

Spouse

Always Sometimes Never

Teenager Child Visiting Family Babysitter Neighbor

Access Control Preference for Different Relationships/Capabilities

Camera Angle
Camera On/Off

Delete Video
Facial Recognition

Live Video
New User

New Device
Light Scheme

Lights Rule
Lights On/Off

Lights State
Delete Lock Log

Answer Door
Lock Rule

Lock State
Lock Log

Mower Rule
Mower On/Off

Temperature Log
Order Online

Play Music
Software Update

Spouse

Always Sometimes Never

Teenager Child Visiting Family Babysitter Neighbor

Access Control Preference for Different Relationships/Capabilities
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Camera Angle
Camera On/Off

Delete Video
Facial Recognition

Live Video
New User

New Device
Light Scheme

Lights Rule
Lights On/Off

Lights State
Delete Lock Log

Answer Door
Lock Rule

Lock State
Lock Log

Mower Rule
Mower On/Off

Temperature Log
Order Online

Play Music
Software Update

Spouse

Always Sometimes Never

Teenager Child Visiting Family Babysitter Neighbor

Access Control Preference for Different Relationships/Capabilities



Other Relationships Are More Complex

Camera Angle
Camera On/Off

Delete Video
Facial Recognition

Live Video
New User

New Device
Light Scheme

Lights Rule
Lights On/Off

Lights State
Delete Lock Log

Answer Door
Lock Rule

Lock State
Lock Log

Mower Rule
Mower On/Off

Temperature Log
Order Online

Play Music
Software Update

Spouse

Always Sometimes Never

Teenager Child Visiting Family Babysitter Neighbor

Access Control Preference for Different Relationships/Capabilities

Camera Angle
Camera On/Off

Delete Video
Facial Recognition

Live Video
New User

New Device
Light Scheme

Lights Rule
Lights On/Off

Lights State
Delete Lock Log

Answer Door
Lock Rule

Lock State
Lock Log

Mower Rule
Mower On/Off

Temperature Log
Order Online

Play Music
Software Update

Spouse

Always Sometimes Never

Teenager Child Visiting Family Babysitter Neighbor

Access Control Preference for Different Relationships/Capabilities
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Relationships Matter…But Are Not Enough

Camera Angle
Camera On/Off

Delete Video
Facial Recognition

Live Video
New User

New Device
Light Scheme

Lights Rule
Lights On/Off

Lights State
Delete Lock Log

Answer Door
Lock Rule

Lock State
Lock Log

Mower Rule
Mower On/Off

Temperature Log
Order Online

Play Music
Software Update

Spouse

Always Sometimes Never

Teenager Child Visiting Family Babysitter Neighbor

Access Control Preference for Different Relationships/Capabilities
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Contextual Factors
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Recap: Missing From Current Systems
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Relationships

Capabilities

Contextual Factors
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Design Implications
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