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Challenges for Mel
• What backends does my app use?

• How do I check if they are secure?

• How do I fix them?

• Can I fix them (attribution)?

Mel’s Dream: Upload APK and vet all backends!
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Mel is responsible for this portion

Platform Provider is responsible 
for this portion

Rented!

Hybrid: If Mel uses a rented platform
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Geo and Net Distribution

How can Mel be expected to solve everything?
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Over 1,000 third-party backends.
Used by multiple mobile apps!
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BEWARE: Can Install Malicious Apps Through Redirection
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https://MobileBackend.vet



What’s Next?

NOTIFICATION WORKING WITH 3RD

PARTY LIBRARIES
IMPACT ON APP USERS
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Thank you –
Questions?

Omar Alrawi
alrawi@gatech.edu
https://alrawi.io
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Recommendation

• Delegate

• Use reputable 3rd party 
services

• Dedicate

• Time and personal to secure 
development

• Develop

• A plan to for incidents: backup 
data, backup providers, etc.

• Defense

• Use WAFs and CDNs 
PROPERLY!



Unknown Category

• Backend domains with different effective second-level domain

• Missing registration information

• Privacy WHOIS

• IP address show up as delegated

• IP address in collocation facility, but maybe hosting reseller

• CDNs fronted (can overcome with pDNS)


