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Background
BRIDGING THE AIR GAP



Background
Air Gapped Networks

Definition : A cyber security measure that secures computer 
network by physically isolating it from unsecured networks, 
such as the public Internet or another unsecured local area 
network.

Examples of air gapped networks: 
ÅMilitary defense system
ÅCritical infrastructure command and control 

centers
ÅComputerized medical equipment 
ÅFinance
Å!ÎÄ ÍÏÒÅȣ



Background
Air Gapped Networks

The Scenario:
Å An attacker has succeeded in infecting the network
Å53"ȟ ÉÎÓÉÄÅÒȟ ÅÔÃȣ

Å The Attacker now wants to retrieve data from that network 
(over the air gap).

?
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Background
GSMemOverview

An ordinary desktop PC is converted into 

a small transmitting cellular antenna!



Background
GSMemOverview

Demonstration Video
https://www.youtube.com/watch?v=RChj7Mg3rC4

https://www.youtube.com/watch?v=RChj7Mg3rC4
https://www.youtube.com/watch?v=RChj7Mg3rC4


Transmitter
GSMEM



Transmitter
CPU-Memory BUS Emissions

ÅAntennas emit radio waves (EMR) 
by oscillatingcurrent through their terminals

ÅRadio waves are characterized by their frequency
(oscillation in Hz) and amplitude(strength in dBm).

(Ï× ÄÏ ×Å ÃÏÎÖÅÒÔ Á ÃÏÍÐÕÔÅÒȭÓ #05-RAM 
configuration into a radio antenna?

How do antennas work?



Transmitter
CPU-Memory BUS Emissions

Å Observation 1: A large CPU-RAM transfer builds up oscillating

current in the configuration.
Å Observation 2: The BUS transfers bits at the FSB speed,

emitting the energy around that frequency  (e.g. 800 MHz)

(Ï× ÄÏ ×Å ÇÅÔ ÔÈÉÓ Ȱantennaȱ ÔÏ ÅÍÉÔ %-2 ÏÎ Á 
cellular band (range of frequencies)?

LTE-800DD GSM-850

UMTS-850

LTE-850

GSM-900

UMTS-900

LTE-900



Transmitter
CPU-Memory BUS Emissions



Transmitter
Sending a Bit (Modulation)

To send a bit, we use a variant of B-ASK:

Send( ñ0ò ):  Do nothing for Ὕseconds

Send( ñ1ò ):  Raise amplitude for Ὕseconds

01100

E-GSM 900



Transmitter
Sending Lots of Bits (Framing)

This is for the benefit of the receiver to perform:
1. Transmission detection
2. Synchronization
3. B-ASK threshold selection (what amplitude is ñ0ò?)
Å $ÙÎÁÍÉÃÁÌÌÙ ÕÐÄÁÔÅÄ ɉÃÈÁÎÇÅ ÉÎ ÄÉÓÔÁÎÃÅȣɊ

To send a sequence of bits (some data payload) we perform framing.


