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l Characteristics of Machine Learning in the Edge: Result Critical
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l Characteristics of Machine Learning in the Edge: Bit Sensitive
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3,900 bit flips/day 16 million bit flips/day

Memory is NOt always reliable

Model degradation due to bit flips

Flipped Accurac
Model Bpi}é)s Degradati)(;n
NaN [29] | EfficientNet 3 82.00% — 0%
FIASM [46] | Softmax(!) 1 97.4% — 62%
TBD [40] cv 1 up to 99% drop
BFA [73] | ResNet18() 13 69.8% — 0.1%
DHB [37] | ResNet20) 28 81.39% drop
TBT [74] | ResNet18() 84 92% ASR®
TA-LBF [9] | ResNet18() | 1507 100% ASR®¥
T-BFA [75] | ResNet18() 27 100% ASR™
Our Res.Net
Bxperiments ViT 1 99% Drop
CogACT

Even 1 Bit flip can disable whole model




l Protecting Machine Learning in the Edge
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l Protecting Machine Learning in the Edge

ﬁﬂf a 1 Bii Flip ﬂ

How to protect the model reliability during inference?

| & | s

Result Critical Bit Sensitive




l Current Solution

Hardware Solution

Software Solution




l Hardware Solution

TMR Solution
Triple Modular Redundancy

Inference Request

Device 1 Device 2 Device 3
Result 1 Result 2 Result 3
:\ Vote for Majority or Exactly Same

Final Result

Require 3X of computation resources

\—————————/



l Hardware Solution

TMR Solution Hardware Reliable Memory Solution
Triple Modular Redundancy Use reliable memory for all calculation
Inference Request Inference Request
Device 1 Device 2 Device 3 Reliable Normal Memory
Memory

h Swap during Runtime
Result 1 Result 2 Result 3

3 Vote for Majority or Exactly Same
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Final Result Final Result

Require 3X of computation resources Additional 1000X runtime overhead or infeasible



l Software Solution

Dr.DNA Solution JASPLOS’24]
Patch the output with profiled distribution

Step 1: Profile the Distribution

| Layer 1 ‘Mismatch ‘ I

iR N Match
Step 2: Runtime Identification and patching

Accuracy Affected
Cannot handle Out-of-Distribution Data

[1] Ma, Dongning, et al. "Dr. DNA: Combating silent data corruptions in deep learning using distribution of neuron activations." Proceedings of the 29th ACM International Conference on
Architectural Support for Programming Languages and Operating Systems, Volume 3. 2024



l Software Solution

Dr.DNA Solution [ASPLOS’24] RedNet Solution [2]
Patch the output with profiled distribution Change the Activation function into Robust one
*‘_:35_20 RelLU LogClip
; 5
O 3
~ 1r © 10
L = |: = [
e JAN ﬂﬂ Hﬂ I 5
‘ =2 | |
O g ¢ R
Z -5 0 6 20 -5 0 6 20
Step 1: Profile the Distribution Input
- RelLU LogClip
310 i ]
Layer 1 Mismatch E | clean
e I — = bit-flip errors
25 I
S /
: - - -7 J
HEE Match 2 olomm——" R § P ———-- —
Step 2: Runtime Identification and patching 0 500 1000 . = .0 . 2000 4000
Accuracy Affected Retrain Required

Cannot handle Out-of-Distribution Data Cannot handle activation function other than ReLU
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Insight-1: Not all hardware bits are created equal.

Inference Request
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Memory
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Reliable Memory:

« Soft Error Detection in SRAM
« A small portion of DRAM

Normal Memory

Insight-2: Not all bit flips in software are fatal or silent.
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Insight-2: Not all bit flips in software are fatal or silent.



. 70
l Our Key Insights | e ———
& 681 T
§ 66 o T
Insight-1: Not all hardware bits are created equal. <
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Inference Request ’ " bipgedens T 00 A
v 307 GELU function
Reliable
Memory Normal Memory 20 -

Put critical part into
reliable memo 107
Output 1e-6 difference in [-1e-6, 0]

represents large input range

1 l
AY LI I 1 I
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Reliable Memory: * —30““*-50..“ -10 N O 10 20 30
. i GELU(x) H““-m.,\,:' :

e Soft Error Detection in SRAM . : . | . . .
=30 =20 -10 0 10 20 30

« A small portion of DRAM

Insight-2: Not all bit flips in software are fatal or silent.




l Using Bit Robustness
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l Using Bit Robustness

Robust B

its

Flip one bit
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l Using Bit Robustness

Robust Bits Ranging Bits Vulnerable Bits
Flip one bit Flip one bit Flip one bit
-10.2 -10.234] -9.0 v 2304 -9.0 v 9.0
... 0100011010 || ... 0100011110 110010 ... 111010 ... 110010 ... 10010 ...
——RemAg— : : —ReTmATTg
Layieri Layers Layiepsi
Dallle HUSSH <10 v >10 x Different Loss / Accuracy Drop

Accriraev
[ AANYAYAY 1] uvy

Ighore Range Check DMR



J SAVE Design
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J SAVE Design

A

Model[—Setection Bit Attribution

Allocation
Manage data

g Get bit = Analyzed placement——=
attributions . :
Model Verification
T Detect bit flips
Request If wrong
Edit
Recover errors

* One-time 2-Phase Analysis:
* Range Analysis: Use DAG to propagate the expected range
* Bit Attributions: Map ranges into per value bit attributions

IXoN
1081109 ||
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l Selection Stage-Range Analysis

def NonResidualExample(x):
X = relu(Op(x)) + x

return X D
Rangin S—
“x P S
0 to 1 _

MDInput Constraint
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l Selection Stage-Range Analysis

def NonResidualExample(x):
X = relu(Op(x)) + x
return x

|
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l Selection Stage-Bit Attribution Analysis

————————————————————————————————————————————————————————————————————————————————————————

0 _a b c 1 |Input|Output Ranging

/ 0toa |-0.65to -0.75 |9 Bits

ctol |-0.7 to -0.1 6 Bits

1 01111110 O...

-0.75

101111110 1...

9 Ranging B Map to bits
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l Selection Stage-Bit Attribution Analysis

————————————————————————————————————————————————————————————————————————————————————————

EO abc 1 Input | Output Ranging Value | Binary
| / 0toa |-0.65to-0.75 |9 Bits -0.65 |101111110 0... |
;/ "~ Jctol |-07t0-0.1 |6 Bits 075 |10111110 1... |
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l Selection Stage-Bit Attribution Analysis

————————————————————————————————————————————————————————————————————————————————————————

0 _a b c 1 |Input|Output Ranging Value | Binary
i / 0toa |-0.65to-0.75 |9 Bits -0.65 |1011111100... |
;/ "~ Jctol |[-07t0-0.1 |6 Bits 075 |101111110 1 ... |
. Rangin : :
R _9Ranging B Mapobis

Range | Binary(Significand) Value
-0.65 |...10011001100110 |-0.65

075101 2= 0 |

Any negative values
075 |...10011100001110 |-0.65001 | ! give same results.

9 Rogus.tt Robust by Numerical 31 Robust Robust by Op
oous .
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J SAVE Design

* Place the value with less robust bits into reliable memory

Input

cafer | i
taper

L1
Reliabhle

.20
Robust Bit Count
More Less

Other Memory

—Altocation——

Manage data

| PPy |

piacermer
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J SAVE Design

* Using different verification method
* Robust bits: Ignore
* Ranging bits: Range Check
* Vulnerable bits: Double Modular Redundancy

GPU [ Compute Op1 ] -------------------------------- >
GPU N
Async

CPU -------- i mm e e >

Verification
Detect bit flips
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J SAVE Design

* Using different verification method

* Robust bits: Ignore

* Ranging bits: Range Check
* Vulnerable bits: Double Modular Redundancy

GPU [ Compute Op1

Compute Op2 I Next J->

GPU 7
Async Lightweight
range verification
CPU ---------- kernel - ------

Result,
Weight | ________________. 5
Copyto
CPU
| ' Rang 1 Mixed |___
e Op1 ] Op1

Verification
Detect bit flips

14



J SAVE Design

* Restart the inference from the fault model layer

Input

Linear

-

_______

rOutput: x>=-1 X —

If the input to ReL.U belongs to:

®‘

L~0 0~U
@l
® RelLU RelLU
_Normal Reliable Memory
| ®
Verify 2! No
@)| Yes
0 0~U 0~U
Valid Output

Edit

Recover errors
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l New Metric: AccuratelLatency
AccurateLatency = Latency X (1 + ErrorRate)

Assume the second inference must be right
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l New Metric: AccuratelLatency
AccurateLatency = Latency X (1 + ErrorRate)

Assume the second inference must be right

Correct Inference

Latenc L X (1 —ErrorR
L ErrorRate y atency X ( orRate)

Wrong Inference

Latency Latency 2 X Latency X ErrorRate
ErrorRate

Total: Latency X (1 + ErrorRate)

Add correctness into the latency

16



l End-to-end Performance

e Performance

« Overall Accurate Latency <9%
. Accuracy Degradation <1%

e Human Efforts
. Modification to user code: 0 LOC

. Retraining Time: 0 Second

3
2.5
2
1.5

-_—

0.5

o

O =~ N W b 0O O

NVIDIA RTX 4090

VIiT ResNet-50 MobileNetV2 Decision CogACT
Transformer

M Original TMR m DrDNA mRedNet m Ours

NVIDIA Orin

ResNet-50 MobileNetV2 Decision CogACT

Transformer
] 17



More evaluation can be found in our paper

Bit Flips Count

l Bit Flip Resistance
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l Conclusion

ARTIFACT
EVALUATED

susenix
ASSOCIATION

AVAILABLE

* Software-implemented fault tolerance for machine learning models

ARTIFACT
EVALUATED

* Keyreason for Improvement: The differences in the bit properties inherent in

computations within machine learning
* Evaluation shows that the overhead is as small as 9%
e General to all models

* No need for additional retraining or fine-tuning

susenix
ASSOCIATION

ARTIFACT
EVALUATED

susenix
ASSOCIATION

REPRODUCED

Thanks!
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