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Erasure Codes are Everywhere
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Conventional Wisdom (FAST 2009)
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Conventional Wisdom

« This 1s inconvenient, because Reed-Solomon codes
are powerful, general and flexible.

« Has led to a proliferation of XOR Codes
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Conventional Wisdom Says...

 However, 1n recent years....

— Eerily smug reportings of doing Reed-Solomon
coding at “cache line speeds.”

— Renders all of that XOR mess moot.

— But no one reveals the secret handshake.

* In this talk, we're gonna reveal the secret
handshake.

— And you won't need to know anything special
about Galois Field arithmetic.



Some Bottom Lines

» Using Intel's SSE3 “SIMD” Instructions

— Perform Galois Field fast enough that its
performance 1s limited by the L2/L3 caches.

— Factors of 2.7 to 12 times faster than previous
implementations.

+ “GF-Complete”
— Open Source C library (BSD License)
— Gives you the handshake.



How do Storage Systems use GF Arithmetic?

Erasure codes are structured as linear combinations
of w-bit data words in a Galois Field — termed GF'(2").

w-bit words
|

Cop = Uoo + ady o + @0, + @°ds,
Cos = oy + ady; + @°d,, + ady,
Cop = oo + ad;, + @°d,, + ads,
Cos = o+ ad, 3 + @°d, 5 + @°dy;
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—_ 2 3
C0,1022 — d0,1022 + a'd1,1022 T a d2,1022 T a d3,1022

_ 2 3
Co1023 = Upagos T 8y 1003 + 80,1095 + 87031055

d0, 1022

d0,1023
<I'fw = §, this 1s a byte. and this 1s a kilobyte.




What 1s w?

* The number of bits in the erasure-coding “word”.

Larger, more complex coding systems.

>
More expensive to implement
w=4 w=38 w=16| [w=32| |w=64 w =128
Microsoft RSA's
Azure HAIL

Most RAID Systems
(e.g. Linux RAID-6)




How do Storage Systems use GF Arithmetic?

The two major erasure coding operations are:

— XOR-1ng two regions of memory

— Multiplying a region of memory by a constant in GF'(2").

Coo = do,o + adl,o + azdz,o + agds,o

Co1 = dO,l + ad1,1 + a2d2,1 + a3d3,1

Co2 = do,z + ad1,2 + a2dz,z + asds,z

Coz = do,s + ad1,3 + a2d2,3 + a3d3,3

—_ 2 3
C0,1022 — d0,1022 + a'dl,1022 T a d2,1022 ta d3,1022

d0,0 dl,O d2,0 d3,0
dO,l dl,l d2,1 d3,1
d0,2 d1,2 d2,2 d3,2
d0,3 d1,3 d2,3 d3,3
d0,1022 d1,1022 d2,1022 d3,1022
d0,1023 d1,1023 d2,1023 d3,1023

—_ 2 3
C0,1023 — d0,1023 + adl,1023 T a d2,1023 ta d3,1023




How do Storage Systems use GF Arithmetic?

The two major erasure coding operations are:

— XOR-1ng two regions of memory

— Multiplying a region of memory by a constant in GF(2").

) (| @N' & CN' a @N' —
Do (P = Ds S
T T T | T
Coo a*| i a’ ¥ Oy a’> ¥ | dao Coo
Co1 ? dyy ? d,; ? dsy Coa
do,z =l0]l= d1,2 HOF dz,z O d3,2 — Co,2
o R dis R dys R dss Coz3
Co 1022 dy 1000 0 1000 0 1000 Co,1022
Co 1023 0 1023 0 1023 ds 100 Co,1023




How do Storage Systems use GF Arithmetic?

Viewed another way, when we want to multiply a
1K region of words in GF'(2°) by a constant a:

a* by b, b, by b, b; by b, - by b

We want the result to look like 1024
individual multiplications,

ab, ab, | ab, ab; | ab, ab; | ab, ab, .- ab,j,ab,);

But we don't want to actually do 1024
individual multiplications.



Intel's “Streaming SIMD” Instructions

Works on 128-bit “vectors:

v = mm set epi8 (b)- Replicate b 16 times:

v b b b | b b b b b | b b b b b | b b b

v = mm xor sil28(a, b)- 128-bit XOR
v = mm and sil28(a, b)- 128-bit AND

A\

mm slli epi64d(a, x)- 2 64-bit left shifts by x.

a:l 39 1d|9f balaa ab | 15| c3 63 /e0|7c |43  fb |83 |16 23

/ v = mm slli epiocd(a, 8) /

1 1d | 9f bS5alaa|ab 15/ c¢c3 /00 e0|7c 43| fb |83 |10 23 00




Intel's “Streaming SIMD” Instructions

The kaller mstruction 1s mm_shuffle epi§():

v = mm shuffle epi8(a, Db)

* Performs 16 simultaneous table lookups using:

— a as a 16-element table.
— b as 16 4-bit indices.

0a /0a|/0a | 0a 03 /0201 00/ 07 06 05 04

b a 9 8 7 6 5 4 3 2 1 0
£f7 ) 8c 5 36 3 fb |83 16|23
8c 3/63|e0]7

/N

C 3e
8c | 8c 8c | fb | 8

O 7c | 4
31162

c | 43




Intel's “Streaming SIMD” Instructions

The kaller instruction 1s mm_shuffle epi8():

v = mm shuffle epi8(a, Db)

* Performs 16 simultaneous table lookups using:

— a as a 16-element table.
— b as 16 4-bit indices.




Buffer-constant Multiplication in GF(2?)

Example: Multiplying 16 bytes 4 by 7 in GF(2¢).

byte

tablel :

table2 = mm_slli_epi64(tablel, 4):
maskl = mm_setl epi8(0xf):
mask2 = mm_setl epi8(0xf0):

f

e d ¢ b a 9 8 7 o 5 4 3 2

1

0

Ob

N
Oc 05 02 04 03 O0a 0d 06 01 08 0£409)0e

07

00

b0

cO 50 20 40 30 a0 dq/gg/fﬁ/go £0 90 e0

70

00

Of

0f 0f Of Of Of 0Of 0f 0f Of Of Of Of

Of

0f

£0

£fO £0 t0 £0 £0 £0 £0 £O0 £O0 £0 £0 £O

£0

£0

‘/

4: (3) 1d 9f 5a aa ab 15 ¢3 63 e0 7c 43 fb 83

NS

23

Start by setting up two 16-byte tables, and a few masks.

For example, 3*7 =9,

so the high four bits of the product should equal nine.




Buffer-constant Multiplication in GF(2?)

Example: Multiplying 16 bytes 4 by 7 in GF(2?).

byte

tablel :

table2 = mm_slli_epi64(tablel, 4):
maskl = mm_setl epi8(0xf):
mask2 = mm_setl epi8(0xf0):

A:

f e d ¢ b a 9 8

g—

7

6

5

4

3

2

1

0

Ob Oc 05 02 04 03 0a) 0d

06

01

08

0f

09

07

00

b0 c0 50 20 40730 a0 doO

60

10

80

£0

90

70

00

Of

0£ 0f Q£ 0F 0 OF 0f

Of

0f

Of

0f

Of

Of

0f

£0 £0#0 £0 £0 £0 £0 £0

£0

f0

£0

f0

£0

£0

£0

_

Qé)ld 9f 5a aa ab 15 c3

63

el

e

43

b

NS

23

Start by setting up two 16-byte tables, and a few masks.

For example, 3*7 =
so the high four bits of the product should equal nine,
and the next four bit should equal ten (0xa).

9,




Buffer-constant Multiplication in GF(2?)

Example: Multiplying 16 bytes 4 by 7 in GF(2?).

byte £f e 4 ¢ b a 9 8 7 6 5 4 3 2 1 0

tablel: | Ob Oc 05 02 04 03 Oa 0d 06 01 08 0f 09 Oe 07 0O

table2 = mm_slli_epi64(tablel, 4): | bO c0 50 20 40 30 a0 dO 60 10 80 £f0 90 e0O 70 00
maskl = mm_setl epi8(Oxf): | O£ 0f 0f 0f 0f 0f 0Of Of Of Of Of O0f Of Of Of Of
mask2 = mm_setl epi8(Oxf0): | £0 £p £p £p £p £p £0 £p £ £p £ £p £ £0 £p £

4: [35 10 0F 5% s ab 15 o3 63 a0 7o 43 B o3 16 25

I T T T T S T S M T T T S S

[ =mm _and sil28(A, maskl): Og Oc*i O*f Ott Otl Ot Og Og Og Ot Ot Og Okt Og Ot’ 03L

1 = mm_shuffle_epi8(l, tablel): | 0a 05 0b 03 03 04 08 09 09 00 02 09 04 09 01 09

Create indices from the low 4 bits of each byte
and perform the table lookups.




Buffer-constant Multiplication in GF(2%)

Create indices from the high 4 bits of each byte
and perform the table lookups with the second table.

byte

tablel :

table2 = mm_slli_epi64(tablel, 4):
maskl = mm_setl epi8(0xf):
mask2 = mm_setl epi8(0xf0):

A:

[ =mm _and sil28(A, maskl):

[ = mm_shuffle epi8(l, tablel):
h =mm_and sil28(A, mask2):
h =mm_srli_epi64(h, 4):

h = mm_shuffle epi8(h, table2):

f e 4d ¢ b a 9 8 7 o 5 4 3 2 1 0
Ob Oc 05 02 04 03 0Oa 0d 06 01 08 0Of 09 0e 07 00
b0 cO0 50 20 40 30 a0 dO0O o0 10 80 £0 90 e0 70 00
Of 0Of Of 0Of Of Of Of Of Of Of Of Of Of Of Of Of
fO ’IfO fO £f0O £0 £0 f£0 f£0 f£fO0O f£O f£O f£O f£O f£0O £0 £O

| | | | | | | | | | | | | |
39 1d 9f 5a aa ab 15 c¢3 63 e0 7c 43 £ g * 2

09 0d Pt Da Pa 0b 05 O3 03 PO Pc P3 0b 03 0o 03
ba 05 Db 03 D3 04 08 OS 0SS PO 02 P9 04 049 01 09

OVOVO viOVO vO 'O 'O vO vO QO !gO viO @{o 20 W
03 01 09 05 O0a 0Oa 01 Oc Ob Oe 07 04 0Of 08 01 02
90 70 a0 80 30 30 70 20 10 cO0 60 £0 bO dO 70 eO




Bufter-constant Multiplication in GF(27)

XOR the two products, and you're done.
Six instructions for 32 multiplications!

byte £f e 4 ¢ b a 9 8 7 6 5 4 3 2 1 0
tablel: Ob Oc 05 02 04 03 0a 0d 06 01 08 0f 09 0Oe 07 00
table2 = mm_slli_epi64(tablel, 4): | bO c0 50 20 40 30 a0 dO 60 10 80 £f0 90 e0O 70 00
maskl = mm_setl epi8(Oxf): | O£ 0f 0f 0f 0f 0f O0f Of Of Of Of O0f Of Of Of Of
mask2 = mm_setl epi8(Oxf0): | £0 £0 £0 £0 £0 £0 £0 £f0 £f0 f0 £0 £0 £0 £0 £f0 £0
A: 1 39 1d 9f 5a aa ab 15 c¢3 63 e0 7c 43 fb 83 16 23
[ =mm_and sil28(A, maskl): | 09 0d 0f 0Oa Oa Ob 05 03 03 00 Oc 03 Ob 03 06 03
[ = mm_shuffle epi8(l, tablel): | 0a 05 0b 03 03 04 08 09 09 00 02 09 04 09 01 09
h=mm_and sil28(A4, mask2): | 30 10 90 50 a0 a0 10 cO0 60 e0 70 40 £0 80 10 20
h =mm_srli_epi64(h, 4): | 03 01 09 05 Oa Oa 01 Oc 06 Oe 07 04 Of 08 01 02
h = mm_shuffle epi8(h, table2): | 90 70 a0 80 30 30 70 20 10 cO 60 £0 b0 40 70 €0
vA = mm_xor _sil28(h, l).'( 9a)5 ab 83 33 34 78 29 19 c0 62 £9 b4 d9 71 e9

\




In GF(2°)

Split each 8-bit word 1nto two 4-bit components,
and use the distributive law of multiplication.

a = (ahigh << 4) @alow — > ab — (ahigh << 4)b®alowb

P/

Two different tables

byte f e d ¢ b a 9 8 7 66 5 4 3 2 1 0

Iable]," 2d 2a 23 24 31 36 3f 38 15 12 1b 1c 09 0Oe 07 00

mber:‘ ea 9a 0a 7a 37 47 d7 a7 4d 3d ad dd 90 eQ 70 00

Otherwise the code 1s the same as the last slide.




In GF(2'°)

* Again use the distributive law on 4-bit words:

ab = (a; << 12)b@® (a, << 8b @ (a, << 4)b @ ayb
A [\

Each sub-product is Use two tables
16 bits, not 8. for each sub-product

/

Table for the Table for the
high byte of low byte of
the product the product

That's a total of 8 tables, two for each sub-product.




In GF(2'°)

* Mapping words to memory makes a difference.

Standard mapping of 16-bit words a-/ to 128-bit vectors:

a; a,|a;, a,|b; b,|b, by|c; c,|c, c)ld; d,\d, d)|e; e))e; elfs LIS folg: &8 glhs h|h; hy

Have to do 8 table lookups for the 8 products:
0 low @y b, Cy d, e, T 2 h,
0 high @y b, Cy d, e, T 2 h,
1 low a, b, c; d, e, 1 g h,
1 high a, b, c; d, e, 1 g h,
2 low a, () @ d, e, 75 g h,
2 high a, b, @5 d, e, 75 g h,
3 low a; b; C; d; e; 7 g; h;
3 high a; b; C; d; e; 7 g; h;




In GF(2'°)

* Instead, split each 16-bit word over two 128-bit
vectors:

Vector of high bytes Vector of low bytes

a; a,|b; by|c; c,|d; d)|e; e;|fs | --- a, a,|b, bylc, c,|d, dyle, e\ fi Jfo] «--

Still have 8 table lookups, but for 256 bits of words:

0 low a b, Co d, €y R

0 high a,| byl | d)| el fol cc

1 low a b, i d € Ji] e

1 high a, b, c; d, e, fi] ---

2 low a, b2 C, d2 e, ](2 ces

2 high a,| b | d| el L -

3 low a; b; C; d, e; il .-

3 high a;| b;| ¢ d| el f]---




In GF(2'°)

 (Call this alternate mapping.

* Has all the properties you need for Reed-Solomon
coding.

* [Is a little confusing, since 1t's harder to “read”
memory.

* Can convert standard mapping to alternate
mapping with 7 SIMD instructions, and back
again with 2 SIMD 1nstructions.

BUT YOU DON'T HAVE TO
IF YOU DON'"T WANT TO!




In GF(2°)

* Again use the distributive law on 4-bit words:

ab =
O,

(@, << 30)b

(a; << 12)b

i

®
®

(as << 24)b

(a, << 8)b @ (a,<<4)b @ a,b

@ (a;<<20)b ®

(a, << 16)b

AN

Each sub-product

1s 32 bits.

Use four tables

for each sub-product

¥

y T

4

Table T,

Table T, || Table T,

Table 7,

That's a total of 32 tables.

Can use the same alternate mapping trick.




Performance

64_

—— Logarithm Tables —+— 16-Bit Tables —e&— SIMD, Stdmap
—— Multiplication Tables —&— 7 Split Tables —#®— SIMD, Altmap —+— By-two 32
16 16
".-.t”\-rﬂ }::IZI:('.‘. 8

2~
.% g 8 m
131 g 4 __'H_k-|—|'—l-.'_+.n|—'+ 4 —
= Y eataas- 44 P —=&— Memcpy
. 21 * -
E: g "* -mm / 2 —— XOR
= 1 breresesery, 4 )(—)H&H*%(ﬂe(a(-)( 1 4| —— Anvin*2
Iu' -
0.5 | | Pt | |
1KB 1MB 1GB 1KB lMIB lGB lKB IMB lGB 1KB 1MB 1GB IKB 1MB 1GB
Region Size Region Size Region Size Region Size Region Size
w=4 w=_ w=16 w =32 Baselines

* 3.4 GHz Intel Core 17-3770
e 256 KB L2 Cache, 8 MB L3 Cache
* Performing buffer-constant on various buffer sizes

* Lots of comparisons.



Performance

64

—— Logarithm Tables —+— 16-Bit Tables —e&— SIMD, Stdmap

—&— Multiplication Tables —&— 7 Split Tables —#&— SIMD, Altmap —+— By-two 32
16

16
g o~
.% 28 m q
k3] @, 4 4
'E" g2 P 44—0 >4 5
—
= -mm
= E%' 1 P >I-s,, 1
Iul -
0. | | | T |
1KB IMB 1GB 1IXKB lI‘vIB lGB lKB lMB lGB 1KB 1MB 1GB l1KB 1MB 1GB
ResiomrSire Region Size Region Size Region Size Region Size
w=4 w=_ w=16 w=232 Baselines

3.4 GHz Intel Core 17-3770
e 256 KB L2 Cache, 8 MB L3 Cache
E * Performing buffer-constant on various buffer sizes }

* Lots of comparisons.



Performance

—— Logarithm Tables —+— 16-Bit Tables —e&— SIMD, Stdmap 64

—&— Multiplication Tables —&— 7 Split Tables —#&— SIMD, Altmap —+— By-two 32
16

16

g2 ~
%gsm m 8
.294__W 4
&gz_ﬂr’_,AHH‘y* P aaa .HH )
5%17»-0-0-0-0—0-0—% Il,-‘ ><—>HH€**'><‘>(=-)<—H¢-)< 1
u.s - T
IMB IGB lKB lMB lGB

E lGB 1 KB l lGB lKBEBEIBGB IKBE . evion Size
&&‘6 “Baselmﬁ
* 3.4 GHz Intel Core 17-3770

e 256 KB L2 Cache, 8 MB L3 Cache

Performing buffer-constant on various buffer sizes

[- Lots of comparisons. }




Performance

Memcpy & XOR are as you'd think.

£z “Anvin*2” 1s a technique for
23  multiplying 128 bits by two in any - = Memepy
5%  Galois Field with just a few SSE3 QAT
instructions. (Linux Kernel RAID-6). lKBR I_MBS_ 1 GB
egion Size

Baselines

* 3.4 GHz Intel Core 17-3770
e 256 KB L2 Cache, 8 MB L3 Cache
* Performing buffer-constant on various buffer sizes

* Lots of comparisons.



Performance

If you're fast enough, you can see
effects of saturating the L2 and
L3 caches.

3.4 GHz Intel £06re 17-3770

Performing buffer-constant on various buffer sizes

Lots of comparisons.



Performance

64_

eldidnlahles —@— SIMD, Stdmap
—&— 7 Split Tables SIMD, Altmap —+— By-two 32
16
8

—— Logarithm Tables
o *— Multiplication Tablg

16
=
£3
]
22 4
= —&— Memcpy
- 2 -
2 g —— XOR
= w | —+— Anvin*2
. | | | | I | | |
1 KB 1MB 1GB 1KB 1MB 1GB 1KB 1MB 1GB 1KB 1IMB 1GB IKB 1MB 1GB
Region Size Region Size Region Size Region Size Region Size
w=4 w=_ w=16 w =32 Baselines

Traditional techniques (Rizzo, Jerasure, Onion
Networks) don't get close to cache line speeds.

(BTW, both axes are log axes)



Performance

: 16 Blt Tab]es SIMD, Stdmap
e —&— SIMD, Altma §2 —
16 =

—— Multiplication Tables

16

=

S = ‘ i;::lt“-"- 53

]

22 4

= —&— Memcpy

- N 2 -

= w By 1 4| —— Anvin*2
0. | | T [ | I |

1KB 1MB 1GB 1KB lM_B lGB lKB IMB lGB 1KB 1MB 1GB IKB 1MB 1GB
Region Size Region Size Region Size Region Size Region Size
w=4 w=_ w=16 w =32 Baselines

Non-traditional techniques do better, but require
amortization for w=§ and w=16.



Performance

Multiplication
o Speed (GB/s)

—— Logarithm Tables 16-Bit T3
—=&— Multiplication Tables —&— 7 Split Tda®ig - —
16 =
8

—®&— Memcpy
—*— XOR
1 9| —— Anvin*2

Sy SV EVEVEN
+. J_I_/1|—|—|—I—¢—|—I'

| I
KB 1MB 1GB

| | | | | | I |

1 KB 1MB 1GB 1KB 1MB 1GB 1KB 1MB 1GB 1KB 1IMB 1GB
Region Size Region Size Region Size Region Size Region Size
w=4 w=_ w=16 w =32 Baselines

* Our techniques perform identically to “Anvin*2”
forw =4, § and /6.

— Cache limited.
 Alternate mapping makes a significant difference.

e w=/6 and w=32 show some amortization effects.



12 5

11 -

*510—

E o

25"

B 77

g 6-

|

5 5-

H —

mz—M‘\“‘
1_

0 - | |
I1KB 1MB 1GB 1KB
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Performance

Region Size

w=3_

Region Size

w=16

| | I | | |
IMB 1GB 1KB 1MB 1GB 1KB 1MB 1GB

Region Size
w =32



“GF-Complete” - Released Wednesday

* Big open-source GF arithmetic library in C.

Logarithm Tables

SI Instructions

Split Tables | |[Lazy Tables
Standard Tables Bit Grouping

Composite Fields ‘ Anvin's “By-Two”
Cauchy's XOR Conversion

4

Euclid's Inverse Determination
« BSD License. w=4,8, 16, 32, 64, 128.

* Please use 1t, and then tell me about it.




We view this as a Game Changer

* When Galois-Field arithmetic performs as fast
as XOR's, 1t frees up code design.

— Rotated Reed-Solomon Array Codes
— Pyramid/LRC Codes (Microsoft)

— PMDS Codes (IBM) All based on
_ 3D Codes GF Arithmetic

— All of those regenerating codes

* Code designers no longer handcuffed by XOR's.



Conclusions

It's cool
It's fast
It's open-source

It's a game changer

Questions??
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