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Challenges with Centralized Oblivious Data Access Systems 
1. Insecure or unavailable during failures 

2. Scalability bottleneck 

Design of Shortstack:  
Distributed, Fault-tolerant, Oblivious Data Access System

Security model: 
Enables formal study of Distributed, Fault-tolerant, Oblivious Data Access systems
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Powerful adversary that cause 
arbitrary failures (bounded number) 

at arbitrary times

Existing security models do not capture failures

New, General, Security Model

Output distribution independent of 
input distribution


(Oblivious data access guarantee)

(Formal definitions and proof of Shortstack security in paper)
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• ShortStack end-to-end implementation open-sourced 
• Requires no modifications to the server side


• Evaluation on EC2 with Redis as the key-value store 
• YCSB-A and YCSB-C workloads (more details in the paper)


• Goal: Demonstrating throughput scalability with number of physical servers 
• Many additional results in the Paper…


1. System Scalability

2. Fault Tolerance

3. Latency

4. Bottlenecks in each layer

5. Skewed workloads
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Challenges with Centralized Oblivious Data Access Systems 
1. Insecure or unavailable during failures 

2. Scalability bottleneck 

Design of Shortstack:  
Distributed, Fault-tolerant, Oblivious Data Access System

Security model: 
Enables formal study of Distributed, Fault-tolerant, Oblivious Data Access systems

https://github.com/pancake-security/shortstack

https://github.com/pancake-security/shortstack
https://github.com/pancake-security/shortstack

