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Players in the Spam Economy 

3 

(Customer) 



Pharmaceutical Affiliate Business 

• Online pharmaceutical affiliate programs are a 
major sponsor of spam (email and web) 

• Important to understand their business model 
to identify fragile bottle necks 

 

• Goal: Characterize key aspects of pharma 
affiliate program business 



Affiliate Program 

• An affiliate program needs to coordinate three 
main entities to be profitable 

– Affiliates (paid on commission) 

– Suppliers (goods and shipping) 

– Payment processing 

• Operates as a business that maintains 
financial records 



PharmaLeaks 

• Analysis of a broad corpus of ground truth 
data for pharmaceutical affiliate programs 

• Customers - Demographics, product selection, 
reorder rates, market saturation 

• Affiliates -  Dynamics of labor market, 
commission income 

• Affiliate Programs - Empirical revenue and cost 
model 



Leaked Data Sets 

• Numerous “leaked” sources of financial and 
operational data for 3 affiliate programs 

– GlavMed/SpamIt back-end database including 
order information, transactions and so on 

– Chat Logs from GlavMed/SpamIt operator 

– Restricted transactional data for Rx-Promotion 

– Revenue and cost structure for Rx-Promotion 



Summarized Data 

• 185M in gross revenue, 1+ million customers, 
1.5+ million purchases, 2600+ affiliates 

• SpamIt is a fork from GlavMed and both are 
operated by same people 

• RX-Promotion transaction data limited to US 
customers 

 

 



Customer Demographics 

 

95% of costumers from U.S,  

Canada, Europe, and Australia 

 

Consistent with [Kanich, Security 2011] 



Products 

 

ED produces make up ~75% of orders and  

~80% of revenue for GlavMed/SpamIt 



RX-Promotion’s Revenue 



Weekly new customers 

Market is not saturated 

Spamming attracts new customers 

 

GlavMed/SpamIT ~ 3,500/week 

RX-Promotion ~ 1,500/week 



Affiliates Revenue  

 

10% of affiliates account for  

~80% of total program revenue 



Affiliate Commissions 

 

Most GlavMed/RX-Promotion affiliates fail 

with median revenue of $350/year 

 

SpamIt affiliates have bimodal distribution 

One mode at $500 and one at $30,000 



Top Earning Affiliates 

• Botnet email spam can earn large amounts 

– Rustock botnet operator earned $1.9M 

– Scorrp2 earned $3M using multiple botnets 

• Largest overall earner, webplanet, appears to 
have earned $4.6M using Web-based 
advertising 

• Open question as to optimum strategy for 
spamming?  



RX-Promotions Fine Grained Data 

• Screen shot of spread sheet 



Program Direct Cost Structure 

Advertisers commission fees largest  
share of each purchase (30-45%) 
Gross margins are around 30%  
(optimistic estimate of profits) 



Fine Grained RX-Promo Cost Structure 

Direct costs (70.8%) 
Indirect costs (12.8%) 16.3% net revenue agrees with  

chat logs from GlavMed/SpamIt  
reporting 10-20% 



GlavMed/SpamIt  
payment service providers (PSP) 

Only one high turnover  
terminal remaining 

Revenue declines 

Relationship with LV  
sours more transactions  
move to GL and LT 

Three PSPs account for  

84% of transactions 



Epilogue 

 
6/29/2012 
 
Dear Partners, 
 
As you may have noticed, in the last couple of days we've had problems 
with processing. We don't have a solution yet, and there is no concrete 
time when it will be resolved. 
……. 
From this point forward, GlavMed is switching to a "PAUSED" mode. No 
new orders will be processed until the processing issue is resolved.  
…….. 
We urge you to temporarily switch your traffic to other shops/projects. 
 



Conclusions 

• Small number of advertisers generate most of 
the revenue 

• Market is not saturated  

• Affiliate programs have substantial costs and 
net revenues are around 15-20% of gross 

• Three payment processers were responsible 
for processing 84% of the transactions for 
GlavMed/SpamIt 



Questions? 

 



Authenticity and Ethics of Data Set 

• Authenticity 
– We found concordance between chat logs and 

transactional data 
– We found test purchases placed by us in the 

appropriate data set with the correct values 
 

• Ethics 
– Data is already broadly available 
– Anonymize personally identifiable customer data 
– Use non-identifiable code-names for other 

stakeholders 



Products Without ED 

 



Previous Affiliate Program Studies 

 

• 969 Million spam emails analyzed 

• Inferred relationship between affiliate 
programs and banks from trace purchases 

 

Levchenko et al. Click Trajectories: End-to-End Analysis of the Spam Value Chain 

IEEE Security and Privacy 2011 

Kanich et al. Show Me the Money: Characterizing Spam-advertised Revenue 

Usenix Security 2011 

• Inferred affiliate program revenue  

• Inferred customer composition and products 
based on network traces 

 





Products and Revenue 

ED sales  
dominate 

Selling controlled 
drugs is profitable  


