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Home Bestsellers

Canadian @ Pharmacy

#1 Internet Online Drugstore
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B8 Proceed to Checkout
Pharma Bonus

Special offer
Free Viagra Samples
4 pills for every order

12 pills for order » 300 USD

Searchbyname: ABCCDEFGH|JELMNOPQRSETIUYWEXY Z Search

10 x Viagra
100 mg

Viagra

Our price: $0.99 10 x Cialis
200me
Viagra is an oral medicine used for treating male impotence (e.qg., ORDER NOW

erectile dysfunction). Viagra's advantages are a great safety track
record and proven side effects. The effect of Viagra starts in 30
minutes to 1 hour and lasts for about 4 hours.

May we suggest

Mare info @ Add to cant

Viagra

Our price: $0.99
Cialis )
Our price: $0.58 More info
Cialis (Tadalafil) is an eoral drug, used for treating male impotence,
also known as erectile men's erectile dysfunction. Cialis’ effect = Cialis
starts working in 30 minutes and lasts for about 48 hours, while v Our price: §0.58
Viagra effect lasts for about £ hours. Cialis is...

More info
Mare info @ Add to cant

Levitra

Our price: §2.52
Viagra Professional
Our price: $1.88 More info
Viagra Professional is a new generation extra-strength prescription
medicine that is taken orally for the treatment of erectile dysfunction Viagra Soft Tabs

only in men, powerfully activating the natural blood flow, followed by
hardness and expansion of your sexualhy...
@ Add to cart

Our price: §1.97

More info
Maore info

Viagra Professional
Mur nrice: 84 AR




Players in the Spam Economy
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SECURE ORDER FORM

100% SECURE CREDIT CARD TRANSACTION
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Pharmaceutical Affiliate Business

* Online pharmaceutical affiliate programs are a
major sponsor of spam (email and web)

* Important to understand their business model
to identify fragile bottle necks

* Goal: Characterize key aspects of pharma
affiliate program business



Affiliate Program

* An affiliate program needs to coordinate three
main entities to be profitable

— Affiliates (paid on commission)
— Suppliers (goods and shipping)
— Payment processing

e Operates as a business that maintains
financial records



Pharmaleaks

Analysis of a broad corpus of ground truth
data for pharmaceutical affiliate programs

Customers - Demographics, product selection,
reorder rates, market saturation

Affiliates - Dynamics of labor market,
commission income

Affiliate Programs - Empirical revenue and cost
model



Leaked Data Sets

* Numerous “leaked” sources of financial and
operational data for 3 affiliate programs

— GlavMed/Spamlt back-end database including
order information, transactions and so on

— Chat Logs from GlavMed/Spamlt operator
— Restricted transactional data for Rx-Promotion
— Revenue and cost structure for Rx-Promotion



Summarized Data

e 185M in gross revenue, 1+ million customers,
1.5+ million purchases, 2600+ affiliates

* Spamlt is a fork from GlavMed and both are
operated by same people

e RX-Promotion transaction data limited to US

customers
Program Period Affiliates Customers  Billed orders  Revenue
GlavMed Jan 2007 — Apr 2010 1,759 584,199 699,516 $81M
Spamlt Jun 2007 — Apr 2010 484 535,365 704,169 $92Mm
RX-Promotion  Oct 2009 — Dec 2010 415 59,769 — 69,446 71,294 $12m




95% of costumers from U.S,
Canada, Europe, and Australia

Consistent with [Kanich, Security 2011]




ED produces make up ~75% of orders and

~80% of revenue for GlavMed/Spamlt




RX-Promotion’s Revenue
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a Market is not saturated N
Spamming attracts new customers

GlavMed/SpamIT ~ 3,500/week
\_ RX-Promotion ~ 1,500/week /




Affiliates Revenue

100% - -
90% - GlavMed
80% - Spamit
70% - “| RX Promotion
g 60% -
4 N
10% of affiliates account for
~80% of total program revenue
\ /

U% -

0.1% 0.5% 1% 5% 10% 25% 50% 100%
Affiliate percentile rank



Affiliate Commissions

RX Promotion

/

0.3 /

GlavMed

g 0.2{ [] SN

/ Most GIavMed/RX Promotion afflllates fail
with median revenue of $350/year

Spamlt affiliates have bimodal distribution
\__One mode at $500 and one at $30,000 /

$10 $1OO $1K $1OK $100K $1M
Estimated annual commissions (US Dollars)



Top Earning Affiliates

* Botnet email spam can earn large amounts
— Rustock botnet operator earned $S1.9M
— Scorrp2 earned S3M using multiple botnets

e Largest overall earner, webplanet, appears to
have earned $4.6M using Web-based

advertising

* Open question as to optimum strategy for
spamming?



RX-Promotions Fine Grained Data

Opranmsauma: RX-Promotion, cuctema yuerta: MC®O

B eamwoTe: USD no kypcy: 30,4256
PaseepHyTo no Mecauam

ony (Anpens 2010 r. - CenTabpe 2010 r1.)

March Anpens 2010 | Mai 2010 | MroHb 2010 | Mons 2010
r. r. I. r.

BENbIN White 1,351,021 1,428,365.00|986,757.00| 589,695.00| 695,238.00
MNpogamxa (apMageBTHYECHHX NPenapaTos Sales of pharmaceuticals 1,428,365.00 o986, 757.00 589,695.00 695, 238.00
WMTOro BblPY4 KA Total Revenue 1,351,021 1,428,365.00|986,757.00| 589,695.00| 695,238.00
BEJbLIN Direct costs -1,093,827| -1,070,007.00 |## ## ## #| -495,386.00| -541,890.00
KomMuooms GaHKkoB-3KBaHED 0B Commission acquiring banks -226,218 -222,308.00 -139,634.00 -75,570.00 -72,326.00
Kommuocus GaHKOBOKMX areHToB Commission agent bank - - - -
MpaAmMans GaHKOBCKAA KOMMCCWA 33 NEpesoy Direct bank transfer commission -S08 -2, 800.00 -2,425.00 -792.00 -1,499.00
LTpadisl MASTEWHBLIX CHCTEM Fines Payment Systems -27 000 - -25,000.00 - -18, 300.00
KoMHoouA ageepToR Commission for advertising -520,352 -532,560.00 -400, 760.00 -260,134.00 -295,833.00
Morynka dapMalesTHYSCKHMX NPenapaTos Purchase of pharamceuticals -204,000 -266,455.00 -214,260.00 -135,076.00 (146,50)
AyTcopouHr Oy Gbl MO8 SEPKKH KNWEHTOE Cutsourcing customer service -25,349 -45, 884.00 -19,403.00 -12,774.00 -7, 6B2.00
OTUMCNEHWA MO NapTHEPCKAM NMPOTrD aM MamM Deductions for affiliate programs - - - -9,039.00 -
Moxynka Tpadwka Terms & conditions - - - -2 00000 -
MTOrNQ CEBECTOMMOCTb COSTS -1,093,827| -1,070,007.00 | #### ## #| -495,386.00| -541,890.00
B T.4. BHYTpMIpynnosas cebecToMMOCTb including cost of intra- -25,349 -45,884.00| -19,403.00| -12,774.00 -7,682.00
Nno NPOEKTAM Project 358,359.00|185,275.00 94,310.00| 153,348.00
RX¥-Promotion 358,359.00 185,275.00 94,310.00 153,348.00
MTOro reoCcC-MAPHA Total Gross Margin 257,194 358,359.00|185,275.00 94,310.00| 153,348.00
WMTOro goxogoe Total Revenue 257,194 358,359.00|185,275.00 94,310.00| 153,348.00
AAMWHHCTPaTUBHbIE 3aTPpaThbl Administrative Expenses -60,955 -87,944.00| -60,708.00| -42,163.00| -59,594.00
OCHOBHBIE 3aTPaTkl CEAZAHHBIE C NERPCOHANOM Main costs associated w/staff -29,506.00 -42, 244,00 -26,765.00 -20,769.00 -25,861.00
Paciogbl Ha 3apnnaTy v GoHy bl Salaries and Bonuses -29,506.00 -42,244.00 -26,765.00 -20,664.00 -25,670.00
Pacxo/ikl HA OCHOBHYI0 37 Pocows Basic RFP Russia -13, 500.00 -13,500.00 -18,650.00 -20,664.00 -21,038.00
BoHyC No NoOAUT MKe Bonus Policy -16,006 (2B 44) -8,115.00 - -4,632.00
Hanory, CBAZAHHLIE C NEPOOHANOM Taxes related to personinel - - - (106} -191.00
MogoxogHen sanor (13%) Income @x - - - (35) -63.00
MenouoHbAd doHg (200 ) Pension fund - - - (54) (98)
PoH g CoOUMansHoro CT paxosanua (2,9%) social insurance fund - - - (8) (14)
den ong obazaTensHomn Mes cTpaxosanda (1,1%) Fed fund of libigatory medical insurance - - - - (5)

Tep pUTopUankHbIA (POHA ODAZAaTENLHOMD MEe[
CcTpaxoBaHua (2%) territorial fund of obligatory medical insurance - - - - (10)
@oH g COUMANBEHONo CTpaxosanua HC v M3 (0,2%) social insurance fund of the national assembly - - - (9) (1)
3aTpatel Ha KOPNOPAaTHEHBIZ MEPONPHUATHA (Costs of corporate activities - - - - -10,003.00
3aTparkl H3 OCHOBHLIE KOPNOP3THEHLIE MEpONpUATHA The cost of major corporate events - - - - -10,003.00
OnepauWoHHbBI2 3aTpaTel IT IT operating costs -31,449 -45,700.00 -33,943.00 -21,394.00 -23,731.00

FEMOHT W COOSPWAHKWE, NOGAEPMEA W XOCTHHE 1T

Repair and maintenance, support and hosting IT




Program Direct Cost Structure

4 )
Gross margins are around 30%
(optimistic estimate of profits)

\§ )
GlavMed & Spamlt RX-Promotion
Gross revenue $43.3M $12.8M
Direct costs $29.4M i68% i $8.6M i67.1%i
Suppliers (goods) $2.9M (6.6%) $1.0M (7.6%)
Suppliers (shipping) $5.2M (11.9%) $1.5M (11.5%)
Processing $4.3M (10%) $1.3M (10%)

Refunds $1.5M (3.5%) $1.0M (7.8%)




Fine Grained RX-Promo Cost Structure

RX-Promotion
March — September 2010

$7.8M

16.3% net revenue agrees with
chat logs from GlavMed/SpamiIt
_reporting 10-20%

(38.1%)
$1.4M (17.6%)

SIM (13.2%)
1.9%

Administrative S197K (2.5%)
Customer service $S124K (1.6%)
Fines $107K (1.4%)
IT expenses $202K (2.6%)
Domains S114K (1.5%)
Servers, hosting $66K (0.8%)
Selling expenses $315K (4%)
Marketing S105K (1.3%)
Lobbying $I57K (2%)

Other indirect 134K (1.7%




Three PSPs account for

84% of transactions




Epilogue

Glavmed Forum - odw|
L.l BAYXHO: nepex

Post Reply

m 29-06-2012,

funny_duck

PervcTpauna: 23-05-200
CoobuweHnii: 273

6/29/2012
Dear Partners,

As you may have noticed, in the last couple of days we've had [problems

_. We don't have a solution yet, and there is no concrete
time when it will be resolved.

From this point forward, GlavMed is switching to a "PAUSED" mode /No |

_until the processing issue is resolved.

We urge you to temporarily switch your traffic to other shops/projects.

. : : -

EI Omupm npockoTpa ¥

HUSTDMY C HacToAwWero
Ebl SYAYT BbINOMHEHbI, K3aK W

LeT Gonbwe ACHOCTM 1

Bce AOCTYMNHbIE K BRINNATE ASHLIM MOXHO 2aKazblBaTbh HAa BblEOL. BozmoKHO, UTO ecnn BCe pazoM NOMaHyTCA BEIBOAWTDE, MOMYyT BOZHWKHYTb HEKOTOPDDIE 2a0epXXKK, T.K. 06LI.|,3H CyMMa A0CTATOYHO BENWKE, HO B nobom

Ccny4yae, Mbl BbIMUIaTHM BCe A0 KOMEeHKN. 33 3T0 MOXETE He BOSIHOBATBHCH.

Bonbwan HDUCDGB: BCe BUI'IpUCD\fEaMEHaHHﬂ/ﬂUMEﬂaHMﬂ!Cﬂ‘,’XM MOCTUTE B 3TOT TOMWK. ¥ MEHA HET BO3MOMHOCTM OTCEXMEATb BCE ¢)DD‘,’MDI ¥ oNepaTMBHO OTBEYATb BE24e W BCEM.

CaI'II'IUpT SYAET paGoTaTn B WTATHOM pexume. ECnv no Kakow-To NpUYKHE OHKW HE MOryT NoMOo4Yb, WKW Aen0 COBCEM NMNO0X0 W HY*H3 He2aMeQNIMTEeIbHAA NCUX0NorM4yecrKand NnomMowb, T0 MOXHO oﬁpamaThcn KO MHe

HanpAMyo B 3ToT Axabbep: dontworry@behappy.com.ru
HOBOCTE, KOHEUHO, HENPUATHARA, HO HE CMepTenbHas. Mo3ToMy NpowWy He PazBoAWTb NaHUKy, 3 06CyAaTh BOZHMKAKLWME BOMPOCH N0 CYLWECTBY.

FnaeMepn - $apMoBbii AMHOZ3BP. He GeiCTpbIA, HO, CyKa, HadeXHbIA!
http://www.glavmed.com g Teneps OHO ewe v pasrosapreaer




Conclusions

Small number of advertisers generate most of
the revenue

Market is not saturated

Affiliate programs have substantial costs and
net revenues are around 15-20% of gross

Three payment processers were responsible
for processing 84% of the transactions for
GlavMed/Spamlt
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Authenticity and Ethics of Data Set

e Authenticity

— We found concordance between chat logs and
transactional data

— We found test purchases placed by us in the
appropriate data set with the correct values

* Ethics
— Data is already broadly available
— Anonymize personally identifiable customer data

— Use non-identifiable code-names for other
stakeholders
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Previous Affiliate Program Studies

Levchenko et al. Click Trajectories: End-to-End Analysis of the Spam Value Chain
IEEE Security and Privacy 2011

* 969 Million spam emails analyzed

* Inferred relationship between affiliate
programs and banks from trace purchases

Kanich et al. Show Me the Money: Characterizing Spam-advertised Revenue
Usenix Security 2011

* |nferred affiliate program revenue

* Inferred customer composition and products
pased on network traces




Affiliate
Program

Distinct
Domains

Received
URLs

Feed
Volume

PhEx
EDEx
ZCashPh
DrMax
Grow
USHC
MaxGm
VeREX
Stud
ManXt

OLPh
Eva
WIdPh
PHOL
Aptke
HrbGr
RxPnr
Stmul
Maxx
DrgRev
UltPh
Green
Vrlty
RxRev
Medi
ClFr
CanPh
RxCsh
Staln

Pharmacy Express

ED Express
ZedCash (Pharma)

Dr. Maxman

Viagrow

US HealthCare

MaxGentleman

VigREX

Stud Extreme

ManXtenz

Online Pharmacy
EvaPharmacy
World Pharmacy
PH Online
Swiss Apotheke
HerbalGrowth

RX Partners
Stimul-cash
MAXX Extend
DrugRevenue
Ultimate Pharmacy
Greenline

Virility

RX Rev Share
MediTrust
Club-first
Canadian Pharmacy
RXCash

Stallion

Total

14,381
63
6,976
5,641
382
167
672
39

42

33

2,894
11,281
691
101
117

17

449
50

23

122

12
1,766
9

299

24
1,270
133

22

2
54,220

69,959,629
1,578
42,282,943
32,184,860
5,210,668
3,196,538
1,144,703
426,873
68,907
50,394

17,226,271
12,795,646
10,412,850
2,971,368
1,586,456
265,131
229,257
157,537
104,201
51,637
44,126
25,021
23,528
9,696
6,156
3,310
1,392

287

80
346,993,046

(4
23.48%
0.01%
14.54%
10.95%
1.68%
1.31%
0.41%
0.14%
0.03%
0.02%

5.16%
8.7%
3.55%
0.96%
0.55%
0.09%
0.21%
0.07%
0.04%
0.04%
0.02%
0.36%
0.01%
0.04%
0.01%
0.07%
0.03%
<0.01%
<0.01%
93.18%



Products and Revenue

GlavMed Spamlt RX-Promotion
Product Orders Revenue Orders Revenue Orders Revenue ED Sa |eS
ED and Related 580K (73%) $55M (75%) 670K (79%) $70M (82%) 58K (72%) $5.3M (51%) .
Viagra 300K (38%) $28M (38%) 290K (34%) $31m (36%) 33K (41%) $2.7M (27%) d0m|nate
Cialis 180K (23%) $19M (26%) 190K (22%) $23M (27%) 18K (22%) $1.9M (19%)
Combo Packs 49K (6.1%) $3.9M (5.4%) 110K (14%) $8.4M (9.8%) 5100 (6.4%) $350K (3.4%)
Levitra 32K (4.1%) $3.2M (4.4%) 35K (4.2%) $3.9M (4.5%) 1200 (1.5%) $150K (1.5%)
Abuse Potential 48K (6.1%) $4.5M (6.1%) 64K (7.6%) $6.2M (7.3%) 11K (14%) $3.3M (32%)
Painkillers 20K (3.7%) $2.4M (3.3%) 53K (6.3%) $4.7M (5.5%) 10K (13%) $3.0M (29%
Opiaes © ¢ © © W
Soma/Ultram/Tramadol 20K (2.5%) $1.8M (2.4%) 46K (5.5%) $4.1M (4.8%) 3% > "

Chronic Conditions 120K (15%) $9.5M (13%) 64Kk (7.6%) $5.2M (6.1%) 8500 (11%) $1.31 Selling controlled
Mental Health 23K (2.9%) $2.1M (2.9%) 16K (1.9%) $1.4Mm (1.7%) 6000 (7.4%) $1.11 . .
Antibiotics 25K (3.2%) $2.1M (2.9%) 16K (1.9%) $1.4M (1.6%) 1300 (1.6%) $97 drugs IS pl’Ofltab|e
Heart and Related 12K (1.5%) $770K (1.1%) 9700 (1.2%) $630K (0.7%) 390 (0.5%) $35K (U.3%)

Uncategorized 48K (6.0%) $4.0M (5.5%) 47K (5.6%) $3.9M (4.6%) 2400 (3.0%) $430K (4.2%)




