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Q5 - In what industry does your business operate?

000000000000000 o
Technology 715V ECCCCCCCCC cocood) 41%
Consulting / SI 20%
Financial Services & 17%

Insurance

Media / Entertain 14%

Public Sector

Telecommunications

Consumer Goods / Retail

Other | |




Q1 — What is your role within your current
organization?

DevOps Development Operations Security Other

30% 26% 25% 16% 3%



Q3 — What is your responsibility level?

Practitioner Manager Senior Executive
Management Management

46% 40% 8% 6%



Q9 - Percentage of open source software?

0% open source

40%
67% >5000 employees
50% in FSI
41% in Consulting
31% in Government
27% in Tech
44% for Java developers

20% open source What people estimate they are doing

40% open source

60% open source

80% open source

100% open source




Q9 - Percentage of open source software?

0
0% open source 40%
67% >5000 employees
50% in FSI

41% in Consulting

31% in Govt

27% in Tech

44% for Java developers

20% open source What people estimate they are doing

40% open source

60% open source

80% open source What app scans reveal

100% open source




Q10 - For custom development, what languages are used?

57%

83% with > 5000 employees

Java FSI: 82.5%
Banking/Finance: 88%
Government: 74%

PHP 31%

.NET 30%

Ruby 25%

C/C++ 21 %




Q11 - Who is the primary driver behind
AppSec initiatives?

Compliance/Risk
Management

40% say dev

Development _ (Q14) 76% say dev spends less than 15% time
on AppSec

, (Q15) 42% say dev knows its important but
Security . .
Architecture does not have time to spend on it

IT Architecture
Operations

Devops

Design and
Planning

Legal

Executive
Stakeholders...

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%



Q11 - Who primarily drives AppSec initiatives?
(filtered for developers only)

67% devs think they are the primary driver;
Develobment 0 (Q15) 26% say security is not their focus,
’ 67%’ 40% say they have no time to spend on it;
(Q17) 74% state we have no policies or
policies are not effectively enforced

IT
Architecture

Observations:
84% w/ >5000 employees think it's

Security compliance / risk management

Architecture

Devops

Design and
Planning

Operations

Legal

0% 20% 40% 60% 80% 100%



Q12 — Your role in AppSec? (1=not at all, 10 = highest priority)

v 1 v 2 v 3 v 4 v 5 v

Ona 0% 3.13% 0% 0% 3.13%
scale of 1 0 1 0 0 1
to 10,

how

important

do you

consider

security

as a part

of your

job?

Conclusion:
“App Sec is important to me but we lack corporate

policies so I'll determine my own.”

6

6.25%
2

w/ 101 — 1000 employees,
76% rank security 8+ priority

Q17 — 67% employees feel there is no clear
security policy or that policy is not effectively

enforced.

Q13 - 74% state adherence to internal security

policies is a top concern

7 v 8 9 v 10

12.50% 9.38% 28.13% 37.50%

- 3 9

w/ >5000 employees,
75% rank security 8+ priority

(Q17 — 58% of >5000 employees feel
there is no clear security policy or that

policy is not effectively enforced; 18% we

don’t have clear policies

81% state Adherence to internal security

policies is a top concern

Conclusion: strong personal sense of
responsibility, but little to not policies to
enforce security standards; people make
up their own standards

12

v

Total «

32



Q13 - Are any of these security concerns?

Functional
defects

Open Source

: #2 overall issue but only 31% test it
Security...

#1 issue for government

Adherence to
internal...

Embedded
components a...

Open Source
IP/Licensing...

No
responsibili...

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%



Q14 - How much time to developers spend on
security?

5%

15%

None

More than
20%

3
X

20% 40% 60% 80% 100%



Q15 - Interest of in-house developers in regard to
AppSec

Developers

~ knowit's 41% in FSI know its important but don’t spend time
important,... 42% in teCh

Developers
do what they
have to do...

Thisis a
top concern
for...

It’s just
not
something
our...

0% 20% 40% 60% 80% 100%




Q16 - When does App Dev spend time with security
group?

At the end of the development cycle 42.31% I

During the design phase as a security review 33.97%
During the development phase 30.13%
The security team does not work with our developer team 29.49%
Security checks are embedded throughout the entire process 23.72%
Observations:

23% say security checks happen, but (Q17) Only 12% have automated
End of development cycle - 62% in government (#1 answer), 47% in financial services
Historically, ‘end of development cycle’ is the most expensive option



Q17 - Describe your current app security policies
(Overall)

We do not
have clear
policies i...

We have
policies that . i
are not... Observations:
67.05% do not have clear, well defined, enforced policies
We have well . ..
defined 12.5% have well defined, automated policies
policies t...
We have
well-defined
policies t... Answer Choices Responses
We have well We do not have clear policies in place
defined
policies t... We have policies that are not effectively enforced
We have . . . o
well-defined We have well defined policies that are manually enforced across the software lifecycle 23.86%
P 42
policies t...
We have well-defined policies that are manually enforced late in the development lifecycle 17.61%

0% 20% 40%

We have well defined policies that are enforced through automation across the software 12.50%
lifecycle

We have well-defined policies that are enforced through automation late in the 9.66% 17
development lifecycle

Total Respondents: 176



Q17 - Describe your current app security policies
(filtered for government)

‘We have 59% policies not enforced compared to:
P°":;:Sn‘°htat 40% in FSI

28% in Tech

We have well
defined
policies t...
We do not 24% don’t have policies in place compared to:
have clear 20% in FSI
olicies i... .
P 30% in Tech
We have

well-defined
policies t...

- Automated late in Development
We have

well-defined

policies t...

We have well

defined 4 294 Automated across SW lifecycle

policies t...

0% 20% 40% 60% 80% 100%



Q17 - Describe your current app security policies
(Developers only)

We do not
have clear
policies i...

We have
policies that
are not...

We have well
defined
policies t...

We have
well-defined
policies t...

We have well
defined
policies t...

We have
well-defined
policies t...

N

42%

Do not have clear policies

Observations:

“l am responsible, but | have:

* No tools
* No policy
* No time

% Automation across lifecycle

Automation late in development cycle

20%

40%

60%

80%

100%



Q20 - If doing CI, how often is code compiled?

Multiple
times per day

Ad hoc/ as
needed

Once per day

Once or more
times per
week

One or more
times a month

Once a
quarter

40% automate security testing here.

0%

20%

Observations:

If there is continuous integration, the percentage of

automated testing increases

40%

60%

80%

100%



Q23 - Where is security testing automated?

Post
deployment

During Q&A

During
continuous
integration

During
development
During
deployment
During the
design phase

0% 20% 40% 60%

80%

100%



Q18 - What are you testing?

Quality and
Assurance
(user...

In-house
components

Source code

Observations:

80%+ of app composition is open source
30% of companies test open source
 37% tech

« 20% in FSI

*  29% in government

Operations
resilience
(performan...

Open source
components

Binaries

0% 20% 40% 60% 80% 100%
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