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Privacy Concerns

®Data collection scandal and protection
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Particularly, Mobile Data
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Contact | Stay Connected | Privacy Policy | FTC en espaiiol
FEDERAL TRADE COMMISSION
PROTECTING AMERICA’S CONSUMERS

ABOUT THE FTC NEWS & EVENTS ENFORCEMENT POLICY

TIPS & ADVICE | WOULD LIKE TO...

Home » News & Events » Press Releases » Android Flashlight App Developer Settles FTC Charges It Deceived Consumers

Android Flashlight App Developer Settles FTC Charges It Lbiris }
Deceived Consumers ‘

CALENDAR

‘Brightest Flashlight’ App Shared Users’ Location, Device ID Without Consumers’

| Knowledge
Related Cases
SHARE THIS PAGE o o @
Goldenshores Technologies, LLC

and Erik M. Geidl, In the Matter of
A U FOR RELEASE
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ermission Mechanism

" Brightest Flashlight Free ®

L‘_ Version 2.4.2 can access

9 Location

+ approximate location (network

based)

- precise location (GPS and network- Holo Torch
based) Version 1.0 can access
o = Allow Facebook to take

B/  Photos/Media/Files pictures and record

» read the contents of your USB m./ Camera/Microphone video? I‘App" Would Like to Use Your

storage Current Location

= modify or delete the contents of your * take pictures and videos [ Never ask again

USB storage

oreds [2] other i
) ; h 10f2 DENY ALLOW Don’t Allow OK

3 Camera/Microphone - prevent phone from sleeping

» take pictures and videos

Updates to Holo Torch may automatically add additional

—3 capabilities within each group. Learn more

%o Wi-Fi connection information

+ view Wi-Fi connections

Device ID & call information

=)

« read phone status and identity

Updates to Brightest Flashlight Free ® may automatically
add additional capabilities within each group. Learn more
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Unprotected

Motion Sensors: Accelerometer, Gyroscope...

Engineering
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Unprotected

Ambient Sensors:. Magnetometer, Barometer, Light
Sensor, Thermal Sensor ...
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Side-channel Attack

Groud Truth
(Manual collection or
external database)

Targeted Behavior
(e.g.,sreen touching,
motion)

W

[1]S. Narain, T. D.Vo-Huu, K. Block and G. Noubir, "Inferring User Routesand Locations Using Zero-Permission Mobile Sensors," 2016 IEEE Symposium
on Security and Privacy (SP), San Jose, CA, 2016, pp.397-413.

[2]Y. Michalevsky, A. Schulman, G. A. Veerapandian, D. Boneh, G. Nakibly, "Powerspy: Location tracking using mobile device power
analysis", Proceedings of the 24th USENIX Conference on Security Symposium, pp.785-800, Aug. 2015

Pattern Matching

Side-channel Information
(e.g., power usage,
sensor signals)

Successful
Inference
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Key Observations

®Indoor? Complicated Design---> Pattern
® Sensitive? Victims Frequently Visit
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Question

®Unprotected sensors as side channels

®[easibility of detecting sensitive indoor locations
when users pass by?

® ONE location Is enough
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SySte m D e S I g n Training Stage Attacking Stage

Side Channels

Remote Server

Network Available
Accelerometer 1

Training phase:
® Target identification R N

Magnetic anomaly | Magnetic filed |
Opening doors
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Inference
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Pattern Detected

®Data collection oention] i

Label Moniroting Mode

®Data processing I E—— i

|
I
Segmentation | | Noise Reduction | :
I
!
|

I Backgroud Activation

- I'l Corrdinate Rotation eature Extraction
®Model construction e
Data g Model Training
Pool A Spyware
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Just Need a Label

®Quick Self-developed Dataset
®Beacons, WI-Fi, By Hand
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Build A Classifier

®Naive Bayesian

®K Nearest Neighbors
®Decision Tree

® Random Forest

® Support Vector Machine
®Neural Network
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SySte m D e S I g n Training Stage Attacking Stage

Side Channels

Remote Server

Network Available
1

Attack phase:
® Spyware installed :

Magnetic anomaly | Magnetic filed |
Opening doors

I Accelerometer I
| |

Gyroscope

+

Inference
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| Location Exposure
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Pattern Detected

® Monitoring cctn] t

Label Moniroting Mode

®Pattern occurs pataproccesig | o

| Segmentation | | Noise Reduction |

|
' Corrdinate Rotation | | Feature Extraction |

®Deliver to attacker e e —

— <G

Model Training

Backgroud Activation

Data

Pool w

Spyware
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Risk of Leakage

®15 Locations, 5 devices, 4 sensors, 5 victims

Devices LG G3,
Google Pixel, Recognizer Weighted Average
HTC U Ultra, F1-score
Redmi NOte41X> Decision Tree + Euclidean Norm(DTEN) 41.15%

Seed S iamslung Gat axy 58 Decision Tree + Rotation Matrix(DTRM) 52.09%

clected >ensors G;ii;r;;ze b Random Forest + Euclidean Norm(RFEN) 62.86%

Magnetic F)iel d Sensor, Random Forest + Rotation Matrix(RFRM) 73.26%
Linear Acceleration Sensor
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Threatening?

®|mmune to Antivirus
® Massive Users, Cross Reference
®Plus Social Engineering




Upcoming Focus

Potential Defense
®Permission List
®Background Limit
®Freguency Limit
®unctional API

Attack Improve

® Stateful Inference
® Sensor Fusion
®\Webpage Implant
®More Sensors
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Thank You
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