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Why security metrics?



To measure is to 
know. 

If you cannot 
measure it, you 

cannot improve it.
- Lord Kelvin











37 years of research… what do we have 
to show?



Quantified security is a weak hypothesis 



Sciency & Business metrics



Sciency metrics



CVSS



Business metrics



The future





http://www.digitalattackmap.com/
http://www.digitalattackmap.com/
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Open questions
● Do we need security metrics?
● What is the best approach to security metrics research?
● Why haven’t we still reached consensus of how security should be 

measured?
● Should there be standards like spec for security metrics?
● What is the future of security metrics?
● Validation: why is it so difficult? How should it be performed?




