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Cyber Physical Systems
are Everywhere
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Smart Water
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Smart Power Generation




Smart Factories




Autonomous Vehicles
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Windows is shutting down...
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HOW DO WE
DEFEND
AGAINST

THIS?













So what’s the
problem?
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I'lL just put thls over here
“with the rest... o) the fire:
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Handwritten policies
do not scale
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The threat landscape
Isn’t static
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How do we fix this?






Catalogue of
identified threats
against the running
of the system



Mitigation controls for
handling the threats
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Policy Language
selects mitigations
based on threats and
reconfigures the CPS

Mitigations



Running in a MAPE-K loop...
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Automation

6
WAL S

Do

5



Automation
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(should scale)
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No ad-hoc reconfiguration
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No ad-hoc reconfiguration
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(should react faster to0)
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Why is this
controversial?



Dynamic reconfiguration in a
MAPE-K loop is not new
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| GAN RECONFIGURE
UR TOWN?







MR. STARK...
1DONT FEEL SO GOOD










THIS WILL
INCREASE
THE ATTACK
SURFACE
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