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TLS 1.2: SNI and CA are NOT encrypted...
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Timeline: TLS 1.3 is finalized
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TLS 1.3: SNI is still NOT encrypted...
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Censors exploit SNI for censorship
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Circumvention: Domain Fronting
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Circumvention: Domain Fronting
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HTTP Response



Timeline: CDNs Cease Domain Fronting
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18

DNS-over-HTTPS 
added to Firefox 60.0

3/21/2018

4/30/2018

4/13/2018 7/2/2018

4/2/2018

TLS 1.3 
finalized

Amazon announced an 
end to Domain Fronting

Google announced an end 
to Domain Fronting

First ESNI Internet 
Draft



Timeline: Cloudflare supports ESNI

19

DNS-over-HTTPS 
added to Firefox 60.0

3/21/2018

4/30/2018 9/24/2018

4/13/2018 7/2/2018

4/2/2018

TLS 1.3 
finalized

Amazon announced an 
end to Domain Fronting

Google announced an end 
to Domain Fronting

First ESNI Internet 
Draft

Cloudflare started 
supporting ESNI
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How ESNI works?
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How ESNI works?

CDN Edge ServerClient
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Research Questions



Research Questions
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● How many websites are supporting ESNI?

● How many currently censored websites in China
can be unblocked with the help of ESNI?

● Is there any censor already censoring ESNI traffic?
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How many websites 
are supporting ESNI?



How many sites are supporting ESNI?

As of August 2019, Cloudflare is the only CDN 
provider supporting ESNI.

Cloudflare provides an informative debugging page 
for every site using its CDN service.
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How to know if a site supports ESNI?
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Cloudflare debugging page
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Cloudflare debugging page
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How many sites are supporting ESNI?
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How many sites are supporting ESNI?
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Location: On a VPS located in US

Alexa Top 1 Million Sites

ESNI Enabled



Websites Supporting ESNI
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More than 

10% 
of Alexa Top 1 Million sites are supporting ESNI!



Result: SNI Status and TLS Version
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ESNI adoption with Sites Popularity
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Research Questions
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● How many websites are supporting ESNI?

● How many currently censored websites in China 
can be unblocked with the help of ESNI?
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How websites are 
censored in China?



Major Censorship techniques in China

● DNS Hijacking

● IP Blocking

● SNI Filtering
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Detect DNS Hijacking - Result
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Detect DNS Hijacking - Result
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24,128 
domains under 
DNS-Hijacking

located in China
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Detect SNI Filtering - Setup
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Detect SNI Filtering - Result
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Detect IP Blocking - IP List
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Detect IP Blocking - IP List
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Alexa Top 1 Million Sites

DNS

Resolve from
 Hong Kong

Select the first IP in 
an answer

539,456 unique IPs



Detect IP Blocking - Setup
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https://www.draw.io/?page-id=rXZq_lp7qG8ksF03ZixY&scale=auto#G1eajcX9CZRKSXLTl_Dq1h6vN2AbF3ptpo


Detect IP Blocking - Result
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47,069 sites censored among Alexa Top 1M
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Domains under different censorship
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Effectiveness of ESNI
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66 sites can 
be unblocked 
by ESNI
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Current Effectiveness of ESNI
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Current Effectiveness of ESNI

medium.com
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chinadigitaltimes.net
bannedbook.org
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ESNI increases the cost of 
blocking 101k sites
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IPs belong to CDN edge 
server are blocked
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Monitoring 
ESNI-based 
Censorship



Any area already censoring ESNI traffic?
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Monitoring ESNI-based Censorship
 from 14 Different Areas
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Monitoring ESNI-based Censorship - Setup
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Sites supporting ESNI

ESNI Enabled
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Monitoring from 14 Different Areas

No ESNI-based Censorship Detected!
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Conclusions
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● 10% websites among Alexa Top 1M are supporting ESNI.

● 84.5% currently censored websites will remain blocked in China 
even if DNS- and SNI-based censorship are evaded.

● Only 66 websites currently censored in China can be unblocked by ESNI.

● No ESNI-based censorship is detected in our experiment across 14 
different areas.
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Let’s Enable ESNI Now!
1. Open about:config in Firefox
2. Set network.security.esni.enabled to true
3. Set network.trr.mode to 3
4. Set network.trr.uri to 

https://1.1.1.1/dns-query
5. Check if it works: 

https://www.cloudflare.com/ssl/encrypted-sni 
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