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“Chinese information security expert Shu Xiaoqiu indicated to a 
Global Times reporter on April 12 that details on the ‘Great Cannon’ 
up to this point are not very clear, so he couldn’t directly comment on 
this highly technical incident. But this incident was in no way an 
isolated one: it is just the latest in a series of ‘Chinese cyberattacks’ 
concocted against the backdrop of alternating pressure from 
American policy and public opinion.” —Global Times, April 13, 2015 

Example of propaganda directive (http://chinadigitaltimes.net/2015/04/minitrue-do-not-republish-great-cannon-report)



“Chinese information security expert Shu Xiaoqiu indicated to a 
Global Times reporter on April 12 that details on the ‘Great Cannon’ 
up to this point are not very clear, so he couldn’t directly comment on 
this highly technical incident. But this incident was in no way an 
isolated one: it is just the latest in a series of ‘Chinese cyberattacks’ 
concocted against the backdrop of alternating pressure from 
American policy and public opinion.” —Global Times, April 13, 2015 

Sites must stop republishing the Global Times article “Foreign 
Media Grabs Chance to Hype China’s ‘Great Cannon’; May Be 
American Effort to Shift Blame.” Don’t comment on related 
topics or content, and downplay the story. (April 13, 2015) 

Example of propaganda directive (http://chinadigitaltimes.net/2015/04/minitrue-do-not-republish-great-cannon-report)



Example of “sensitive word” blocked from Weibo search results: “Dalai Lama”
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Example of “sensitive word” blocked from Weibo search results: “Dalai Lama”
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1. Internet Censorship in China

Internet censorship is accomplished not only through technological means, but also through manual controls enforced by the state on the private sector and individuals.


In China, central and local government bodies issue directives to Internet companies concerning information and activity that should be deleted, filtered, or monitored. 


All websites in China are legally liable for any content posted on their site, and must obtain a license from the Ministry of Industry and Information Technology in order to 
operate. The threat of repercussions, including the loss of their license, leads website operators to proactively censor content on their sites.


Government directives are often vague, encouraging self-censorship and overcompensation to stay safely away from the invisible “red line.”




1. Internet Censorship in China

For instance, Sina has a team manually deleting posts from Weibo, but it also filters search results to keep users from viewing posts containing “sensitive” keywords.




1. Internet Censorship in China

Individual users who discuss “sensitive” issues online may find their social media posts are made invisible or removed, and may even have their accounts shut down.



1. Internet Censorship in China

What makes something “sensitive”?

What makes a word or phrase “sensitive”?



1. Internet Censorship in China

What makes something “sensitive”?  

→ Potential for blocking or deletion

“Sensitive” (敏感) means any content that at some point could trigger some form of censorship.  A sensitive keyword will not always be filtered or mark a post for 
deletion. 



1. Internet Censorship in China

What makes something “sensitive”?  

→ Potential for blocking or deletion 

ex. “this day” (zhè yī tiān 这⼀一天)

For example, China Digital Times (CDT) found on June 4, 2015—the anniversary of the crackdown on protesters in Tiananmen Square—that “this day” (这⼀一天) was a 
blocked search term on Weibo. It is not currently blocked (as of August 4, 2015).




“This Day” (zhè yī tiān 这⼀一天)

• 1st block detected May 27, 2014

CDT first detected the keyword block on May 27, 2014.



“This Day” (zhè yī tiān 这⼀一天)

• 1st block detected May 27, 2014 

• 2nd block detected June 4, 2015

We detected the second block on June 4, 2015.



“This Day” (zhè yī tiān 这⼀一天)

• 1st block detected May 27, 2014 

• 2nd block detected June 4, 2015 

• currently unblocked 

The keyword is unblocked as of August 4, 2015.



“This Day” (zhè yī tiān 这⼀一天)
Retrieved on August 9, 2015

Screenshot of search results for “this day” on August 9, 2015. Note that the term is unblocked.



“This Day” (zhè yī tiān 这⼀一天)
Retrieved on August 9, 2015

Screenshot of search results for “this day” on August 9, 2015. Note that the term is unblocked.



2. Directives from the Ministry of Truth

Posted July 14, 2015 
chinadigitaltimes.net/2015/07/minitrue-detention-of-trouble-making-lawyers

CDT’s “Directives from the Ministry of Truth” series tracks censorship and propaganda directives issued by central and local government bodies to Internet companies, 
including news websites and portals.


Directives are not meant to be shared with the public, and are most frequently issued verbally to avoid a paper trail. Still, journalists (and the occasional hacker) 
continuously leak them. While some leaks are public (on Weibo, a blog, etc.) and include identifying information, CDT typically omits the name of the authority issuing the 
directive in order to protect our sources.


Common instructions are to delete a particular article and to manage social media discussion of a current event or issue—i.e. to employ “public opinion management” (舆
论引导).


This slide shows a directive to delete certain types of information.

http://chinadigitaltimes.net/2015/07/minitrue-detention-of-trouble-making-lawyers/


2. Directives from the Ministry of Truth

Posted July 30, 2015 
chinadigitaltimes.net/2015/07/minitrue-manage-public-opinion-on-abductee-turned-model-teacher 

Example of directive to enforce “public opinion management.”

http://chinadigitaltimes.net/2015/07/minitrue-manage-public-opinion-on-abductee-turned-model-teacher/


3. Sensitive Words

CDT’s Sensitive Words series records keywords filtered from the search results of the popular microblogging platform Sina Weibo (Weibo).


Over 3,000 blocked search terms archived since April 2011, through trial-and-error and crowdsourcing.



3. Sensitive Words

Terms saved to bilingual spreadsheet, includes links to posts explaining why certain terms are sensitive: https://docs.google.com/a/chinadigitaltimes.net/spreadsheet/
ccc?key=0Aqe87wrWj9w_dFpJWjZoM19BNkFfV2JrWS1pMEtYcEE#gid=0 



3. Sensitive Words

Posted June 20, 2015 
chinadigitaltimes.net/2015/06/sensitive-words-corruption-crackdown-after-zhou

Over the past year or so, we have increasingly encountered keyword combinations that are blocked, while the keywords in the combination are individually searchable. 
Examples of blocked keyword combinations are shown here.

http://chinadigitaltimes.net/2015/06/sensitive-words-corruption-crackdown-after-zhou/


3. Sensitive Words

Posted June 4, 2015 
chinadigitaltimes.net/2015/06/sensitive-words-june-4th-2015 

Certain keywords are blocked cyclically, such as around the anniversary of June 4th.

http://chinadigitaltimes.net/2015/06/sensitive-words-june-4th-2015/


4. Grass-Mud Horse Lexicon

CDT’s Grass-Mud Horse Lexicon is a wiki of creative, subversive Chinese Internet language created to skirt censorship and mock propaganda. Image is of artist Ai 
Weiwei with a “grass-mud horse” stuffed animal.



4. Grass-Mud Horse Lexicon

chinadigitaltimes.net/space/Grass-mud_horse 

Why the grass-mud horse: alpaca born from the policing of dirty words in 2009;  grass-mud horse music video from the time reveals the true meaning of its name. Tones 
are not sung, so “grass-mud horse” (cǎonímǎ 草泥⻢马) in song is indistinguishable from “fuck your mom” (cào nǐ mā 肏你妈).

http://chinadigitaltimes.net/space/Grass-mud_horse


Our ebook of classic terms and latest memes from the Lexicon is available for pay-what-you-want: http://chinadigitaltimes.net/2015/07/decoding-the-chinese-internet-
ebook-2015-edition 
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