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How to Monetize?
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Reshipping Scam

» Recruit mules to receive and reship packages to
cybercriminals overseas

INTERNET CRIME COMPLAINT CENTER'S (IC3)
SCAM ALERTS
MAY 10, 2011

JOB SCAM USED TO RESHIP MERCHANDISE TO RUSSIA




Our Work
* Analysis of log data from reshipping scams

e (Characterization and measurement

— Operation: business model, targeted products, label
purchase

— Negative effect: scam victims, financial loss
— Mule: lite cycle, geographical locations

 [ntervention against reshipping scam services



Reshipping Scam Operation
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Data Summary

Site

Site-A
Site-B
Site-C
Site-D
Site-E
Site-F
Site-G

Time Period

11 months (2015
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9 months (2015

Reshipping
Logs

1,960
1,493

5,996

12 months (2011

(2015)
(2014)
(2015)
4 months (2014)
(2017)
2 months (2011)

(2013)

T month (2013

Prepaid
Labels

846

Drop
Records

88
43
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Operation Policies

« How to split the illicit profit?
« What are the main targeted products?

« How to acquire prepaid shipping labels?



Agreement and Profit Split

* Reshipping as a service
— Percentage cut: up to 50% value (high-value products)
— Flat rate: $50-S70 per package (lower-priced products)

« “Customer service” and compensation
— Drop status (“active” or “problematic”)
— 15% compensation for lost packages, or free shipping



Products

Electronics

Product Category Median Price S Ite_ C
(Site-C)
Apple Products $750
Camera Related $500
Computer related $1,030
Other Electronics $550
Fashion and Apparel $1,000
Nutrition $1,050
Miscellaneous $689

Above 70% of the products are
electronics and luxury clothing

Site-B

37%
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Label Purchase
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Negative Effect
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Victims

« Main victims

— Merchant: Liability to reimburse cardholders, loss of
products, chargeback (up to $100)

— Drop: Fake job with no payment, identity fraud

e QOther victims
— Cardholder
— Card issuer
— Destination country



From Package to Revenue

Package index
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[ Site-specific revenue is up to $7.3 million per year ]
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Overall Revenue Estimate

in reshipping scams
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[Overall estimated revenue is $S1.8 billion per year]
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Drop Recruitment

* How long do drops remain active?

« Where are the drops?



Life Cycle of Drops
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Drops are abandoned without getting paid after
about 30 days
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Locations of Drops

State Drop Diff to US 2014 US Annual

likelihood Unemployment Rate
1 Georgia 0.01099% A +1.0%
2 Nevada 0.01011% A 16%
3 Delaware 0.00951% V¥V  05%
4 Florida 0.00919% A 01%
5 Maryland 0.00868% V  -04%
6 North Carolina 0.00710% Vv -01%
7 Mississippi 0.00674% A +16%
8 Arizona 0.00667% A 07%
9 lllinois 0.00608% A +09%
10 Virginia 0.00599% Vo -1.0%

Scammers target unemployed or
underemployed groups to recruit drops




Intervention Approaches
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Reshipping Destinations

Site Destination Label
Percentage
Moscow area, Russia* 85.89%
Site-A Claymont, DE, US 6.08%
Dovar DE_1IQ 2 439,
At least 85% packages are shipped to Moscow 20,

_ and its suburbs
Site-D NIEV, UKIdIne ro-11%
Nikolaev, Ukraine 0.49%
Moscow, Russia 91.14%
Site-E Krasnodar, Russia 4.36%

Stavropol, Russia 1.45%

* Including Moscow, Balashiha,
and Zheleznodorozhnyj
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Conclusions

WAS YOUR PACKAGE

RETURNED
WITH THIS LABEL?

Criminals use various
come-ons to trick you into
what Postal Inspectors call
“reshipping fraud.”
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Targeted Stores

Rank Store (.com) Pct. | Rank  Store (.com) Pct.
1 shop 26.23% 11 t-mobile 1.60%
2 verizon 14.86% 12 amazon 1.35%
3 att 13.20% 13 groupon 1.27%
4 gopro 6.18% 14 abt 0.90%
5 newegg 4.52% 15 hp 0.88%
6 sprint 3.78% 16 lenovo 0.75%
7 ebay 3.60% 17 academy 0.70%
8 apple 3.47% 18 tigerdirect 0.67%
9 bestbuy 2.78% 19 macmall 0.48%
10 walmart 1.98% 20 staples 0.43%
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