PKI at Scale Using Short-Lived Ceissates

Engineering Manager, Platform Security
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2: Check CRL
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CRL: Certificate Revocation List
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OCSP: Online Certificate Status Protocol
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M Georgiev et al., "The most dangerous code in the world:

validating SSL certificates in non-browser software’, In
Proceedings of ACM CCS, 2012.
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Short-Lived Certificates

e R Rivest, “Can We Eliminate Certificate Revocation Lists?’, In
Proceedings of Financial Cryptography, 1998.

e E Topalovic et al., “Towards Short-Lived Certificates”, In Proceedings
of IEEE Oakland Web 2.0 Security and Privacy (W2SP), 2012.
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_Ifecycle of and
Is of utmost interest here.

Not real secret keys, sorry.



Circa 2012: AWS SDKs Introduce the Provider Paradigm

// provider paradigm dynamically asks for keys every time
AWSCredentialsProvider prov = new AWSCredentialsProvider(){
public AWSCredentials getCredentials(){
RESTfulObj AWSKey = RESTService.get( )
return new BasicAWSCredentials(
AWSKey .getAccessID(), AWSKey.getSecretKey());

)
s

AmazonSimpleDBClient client = new AmazonSimpleDBClient(prov);
client.listDomains();

The client object In the above code example no longer caches keys.



On Instance Credentials

$curl http://169.254.169.254/1latest/meta-data/iam/security-credentials/role
{

"Code"” : "Success”,

"LastUpdated” : "2015-09-17T01:29:497",

"Type"” : "AWS-HMAC",

"AccessKeyId"” : "ASIAIL6IJJCXLEXAMPLE",

"SecretAccessKey” : "1XKQe8gXbhnN@jUe7JIGVgFNXMmTxP5pI6example”,
Token® ¢« .

"Expiration” : "2015-09-17T07:47:457"




B @ >
Alice Bob
i) O .
I Proer & C reacnbial Reguiest . =
Validate |D
Generate
- e e Lice C recenptial Credential
e . o
Alice Bob
. N .




B @ >
Alice Bob
i) O .
i re@iy ( reaential Reqguest . =
Validate |D
Generate
- e e Lice C recenptial Credential
e . o
Alice Bob
. N .




o -
- TLS Session
Credential
Management — (write) — | i setice Wit HES
Process (read)
y
| System ldentity Chortlived
| Credential Renewal Credentials o
Protocol (TPM or SGX) Key Files
v o
[ Linux Kernel (with or ) ]




¢ . Loading new certificates
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How to load a new certificate and :
. /ero downtime?
private key?

oraceful restart _

reload Yes

[ oiar Ne
reload NO
e Ne
SILLISR | Yes
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Long-Lived

Certificates Short-Lived Certificates

» Improve attack detection, In » Refresn certificates
practice . Upda

e server / client to support
» Retrofit your applications to oraceful reloading of certificates
support revocation i
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Questions?

bryanp@netflix.com
Nttp://bryanpayne.org

[PS...I’'m hiring!]



