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Semmelweis to Software Sepsis
1.   Implantable medical devices should be trustworthy 
2.   Improved security will enable medical device innovation
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Dr. Ignaz Semmelweis  
1818-1865

Dr. Charles Meigs  
1792-1869

Physicians 
should their wash 

hands.

Doctors 
are gentlemen and 

therefore their hands are 
always clean.



Photo by Kevin Fu @ Medtronic museum
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Implantation of Defibrillator

1.  Doctor sets patient info 
2.  Surgically implants 
3.  Tests defibrillation 
4.  Ongoing monitoring

Photos: Medtronic;  Video: or-live.com
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Privacy
DiagnosisImplanting 

physician

Hospital

Also:
Device state
Patient name
Date of birth
Make & model
Serial no.
... and more
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! 402-405 MHz MICS band, nominal range several meters 
! Command shock sends 35 J in ~1 msec to the T-wave 
! Designed to induce ventricular fibrillation

7

Wirelessly Induce Fatal Heart Rhythm

[Halperin et al., IEEE Symposium on Security & Privacy 2008]

(Risks mitigated  
a long time ago)
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First FDA Cybersec Product Advisory

8

! Hospira Infusion Pump Vulnerabilities  
[Billy Rios and more, 2014-2015]

Photos: Wired

U.S. Food and Drug Administration

Protecting and Promoting Your Health

LifeCare PCA3 and PCA5 Infusion

Pump Systems by Hospira: FDA

Safety Communication - Security

Vulnerabilities

[Posted 05/13/2015]

 

AUDIENCE:Pharmacy, Nursing, Risk Manager, Engineering 

ISSUE: The FDA and Hospira have become aware of security vulnerabilities in Hospira’s LifeCare
PCA3 and PCA5 Infusion Pump Systems.  An independent researcher has released information
about these vulnerabilities, including software codes, which, if exploited, could allow an
unauthorized user to interfere with the pump’s functioning. An unauthorized user with malicious
intent could access the pump remotely and modify the dosage it delivers, which could lead to
over- or under-infusion of critical therapies. The FDA is not aware of any patient adverse events or
unauthorized device access related to these vulnerabilities.

The FDA is actively investigating the situation based on current information and close
engagement with Hospira and the Department of Homeland Security. As new information
becomes available about patient risks and any additional steps users should take to secure these
devices, the FDA will communicate publicly.

BACKGROUND: The Hospira LifeCare PCA3 and PCA5 Infusion Pump Systems are
computerized infusion pumps designed for the continuous delivery of anesthetic or therapeutic
drugs. These systems can be programmed remotely through a health care facility’s Ethernet or
wireless network.

RECOMMENDATION: 
Recommendations for Health Care Facilities:

Follow the recommendations from the Industrial Control Systems Cyber Emergency Response
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Root 
shell on port 

23!

Hard-
coded local 
accounts!

Wireless 
keys stored 

unencrypted, accessible 
via telnet/FTP!
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Hospitals & Malware
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 Internet Connection, there is 
no filtering of traffic performed 
at this layer

At the Handoff from the providers border 
router provides basic filtering of the 
incoming “noise”    

Security Tools 
System

In-line IPS

 

 

Spanned
data

Incoming:   Only Our Addressing

Outgoing:   No action taken

Incoming:   Block non-routing IPS 
                   Block ICMP select ports
Outgoing:   Block outbound various high  ports

1 gig hub

Insertion Point
Core -A

Insertion Point
Core -B

! " Web Servers
! " Email Servers
! " FTP Servers
! " DNS Servers

Protected by firewall 
only
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Protected by:  Firewall
                         IPS

   IDS – Passive
                        URL Filter
                        Border rtr ACLs          

iBGP Peering router
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WAF 

General System Counts

Systems with AV…...6398
Printers……………...2074
Medical equipment...905
Misc………………….2460
--------------------------------------
Total Devices:……..11837

OS Makeup – Medical 

Windows 95………..1
Windows 98 ……….15
Windows 2000……..23
Windows CE………..9
Windows Vista……...0
Windows XP………..600
Windows XP SP1…..0
Windows XP SP2….15
Windows XP SP3…..1
--------------------------------------
Total……………….. 664

Average Time to Infection

Clinical Systems , 510K, no AV..: 12 days
Systems running AV/Patches…..: 300+ days

 
Ideally:   FDA 510K is updated to include a requirement for the provision 
of industry accepted security controls for devices utilizing embedded 
operating systems or other controllers associated with a medical device

Alternatively:  The FDA issues a clear statement to the community that 
FDA 510K is not jeopardized by permitting Anti-Virus or Operating 
System patching to the supporting systems associated with a certified 
medical device

Hospitals Stuck With Windows XP
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Last security 
patch: 2007
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Shoot P0wn Foot w/ Software Update
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Factory-installed 
malware?

More common than you might think
• Vendors with USB drives
• Vendors repairing infected machines
• Product assembly line
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Last Week: Medical Device Security



Monday Jan 18, 2015 in Australia



Wednesday Jan 20, 2015 in Texas



Thursday Jan 21, 2015

! Hospira manufactures networkable drug infusion pumps 
! Remotely accessible buffer overflow via port 5000/TCP 
! Difficulty: Low skill attacker



Friday Jan 22, 2015 in Michigan
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Semmelweis to Software Sepsis
1.   Implantable medical devices should be trustworthy 
2.   Improved security will enable medical device innovation

18

Dr. Ignaz Semmelweis  
1818-1865

Dr. Charles Meigs  
1792-1869

Physicians 
should wash their 

hands.

Doctors 
are gentlemen and 

therefore their hands are 
always clean.
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Dr. Ignaz Semmelweis  
1818-1865

Dr. Charles Meigs  
1792-1869

Physicians 
should wash their 

hands.

Doctors 
are gentlemen and 

therefore their hands are 
always clean.

Medical 
devices should be 

secure.

Doctors are 
gentlemen and therefore 

their computers are 
always secure.
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←Ways Forward ➚
Security should 
be designed in

not bolted on
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Cybersecurity: A Foreseeable Risk
! Biggest risk at the moment:  

" Hackers breaking into medical devices 
" Wide-scale unavailability of patient care 
" Integrity of medical sensors 

! Gaps 
" Don’t interrupt clinical workflow  
" Many security specialists focus on technical controls 
" Many safety specialists focus on risk management  
" Trustworthy medical device software requires both

21
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Archimedes Center for 
Medical Device Security

secure-medicine.org

2013

2014
2015

Collaboration: Industry, Academia, Government, 
Clinicians, Health Care Providers

Learn more at…
Members


