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Semmelweis to Software Sepsis

1. Implantable medical devices should be trustworthy
2. Improved security will enable medical device innovation

Dr. Ignaz Semmelweis Dr. Charles Meigs
1818-1865 1792-1869
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Implantation of Defibrillator

. Doctor sets patient info

- Surgically implants
. Tests defibrillation
- Ongoing monitoring

Photos: Medtronic; Video: or-live.com
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Medical Device'Secunity:
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Wirelessly Induce Fatal Heart Rhythm

= 402-405 MHz MICS band, nominal range several meters
= Command shock sends 35 J in ~1 msec to the T-wave
= Designed to induce ventricular fibrillation

(Risks mitigated
a long time ago)

[Halperin et al., IEEE Symposium on Security & Privacy 2008]
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First FDA Cybersec Product Advisory

= Hospira Infusion Pump Vulnerabilities
[Billy Rios and more, 2014-2015]
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First FDA Cybersec Product Advisory

= Hospira Infusion Pump Vulnerabilities
[Billy Rios and more, 2014-2015]

U.S. Food and Drug Administration
Protecting and Promoting Your Health

LifeCare PCA3 and PCAS Infusion
Pump Systems by Hospira: FDA
Safety Communication - Security
Vulnerabilities

[Posted 05/13/2015]

AUDIENCE:Pharmacy, Nursing, Risk Manager, Engineering

ISSUE: The FDA and Hospira have become aware of security vulnerabilities in Hospira’s LifeCare
PCAS and PCAS5 Infusion Pump Systems. An independent researcher has released information
about these vulnerabilities, including software codes, which, if exploited, could allow an
unauthorized user to interfere with the pump’s functioning. An unauthorized user with malicious
intent could access the pump remotely and modify the dosage it delivers, which could lead to
over- or under-infusion of critical therapies. The FDA is not aware of any patient adverse events or

unauthorized device access related to these vulnerabilities. '
Photos: Wired
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First FDA Cybersec Product Advisory

= Hospira Infusion Pump
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Rospitals & Malware




Hospitals Stuck With Windows XP

3 e Incoming: Only Our Addressing Internet Connection, there is General System Counts

° ’9‘ no fll_terlng of traffic performed

(2] Outgoing; No action taken at this layer

Systems with AV......6398

[ R bt L L L e e e { y

. Our Border router Printers.................. 2074

~ . . . .

:E ® Incoming: Block non-routing IPS Med|ca| equ|pment___905

3 c o Block ICMP select ports At the Handoff from the providers border Mi 2460

b ,9‘ Outgoing:  Block outbound various high ports router provides basic filtering of the ISC..o vt

€N incoming “noise”
e ® Total Devices:........ 11837

iBGP Peering router

Security
Zone 3

The IPS drops known
inbound and outbound Border IPS :
malicious traffic Windows 95........... 1
Windows 98 .......... 15
L ST nmnnnsnnne s ® Windows 2000........ 23
Firewall Windows CE...........
2 Lo s s / Web_Servers Nindow i
g [ Protected by firewall ¢ Email Servers
o5 only = == o Frpservers — BWindows XP...........
$ N I| . DNS Servers
: Windows XP SP2....15
0 ® Windows XP SP3.....1
Protected by: Firewall
S d IPS
i IDS — Passive Total......ccceeinni, 664
URL Filter
Security Tools Border rtr ACLs
System
> . .
£ E 1 gig hub Fw Router Average Time to Infection
o
&b N WAF —P [ Clinical Systems , 510K, no AV..: 12 days
- Systems running AV/Patches.....: 300+ days

In-line IPS  ——Jp- Y =

Ideally: FDA 510K is updated to include a requirement for the provision
of industry accepted security controls for devices utilizing embedded
operating systems or other controllers associated with a medical device

Alternatively: The FDA issues a clear statement to the community that

Insertion Point Insertion Point - . . R o .
Core -A Core -B FDA 510K is not jeopardized by permitting Anti-Virus or Operating

System patching to the supporting systems associated with a certified
medical device

Security
Zone 6

[Courtesy: Mark Olson, BIDMC Boston]
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Shoot POwn Foot w/ Software Update

[Photo: Care Fusion, Niels Provos]
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Shoot POwn Foot w/ Software Update

Overview Product Support

Ventilation

CareFusion Is committed to providing a positive customer experience. Our experienced support representatives are

Warning: Visiting this site may harm your computer

TV Ventilator
The website you are visiting appears to contain malware. P Systems
Malware is malicious software that may harm your computer or
otherwise operate without your consent. Your computer can be
q infected just by browsing to a site with malware, without any

further action on your part.

For detailed information about problems found on this site, or a
portion of this site, visit the Google Safe Browsing diagnostic

page for www.viasyshealthcare.com.

[ Ignore Warning J [ Close Page

Phone: 800.231.2466, ext 1
Emaill: support.vent.us re

EnVe

Phone: 800.554.8933
Email: support.vent
Catalogs

Software updates

AVEA Ventilator software update
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Shoot POwn Foot w/ Software Update

Safe Browsing

Diagnostic page for www.viasyshealthcare.com Advisory provided by GO& )SIQ

What is the current listing status for www.viasyshealthcare.com?
This site is not currently listed as suspicious.

Part of this site was listed for suspicious activity 1 time(s) over the past 90 days.

What happened when Google visited this site?
Of the 291 pages we tested on the site over the past 90 days, 19 page(s) resulted in malicious software being downloaded and
installed without user consent. The last time Google visited this site was on 2012-06-24, and the last time suspicious content
was found on this site was on 2012-06-13.

Malicious software includes 38 trojan(s), 3 scripting exploit(s).
Malicious software is hosted on 4 domain(s), including nikjju.com/, lilupophilupop.com/, koklik.com/.
This site was hosted on 1 network(s) including AS26651 (CAREFUSION).

Has this site acted as an intermediary resulting in further distribution of malware?
Over the past 90 days, www.viasyshealthcare.com did not appear to function as an intermediary for the infection of any sites.

Has this site hosted malware?
No, this site has not hosted malicious software over the past 30 days.

Next steps:
e Return to the previous page.
o |fyou are the owner of this web site, you can request a review of your site using Google Webmaster Tools. More information about
the review process is available in Google's Webmaster Help Center.

Updated 2 hours ago
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Factory-installed
malware!

More common than you might think
* Vendors with USB drives

* Vendors repairing infected machines

* Product assembly line

ecure-medicine.org e Prof. Kevin Fu ¢ Archimedes Center for Medical Device Security



Last Week: Medical Device Security
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Monday Jan 18, 2015 in Australia

Royal Melbourne Hospital attacked by damaging

computer virus THE .£%5. AGE

January 18, 2016 Ltostth Editor VlCtOI_'la

A virus has attacked the computer system of one of Melbourne's largest hospital networks,
causing chaos for staff and patients who may face delays as a result.

Staff at Melbourne Health - the network which runs the Royal Melbourne Hospltal are urgently

trying to repair damage to its IT system after a virus infecte .';’" mters'

An email sent to staff today said thef virus had hit erne.HeaIth spathology;department
causing staff to manually process specimens such as blood, tissue and urine samples instead
of computers aiding the registration, testing and entry of results.




Wednesday Jan 20, 2015 in Texas

THE DAILY TRIBUNE

Virus hits TRMC computers - .ccowsune

TRMC CEO John Allen said the{hospital lexperienced a
network issue that was revealed about 7:30 p.m. Friday,

Jan. 15.

TRMC public information officer Shannon Norfleet said
acomputer ransomware virus pncrypted files on several
of the = database servers within the health system,
which affects the TRMC access to the computer files.



Thursday Jan 21, 2015

Advisory (ICSA-15-337-02)
Hospira Multiple Products Buffer Overflow Vulnerability

Original release date: January 21, 2016

= Hospira manufactures networkable drug infusion pumps
= Remotely accessible buffer overflow via port 5000/TCP
= Difficulty: Low skill attacker

¥ ICS-CERT

INDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESPONSE TEAM
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AP Friday Jan 22, 2015 in Michigan

\ Pg%

FIint hospital confirms 'cyber attack,’ Anonymous
threatens action over water crisis m

on January 21, 2016 at 9:43 PM, updated January 22, 2016 at 9:59 AM By Gary Ridley | gridley@mlive.com

“‘I FLINT MI Hurley Medlcal Center has conflrmed |t was the vnctlm of a cyber attack" aday |
| after hacktivists threatened action over Flint's water crisis.

The hospital confirmed the attack Thursday, Jan. 21, but few details were released.

"Hurley Medical Center has IT systems in place, which aid in detecting a virus or cyber
attack,"” hospital spokeswoman llene Cantor said. "As such, all policies and protocols were
followed in relation to the most-recent cyber attack on our system. Patient care was not
compromised and we are closely monitoring all systems to ensure IT security is consistently

maintained.”
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“—Ways Forward ~

Security should not bolted on
be designed in " '
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Cybersecurity: A Foreseeable Risk

= Biggest risk at the moment:
. ol heaaking ical deyi
= Wide-scale unavailability of patient care
= Integrity of medical sensors

= Gaps
= Don't interrupt clinical workflow
= Many security specialists focus on technical controls
= Many safety specialists focus on risk management
= Trustworthy medical device software requires both

spgr.eecs.umich.edu e Prof. Kevin Fu ¢ Medical Device Secunity.



Archimedes Center for
Medlcal Device Security

7“‘ ""{";,5 % g., Collaboration: Industry, Academia, Government,
N Yo WO W Clinicians, Health Care Providers

Learn more at...

secure-medicine.org frmecron

Welcl\AllyW
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