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Methodology

 [ransaction History
*Not Funding Crime
*Barriers to Entry

+High Traffic .I



Darknet Tor Markets

e Active / Live

Uptime > 95%
- Google Search Imp > 60k |
» Google Keywords > 100 .

#



Darknet Tor Markets

*AlphaBay
Dream Market

Nucleus Market
#



Darknet Tor Markets

Digital - 14,183
Fraud - 15,4260



Rewards Account Logins

20 Listings
e / Vendors
e 2014 Sales



Vouchers & eGift Cards

» 54 Listings
e 13 Vendors
e 3136 Sales



Transferable Rewards Points

* 3 Listings
e 3 Vendors
e 698 Sales



Air Miles

* 4 Listings
e 4 \/endors
100 Sales



Criminal Travel Agents

e 93 General



Criminal Travel Agents

e 93 General
e 94 Custom



Criminal Travel Agents

e 93 General
e 94 Custom
31 Vendors



Criminal Travel Agents

* 93 General
e 94 Custom
* 31 Vendors

» 4808 Sales



* 10 Months



* 10 Months
e 3 Markets



* 10 Months
e 3 Markets
¢ 10,756 Sales
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U.S. 2014

*New ID Fraud Victim
Every 2 Seconds

*$16 Billion | 12.7
million consumers



5700 Breaches

855 Million
Records Stolen
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6 Gas Bill

Residential Gas Servi(

N

PASSERORT
Detail of Charge ||} o ciserie
Charges for Residential - Rat
Gas Supply Charges - - Gven Namee / Prénoms / Nombxsh.

HAPPY X
Nationality / Nationalité / Nasiondlidad
UNITED STATES OF AMERICA

Date of berth / Date de naissance / Fechs 38 Mcimiento

01 Jan 1980 % s
Placaof birth / Lieu de haissance f Ligar d# acimiento Sex/Sem | Sex0
WASHINGTON, D.C.USA.

Gas Commodity Charge
Interstate Transportation an

Total

Delivery Charges Date o tssue / Dae de e, Authority/ Aot
Delivery Charge Pé R —Uni -
T, -
D i
Total 05 May 2019 epartment of SU:_;
Endorsements / Mentions Spdciaies / Anctaceones. i 7 ;i
Indiana Sales Tax SEEEReeal LSA 4

Total Charges for Gas Service This P¢ e
P<USATRAVELER<K<KHAPPY<<<<KLCLLLLLLLLLLLLLLLLL

5 3400200135USA8001014F1905054710000307<715816

t




Gas Supply Charges
(Gas Commority Charge

Total Charges for Gas Somico This Porod 14—

00200135U548001014F1905054710000307<715816
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@ MoneyGram.

PayPal Google wallet
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one card. a million options.

Walmart <
Gift Card

Walmart.com

') MoneyPak

mmm Give

Network Well |~




0 LocalBitcoins. o Buy bitcoins Sell bitcoins Post a trade Forums Help @ Sign up free & Login
v

Buying or selling @ | want to buy bitcoins City:
- | want to sell bitcoins

Online

Cash deposit

Cash by mail

Paypal
Results for selling bitcoins online i Gl e

Other online payment
Trader Description Price J Vanilla iethod
National bank transfer
Moneygram
Google Wallet
PaySafeCard

Gift Card Code: Whole Foods Check online! High Balance Reloadit

Warranty!!! ) Venmo
PayPal My Cash

Dwolla
ccfsoundsystem (500+; 98%) Gift Card Code: XtPanera Bread eGifts 3t ¢ Walmart 2 Walmart
Walmart Gift Card Code
NetSpend Reload Pack
Dubflik (100+; 99%) Clipper Cards Bay Area Transit Serve2Serve ; payment
Xoom
Postal order
bordikolowsi (70+; 100%) Gift Card Code: Dell & JCPenney ¢ Sepas el
Chase Quickpay
Cashier's check
En persona
Cash

United States

Monimac213 (100+; 100%) Gift Card Code: Panera bread ¢ 1200. xde

wirelesstech (500+; 100%)

Monkey257725 (1000+; 100%)  Gift Card Code: Vanilla Visa Gift Cards )

StarvinMarvin14 (100+; 100%)  Walmart Gift Card Code ¢ 524.69 USD 20-100USD Walmart Gift Card Code
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LEGITIMATE
CUSTOMER

PAYMENT TO CUSTOMER

LEGITIMATE
REWARDS
STORE

FRAUDULANT
SELLER

WITH STOLEN
POINTS




Future Research

Forums, IRC,
Jabber, etc.

* Trend Analysis
 Market Valuation



Questions?

BBROWNTALKS@GMAIL



