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Methodology 
 

• Transaction History 
• Not Funding Crime 
• Barriers to Entry 
• High Traffic 



Darknet Tor Markets 
 

• Active / Live 
• Uptime > 95% 
• Google Search Imp > 60k 
• Google Keywords > 100 

 



Darknet Tor Markets 
 

• AlphaBay 
• Dream Market 
• Nucleus Market 



Darknet Tor Markets 
 

• Digital - 14,183  
• Fraud - 15,426 



Rewards Account Logins 
 

•  20 Listings 
•  7 Vendors 
•  2014 Sales 



Vouchers & eGift Cards 
 

•  54 Listings 
•  13 Vendors 
•  3136 Sales 



Transferable Rewards Points 
 

•  3 Listings 
•  3 Vendors 
•  698 Sales 



Air Miles 
 

•  4 Listings 
•  4 Vendors 
•  100 Sales 



Criminal Travel Agents 
 

•  93 General 



Criminal Travel Agents 
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Criminal Travel Agents 
 

•  93 General 
•  94 Custom 
•  31 Vendors 



Criminal Travel Agents 
 

•  93 General 
•  94 Custom 
•  31 Vendors 
•  4808 Sales 



 

•  10 Months 



 

•  10 Months 
•  3 Markets 



 

•  10 Months 
•  3 Markets 
•  10,756 Sales 
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U.S. 2014 
 

• New ID Fraud Victim 
Every 2 Seconds 

• $16 Billion | 12.7 
million consumers 



 

• 5700 Breaches 
• 855 Million 
Records Stolen 



$$$ 

??? 
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Future Research 

• Forums, IRC, 
Jabber, etc. 

• Trend Analysis 
• Market Valuation  



Questions? 

 
 

BBROWNTALKS@GMAIL 


