1THE VERY HUNGRY DEFENDER:

METAMORPHOSING SECURITY DECISION-MAKING BY
INCORPORATING OPPORTUNITY COST

Kelly Shortridge USENIX Enigma 2023



Infosec involves decisions about balancing
costs that influence defensive outcomes
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We are very hungry defenders; alas, the
world only of /@ fihite, scarce resources
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. On Opportunity Cost
L. The Spectrum of Costs
L. Case Study: AppSec
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Opportunity cost applies across problem
domains - let's extract their lessons learned
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Do we need expensive software at all or
should that money be spent on chaos
engineering and automated recovery?
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Should we create new procedures or
ensure existing ones are standardized and
documented so teams can self-serve?
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If we spend resources on supply chain
attacks but social eng pwns us, we suffer

17 shortridge(@hachyderm.io | (@Wswagitda









P \What | 15
hours vs

(A




We can answer these questions, even If we
don't have precise, absolute dollar values
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How do we elucidate the bigger picture of
a decision?
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Map the potential costs & effects of security
iInvestments — including not pursuing them
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Tangible
Costs

Intangible
Costs

-COSTS

Organizations:

Wages of security personnel

Capilal costs (software or
hardware investment)

Overhead costs (tuning,
maintenance, configuration)

Service [ outsourcing costs

Employees:

Time investment in security
intervention

Burnout (lack of meaning or
perceived lack of impact)

Cognitive overload (task
switching)

Lack of perceived “flow” (wait
time, number of interruptions)

Cynicism, exhaustion
Workplace conflicts / friction

Organizations:

Society:

Productivity loss from
implementing intervention

Time to plan and execute
intervention

Delayed time to market
Increased attrition
Curtailed innovation

Consumer workload & anxiety
Efficiency loss of public funds
False sense of security

Mational security risk from 3rd
parties (defense industry)

Research costs

Productivity
Effects

Tangible
Benefits

+ EFFECTS

Employees;

Satisfaction (perception of work)
Efficacy (availability of resources
needed to get their work done)
Less burnout and stress
Collaboration, reduced conflicts
Efficiency and perceived flow
Standardized, less manual work
(fewer mistakes, less toil)

Faster, empowering onboarding

Organizations:

Society:

Product quality gains (reliability,
service health, number of bugs)
Faster time to market

Incident reduction (impact /
severity, volume, duration)
Speed of change integration
Turnover and attrition reduction
Learning culture (innovation,
knowledge discoverability)
Activity volume (PRs, deploys,
infrastructure utilization)

More dependable digital services
Macroeconomic effects
Reduced identity theft and fraud

Organizations:

Revenue growth

Customer satisfaction (renewals,
expansion, feature adoption)

Output gains (more software
releases, more product lines)

Profitability (doing more with less)
Uptime (service availability)

Intangible
Benefits

Tangible
Savings

Users:
. Enhanced user experience

*  Reduced anxiety / worry
about safety and privacy

Employees:
. More dedication, less
cynicism

L Feeling that their work is
meaningful and has impact
. Energized vs. drained

Organizations:

«  Brand perception and
corporate image
Competitive advantage
Compliance adherence
Intellectual property
Talent attraction and
retention

" ® & »

Organizations:

» Reduced headcount
required

»  Technology cost savings
Compliance fines
Incident response [ crisis
management retainer

* [nsurance premiums

&  Credit monitoring

- Mational security

. Consumer confidence
given economic / political
stability
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Tangible savings
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The null baseline: what do you gain by not
implementing the security measure?
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Would developers be more productive?
Woulc employees ne less stressed7
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Appsec may Impose negative externalities
on SWE teams, the org, and customers
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The "shadow price”: a price that considers
negative externalities and opportunity cost
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What is the "shadow price” of each security
mitigation in your organization?
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Time







Emotion
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In Infosec, stress from time pressure makes
humans more likely to bypass security
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Example: what are'the costs of moving to a
disconnected development environment?
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New hardware and Increasec
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Consider how else costs could be used &
which option maximizes the org's outcomes
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Cnergy within a system cannot be created
or destroyed - but it Is Interchangeable

55 shortridge@hachyderm.io | (@swagitda






Requiring users to be vigilant to p
expends energy, which security a

nishing

NSOrbS

57 shortridge(@hachyderm.io | (@Wswagitda



LY



v —

NINK about where energy Is expended and
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“What SAST tool is best?” begets a narrow
focal point and only prescribes SAST tools
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Better: "How can we minimize the number
of security bugs devs introduce into code?”
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Best: "How do we minimize the impact of
security bugs in code running in prod?”
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Most organizations have a defined purpose
to fulfill - and that mission isn't security
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Work that doesn't directly support the org's
purpose bears the OC of time, budget, and
effort away from more purposeful work
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We must recognrizé 'QZ Tany types of cost
in cyberseguty dECIsIons; beyond money
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Security Chaos
Preorder the book & Engineering

Developing Resilience and Safety

Stay tU nec fOf itS at Speed and Scale
release In Spring 2023:

Bookshop
AMmazon

Kelly Shortridge &
=N Aaron Rinehart

84

shortridge(@hachyderm.io | (@Wswagitda


https://bookshop.org/p/books/security-chaos-engineering-developing-resilience-and-safety-at-speed-and-scale-aaron-rinehart/18793471?ean=9781098113827
https://www.amazon.com/Security-Chaos-Engineering-Developing-Resilience/dp/1098113829

. @swagitda_

in /in/kellyshortridge

@ shortridge@hachyderm.io

e chat@shortridge.io
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