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Infosec involves decisions about balancing 
costs that influence defensive outcomes
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In cybersecurity decision making today, we 
often ignore what might have been
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When we expend resources on X, we 
inherently cannot expend them on Y
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We are very hungry defenders; alas, the 
world only offers finite, scarce resources
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Opportunity cost: the loss of potential gain 
from other alternatives when one is chosen
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How can we apply opportunity cost to 
metamorphize our defensive strategy?
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I. On Opportunity Cost
II. The Spectrum of Costs
III. Case Study: AppSec
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I. On Opportunity Cost
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OC: The loss of potential gain from other 
alternatives when one alternative is chosen
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Time pressure, tunnel vision, and info bias 
derail critical thinking during crisis
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Opportunity cost applies across problem 
domains – let’s extract their lessons learned
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Opportunity cost should be considered in 
every cybersecurity decision…
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Buy a commercial solution to intrusion 
detection or spend time building our own?
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Do we need expensive software at all or 
should that money be spent on chaos 
engineering and automated recovery?
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Should we create new procedures or 
ensure existing ones are standardized and 
documented so teams can self-serve?
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If we spend resources on supply chain 
attacks but social eng pwns us, we suffer
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Incorporating OC helps us minimize attack 
impact and maximize company productivity
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II. The Spectrum of 
Costs
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What is the value of reading a book for 2 
hours vs. practicing the violin for 2 hours?
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We can answer these questions, even if we 
don’t have precise, absolute dollar values
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Prompts to think about alternatives at all is 
a key improvement in our decision-making
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Costs & Effects in Infosec
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How do we elucidate the bigger picture of 
a decision? 
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Map the potential costs & effects of security 
investments – including not pursuing them
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Tangible costs
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Intangible costs
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Productivity effects
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Tangible benefits
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Intangible benefits
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Tangible savings
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The null baseline: what do you gain by not 
implementing the security measure?
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Would developers be more productive? 
Would employees be less stressed?
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Staying honest about what is lost when 
security is implemented opens our options
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Negative Externalities
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Externalities: the costs and benefits 
imposed on other entities by the choice
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Classic example: pollution. The cost borne 
by the firm is much less than societal cost.
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Appsec may impose negative externalities 
on SWE teams, the org, and customers
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We should always consider how security 
adds burnout, conflict, disruption, etc.
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The “shadow price”: a price that considers 
negative externalities and opportunity cost
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In infosec, remember that a benefit for one 
stakeholder may beget a cost for another
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What is the “shadow price” of each security 
mitigation in your organization?

43



Beyond Money
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Monetary value matters, but “cost” is more 
than just money...
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Time
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Cognition
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Emotion
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In infosec, stress from time pressure makes 
humans more likely to bypass security
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Example: what are the costs of moving to a 
disconnected development environment?
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New hardware and increased IT support 
pale in cost vs. productivity and satisfaction
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If devs can’t query the internet (or copy + 
paste), new time investments emerge
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Consider how else costs could be used & 
which option maximizes the org’s outcomes
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The Thermodynamics of Cost
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Energy within a system cannot be created 
or destroyed – but it is interchangeable
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Security programs can expend energy or 
absorb it within the organizational system.
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Requiring users to be vigilant to phishing 
expends energy, which security absorbs
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The energy expended by SWEs to triage 
bugs is absorbed by the security team
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Think about where energy is expended and 
absorbed, and by whom, to spot OCs
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III. Case Study: AppSec
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An opportunity cost framing exposes overly 
prescriptive problem definition
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“What SAST tool is best?” begets a narrow 
focal point and only prescribes SAST tools
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Better: “How can we minimize the number 
of security bugs devs introduce into code?”
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Best: “How do we minimize the impact of 
security bugs in code running in prod?”
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This allows us to allocate a finite pool of 
resources to a variety of alternatives.

65



shortridge@hachyderm.io | @swagitda_

Ephemeral infra, standardized libraries or 
patterns, isolation, chaos experiments…

66



shortridge@hachyderm.io | @swagitda_

The focal point is about the “true” outcome 
we seek in our decision problem
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Our default tendency as humans is to 
remain “zoomed in” on a problem
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Which resort is best for a vacay? vs. what’s 
the best option to reduce my stress?
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Most organizations have a defined purpose 
to fulfill – and that mission isn’t security
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Work that doesn’t directly support the org’s 
purpose bears the OC of time, budget, and 
effort away from more purposeful work
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A retail business lacks the internal skillsets 
of DBs, ad placement, and content delivery
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Instead: they can outsource to a platform 
service provider, adtech firm, and CDN
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Their time & effort is better spent on retail 
business logic delivering value to end users
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IV. Conclusion
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Opportunity cost must be considered in 
every cybersecurity decision
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We want to balance organizations’ multi-
faceted goals to nurture resilient operations
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We must recognize the many types of cost 
in cybersecurity decisions, beyond money
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Remember the “null baseline” heuristic: 
consider the option of doing nothing instead
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Incorporating opportunity cost in decision-
making can become natural & accessible
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How can we nurture the widespread 
inclusion of OC in research and practice?
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Preorder the book & 
stay tuned for its 
release in Spring 2023:
Bookshop
Amazon
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https://bookshop.org/p/books/security-chaos-engineering-developing-resilience-and-safety-at-speed-and-scale-aaron-rinehart/18793471?ean=9781098113827
https://www.amazon.com/Security-Chaos-Engineering-Developing-Resilience/dp/1098113829
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@swagitda_

/in/kellyshortridge

chat@shortridge.io
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