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Toilets are getting smarter and more invasive

Å www.usatoday.com/story/money/business/2018/01/08/flush-new-kohler-toilet-operates-voice-command/1014261001/
Å www.medicalnewstoday.com/articles/smart-toilet-recognizes-users-and-checks-for-signs-of-disease



People are concerned about losing their privacy

Å www.vox.com/recode/2019/5/13/18547235/trust-smart-devices-privacy-security
Å www.helpnetsecurity.com/2019/10/14/connected-home-consumer-attitudes/
Å news.yahoo.com/smart-devices-spark-privacy-concerns-consumers-study-161851265.html



Smart devices are getting hacked

Å www.wsbtv.com/news/local/dekalb-county/-wake-up-woman-says-someone-hacked-surveillance-system-yelled-at-her-dog/1017442073/
Å www.nytimes.com/2019/12/15/us/Hacked-ring-home-security-cameras.html



Smart devices are getting hacked

Access Control



IoT companies are sometimes forgetful

Å www.cnet.com/news/google-calls-nests-hidden-microphone-an-error/



Sensor Type

IoT companies are sometimes forgetful



¢ƘŜǊŜ ƛǎ ǎǘƛƭƭ ŀ ƭƻǘ ǘƘŀǘ ǿŜ ŘƻƴΩǘ ƪƴƻǿ

Å www.washingtonpost.com/technology/2019/09/18/you-watch-tv-your-tv-watches-back/
Å www.theverge.com/2019/4/10/18305378/amazon-alexa-ai-voice-assistant-annotation-listen-private-recordings



Data Sharing & Selling

¢ƘŜǊŜ ƛǎ ǎǘƛƭƭ ŀ ƭƻǘ ǘƘŀǘ ǿŜ ŘƻƴΩǘ ƪƴƻǿ



How to effectively provide this information?



Multi-step path to label design

Large-scale
surveys

Consumer interviews Expert interviews Consumer interviews



What privacy factors are people concerned about?

LocationType of data Retention time

Å Emami-bŀŜƛƴƛ Ŝǘ ŀƭΦΣ {h¦t{Ωмт



Context is more powerful than individual factors



Level of expertise Difference in opinion

How social influence impacts privacy decisions?

Friends Experts

Consensus level

Weak
>65%

Strong
>85%

InconsistentConsistent

Å Emami-bŀŜƛƴƛ Ŝǘ ŀƭΦΣ /{/²Ωму



We designed the first version of our IoT label

Generalinformation

Privacyinformation

Securityinformation

Generalinformation

Version 1



Privacyinformation based on previous studies


