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Tollets are getting smarter and more invasive

BUSINESS

'Flush!': New Kohler toilet operates
by voice command

Steve Jagler USATODAY
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MEDICALNEWS TODAY

'Smart toilet' recognizes users
and checks for signs of disease




People are concerned about losing their privacy

People say they care about privacy but they continue to buy devices
that can spy on them

Experts explain why people are giving mixed signals about smart tech.
By Rani Molla | @ranimolla | May 13,2019, 5:40pm EDT
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Smart devices are getting hacked

'l can see you in bed. Wake up! Woman says Somebody’s Watching: Hackers Breach
stranger hacked Ring camera Ring Home Security Cameras

Unnerved owners of the devices reported recent hacks in four

states. The company reminded customers not to recycle

"Wake up!" Woman says someone hacked surveillance  « passwords and user names.
system, yelled at her dog
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A Brookhaven couple is sharing chilling video of the moment they say a stranger hacked into their Ring security
camera




Smart devices are getting hacked
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loT companies are sometimes forgetful
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Google calls Nest's hidden
microphone an ‘error’

The tech giant didn't inform customers that the home security hub had af
microphone.

BY ALFRED NG, MEGAN WOLLERTON FEBRUARY 20, 2019 10:46 AM PST




loT companies are sometimes forgetful
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You watch TV. Your TV watches back.

In our latest privacy experiment, we tracked how four of the most popular TV brands record everything we watch
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Amazon’'s Alexa isn't just Al — thousands of
humans are listening

One of the only ways to improve Alexa is to have human beings check it for errors

By Nick Statt | @nickstatt | Apr 10, 2019, 8:25pm EDT

f W [ sHare




[Data Sharing & Sellir]g

f

2



How to effectively provide this information?

Security & Privacy Overview

Smart Security Camera NS200
Firmware version: 2.5.1 - updated on: 6/15/2019

The device was manufactured in: United States

a Security updates  Automatic - Available until at least 1/1/2022
Access control Password - Factory default-User changeable, Muttifactor
IMechanisms authentication, Multiple user accounts are allowed
r Ya r Va ~
Sensor data collection m ‘]ﬂ
Audio Physiological || Location
Sensortype | Camera Microphone
P Providing device Providing device
@ urpose functions, Research || functions, Research
Data Data stored on device | Identified Identified
Practices Data stored on cloud :;:Ieelen::ed -Optionto :?:igg'led -Optionto
N Manufacturer, Third || Manufacturer, Third
Shared with parties partes
Soldto | Notsold Not sold
Other sensor data collection [M""emem ]

Other collected sdata [Accoum info, Payment info, Device setup info, Device tech info, Device usage info ]

Privacy policy www.NS200.example.com/policy

0 Detailed Security & Privacy Label:

More www.iotsecurityprivacy.org/labels




Multi-step path to label design

Largescale
surveys

Consumer interviews

Expert interviews

Consumer interviews



What privacy factors are people concerned abol
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Context is more powerful than individual factors




How social influence impacts privacy decisions”
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Level of expertise consensus Ievel leference In opinion
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Friends  Experts Strong Weak Consistent Inconsistent




We designed the first version of our |oT label

Privacy & Security Facts

Security Camera 5200 (o]
. . Smart++, incorporated in Uniled States 2017 0..0
Generalinformation Y\ | &= = 550
Overall score out of 100
PRIVACY
- Collected data:  Video. device configuration, login info
Purpose:  Security, maintenance, adverisement
Retention time:  Forever
Shared with:  Manufacturer
. . .
P rvacyit iformation <
Independent Privacy Lab
e R YK
Level of detall for the data that  Identifiable
is being used:
Level of detail for the data that  Identifiable
. is being collecred:
SECURITY
- Automatic updates:  No
Updates lifetime:  Until January 1, 2020
Choices:  Configurable updates, purchase extended updates
. . .
Securityinformation
y < Authentication method:  Fingerprint
Internet connectivity:  Required
Independent IT Security Institute
P big i ake
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MORE INFORMATION

0 Tip(s): Register your device to receive updates

Generalinformation < | ez oo

and security information o]




Privacynformation based on previous studies




