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How surprised we are to see 
you login like that?

How suspicious does the 
login look?
●

●





~83%$message .= "---------------+ Begin +--------------\n";

$message .= "Email   : ".$_POST['Email']."\n";

$message .= "Password : ".$_POST['Passwd']."\n";

$message .= "---------+ IP Address & Date +---------\n";

$message .= "IP Address: ".$ip."\n";

$message .= "Country: ".$country."\n";

$message .= "Date: ".$adddate."\n";



Challenges
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Nothing stops the user from just 
clicking “Yes”

More flexible









20:54:24 | LOGIN (new)      |
20:55:51 | MAIL_DELETE      | 1 (new device notifn.)



20:54:24 | LOGIN (new)      |
20:55:51 | MAIL_DELETE      | 1 (new device notifn.)
21:01:30 | EXPORT_CONTACTS  |



20:54:24 | LOGIN (new)      |
20:55:51 | MAIL_DELETE      | 1 (new device notifn.)
21:01:30 | EXPORT_CONTACTS  |
21:06:45 | MAIL_SEND        | with phishing links
21:07:50 | MAIL_FILTER      | “hacked”->Trash
21:08:07 | LOGOUT           |



risk-aware, 
defense-in-depth


