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Example: RSA key retrieved in Amazon EC2 [INCI16]

Pros:

• Own virtualized OS. Access to timers or huge pages

• If deduplication enabled, both  attacks are applicable

Cons:

• Co-residency can be hard to achieve

• High amount of noise
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the javascript code in the local machines

Example: Incognito browsing profiling [OREN15]

Pros:

• No need to find co-resident target

• Attack executed in local machine

Cons:

• Flush and Reload can not be applied
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Pros:
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Example: AES key steal across apps [LIPP16]

Pros:

• Deduplication is generally used  (e.g. Android)

• Easy deployment

Cons:

• Device dependent (e.g., non-inclusive cache) Hardware
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applicability expected

CALL TO ACTION:

• For software designers: introduce cache leakage free code design habits!

• For hypervisor/OS designers: software countermeasures and hardware 

framework ready to use. Use it!
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