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Importance of Kernel Security
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Kernel Fuzzing: An Effective Technique for Kernel Security
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Syzkaller: a coveriage-guided kernel fuzzer has uncovered over 5000 bugs in Linux kernel



Workflow of Coverage-guided Kernel Fuzzing
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Syzkaller: One-by-one Minimization Strategy

Interesting program
r,=openatsSdsp (a;)
r,=bind (a,)
listen (r,)
open (as)
read$cilsp (ri, [a4])
Target call
The goal 1s to remove irrelevant calls while preserving the new coverage of target call
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Syzkaller: One-by-one Minimization Strategy

Interesting program Remove c; and execute to verify c¢5’s coverage is retained
1 r;=openat$dsp(a;) (4
21 r,=bind (a,) C2
3 1listen(r,) C3—>
41 open (aj) Cy
5 read$cilsp (rq, [a,]) Cs

Target call
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Syzkaller: One-by-one Minimization Strategy

Interesting program Remove c; and execute to verify c5’s coverage is retained
1 r;=openatS$dsp(a;) ey |[c |c1
21 r,=bind (a,) Cy |62 C2
3 1listen (r,) C3|—>{c3|—|c8|—
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Target call



Syzkaller: One-by-one Minimization Strategy

Interesting program Remove ¢, and execute to verify c5’s coverage is retained
1 r;=openatS$dsp(a;) ey |[caf |ei |ea
2| r,=bind (a,) c] [6d 2 e
3l 1listen(r,) c3|l—lcs3|—|6§l— ¢35 —
41 open (aj) Cq [C4f [Cq4 |Ca
5 read$c35p (rq, [a,]) Cs| |Cs| |C5/ [C5

Target call



Syzkaller: One-by-one Minimization Strategy

Interesting program

1 r;=openat$dsp (a;) eyl (¢ ey [cqf [er

21 r,=bind (a,) Co| |[C2 C> C2 C>

3l 1listen(r,) c3l—|c3|—|64]l— c3 — c3 Call-minimized program

41 open (a;) cd lcd lcd Tedl c. r,=openat$Sdsp (a;)
5 read$(35p (ri, [a4]) Cs Cs Cs Cs Cs readSdsp (ry, [a4])

Target call



Syzkaller: One-by-one Minimization Strategy

Interesting program

1 r;=openatS$dsp(a;) eyl (¢ ey [cqf [er

2 r2=bind(a2) C2 C2 C> C> C>

3l 1listen(r,) c3l—|c3|—|64]l— c3 — c3 Call-minimized program

41 open (a;) cd lcd lcd Tedl c. r,=openat$Sdsp (a;)

5 read$(35p (rq, [a4]) cs| |cs| |cs| [cs| |cs readsdsp (ry, [a,])
Target call

One-by-one call removal consumes four executions



Syzkaller: One-by-one Minimization Strategy

Interesting program

1 r;=openatS$dsp(a;) eyl (¢ ey [cqf [er

2 r2=bind(a2) C2 C2 C> C> C>

3l 1listen(r,) c3l—|c3|—|64]l— c3 — c3 Call-minimized program

41 open (a;) cd lcd lcd Tedl c. r,=openat$Sdsp (a;)

5 read$(35p (rq, [a4]) cs| |cs| |cs| [cs| |cs readsdsp (ry, [a,])
Target call

One-by-one call removal consumes four executions

Next step is to simplify arguments



Syzkaller: One-by-one Minimization Strategy

Call-minimized program

r,=openat$dsp (a;)
read$dsp (ry, [a4])

The goal is to simplify each argument while preserving the new coverage of target call



Syzkaller: One-by-one Minimization Strategy

Simplify a, and execute to verify cs’s coverage is retained

Call-minimized program
O
r,=openat$Sdsp (a;)

read$dsp (ry, [a,])



Syzkaller: One-by-one Minimization Strategy

Simplify r; and execute to verify cs’s coverage is retained

Call-minimized program
r,=openatsSdsp (a;) C
rlead$dsp(rl, [a4]l)



Syzkaller: One-by-one Minimization Strategy

Simplify a, and execute to verify c5’s coverage is retained

Call-minimized program
r,=openat$Sdsp (a;) @é@_)@_)
readsSdsp (rq,, [a,])



Syzkaller: One-by-one Minimization Strategy

Call-minimized program Final minimized program
r,=openat$Sdsp (a;) @_>®_>@_,@ r,=openat$dsp (a;’)
read$dsp (ry, [a,]) @ readSdsp (r;’, [])



Syzkaller: One-by-one Minimization Strategy

Call-minimized program Final minimized program
r,=openat$Sdsp (a;) @_>®_>@_,@ r,=openat$dsp (a;’)
read$dsp (ry, [a,]) @ readSdsp (r;’, [])

One-by-one arg simplification consumes three executions



Syzkaller: One-by-one Minimization Strategy

Interesting program

1 r,=openatSdsp (a;) eyl |c1 [caf el |1

2 rzzbind(az) C2 C2 C» C» C»

3l 1listen(r,) c3|—|c3|l—|68l— ¢35 — 3 Call-minimized program

41 open (a;) cd lcd lcd Tedl c. r,=openat$Sdsp (a;)

5 read$c35p (ri, [as]) cs| [cs| [cs| [cs| [cs---> readSdsp (ri, [a,])
Target call

Call-minimized program Final minimized program
r,=openatsdsp (a; r,=openatsdsp (a;’
cenEtden (E, 18] (1) read$dsp (r{", [1)

One-by-one minimization strategy consumes a total of seven executions



Tension: Benefit and Cost of Minimization Stage
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Tension: Benefit and Cost of Minimization Stage
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Without minimization stage,
coverage and number of found bugs respectively decrease by 27.5% and 40.4%.



Tension: Benefit and Cost of Minimization Stage

1.0
c J
S 0.8
T 0.6-

o,

0. |
o 0.4

| &
A 0.2-
0

r“"\

—— Minimization

J

Mutation

Proporion
o
N
U

0 4 8 12162024283236404448

Time (Hour)

o
~
Ul

S
U1
o

o
o
o

’L\

| f —— Call removal

Arg simplification

0 4 8 12162024283236404448
Time (Hour)

Count the proportion of program executions as the cost of minimization and mutation,
because each mutate or minimize require one program execution.




Tension: Benefit and Cost of Minimization Stage
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Proportion of program executions during minimization stage accounts for 57.5%,
leading to significant cost.




Tension: Benefit and Cost of Minimization

Benefit: Improve the effectiveness of kernel fuzzing

:

Minimization _ ==—=m® Minimization
Benefits Costs

Cost: Consume over half of the fuzzing resources



Challenge to mitigate tension

How to reduce the minimization cost while keeping the minimization benefit?




Our Key Idea & Contribution

» Our idea:
Reduce the number of program executions for verifying whether new coverage
1s preserved—the fewer the program executions are, the lower the cost 1s



Our Key Idea & Contribution

> Our idea:

Reduce the number of program executions for verifying whether new coverage
1s preserved—the fewer the program executions are, the lower the cost 1s

» Our optmization strategy:
* Influence-guided call removal strategy
* Type-informed argument simplification strategy



Our Key Idea & Contribution

> Our idea:

Reduce the number of program executions for verifying whether new coverage
1s preserved—the fewer the program executions are, the lower the cost 1s

» Our optmization strategy:
* Influence-guided call removal strategy
* Type-informed argument simplification strategy

» Result:
Reduce the minimization cost of Syzkaller by 60.7%



Influence-guided Call Removal Strategy

Insight:
Irrelevant calls can be removed at once rather than one by one, as they does not affect
new achieved coverage



Influence-guided Call Removal Strategy

Insight:
Irrelevant calls can be removed at once rather than one by one, as they does not affect
new achieved coverage

Interesting program

r,=openat$dsp (a;)
r,=bind (a,)
listen (r,)
open (as)
read$dsp (rl, [a4] )
\
Target call

o b w N



Influence-guided Call Removal Strategy

Insight:
Irrelevant calls can be removed at once rather than one by one, as they does not affect
new achieved coverage

Interesting program

r,=openat$dsp (a;)

r,=bind (a,)

listen(r,)

open (as)

read$?sp(rl,[a4])
Target call

o b w N

Assuming c,, ¢z, ¢4 does not affect cs



Influence-guided Call Removal Strategy

Insight:
Irrelevant calls can be removed at once rather than one by one, as they does not affect
new achieved coverage

Interesting program Remove c,, c3, ¢4 and execute to verify cs’s coverage is retained
1 r;=openatS$dsp(a;) C1
21 r,=bind (a,) C2
3 1listen (r,) c3—>
41 open (as) Cyq
5 readS»césp (r{, [a4]) Cs

Target call



Influence-guided Call Removal Strategy

Insight:
Irrelevant calls can be removed at once rather than one by one, as they does not affect

new achieved coverage

Interesting program Remove ¢; and execute to verify c5’s coverage is retained
1 ri=openatSdsp(a;) cil |e;
21 r,=bind (a,) Co Co
3 1listen(r,) &gl— c;—
41 open (as) Caof Cu
5 readS»césp (ri{, [a,]) cs| [cs

Target call



Influence-guided Call Removal Strategy

Insight:
Irrelevant calls can be removed at once rather than one by one, as they does not affect

new achieved coverage

Interesting program

1 ri=openatSdsp(a;) C1 cq C1

21 r,=bind (a,) 0} C C>

3 1listen(r,) Bgl—> c3; —> C3 Call-minimized program

4 open (aj) 5 ¢, ca r,=openatsSdsp (a;)

5 readS»césp (r,, [a;]) cs| [cd [cs readSdsp (ry, [a4])
Target call

Influence-guided call removal strategy consumes two executions



Influence-guided Call Removal Strategy

Insight:
Irrelevant calls can be removed at once rather than one by one, as they does not affect
new achieved coverage

Strategy The number of Required Executions

One-by-one strategy 4

Our influence-guided strategy 2

Reduce the program execution by 50% compared to one-by-one call removal.



Type-informed Argument Simplification Strategy

Insight:
Only need to simplify the redundant arguments or their sub-fields that truly matter for
subsequent mutations



Type-informed Argument Simplification Strategy

Insight:
Only need to simplify the redundant arguments or their sub-fields that truly matter for
subsequent mutations

Call-minimized program

r,=openat$dsp (a,)
read$dsp (ry, [a,])



Type-informed Argument Simplification Strategy

Insight:
Only need to simplify the redundant arguments or their sub-fields that truly matter for
subsequent mutations

Call-minimized program

r,=openat$dsp (a,)
read$dsp (ry, [a,])

a, is integer type, r, is resource type, a, is an element of array type



Type-informed Argument Simplification Strategy

Insight:
Only need to simplify the redundant arguments or their sub-fields that truly matter for
subsequent mutations

Call-minimized program

r,=openat$dsp (a,)
readsdsp (ry, [a,])

SKip simplification of integer a, and resource argument r,, as simplify them
does not reduce subsequent mutation space



Type-informed Argument Simplification Strategy

Insight:
Only need to simplify the redundant arguments or their sub-fields that truly matter for
subsequent mutations

Simplifi a4 and execute to verify c;’s coverage is retained

Call-minimized program
—

r,=openatsSdsp (a;)

(=)
readSdsp (ry, [a4])

000

SKip simplification of integer a, and resource argument r,, as simplify them
does not reduce subsequent mutation space



Type-informed Argument Simplification Strategy

Insight:
Only need to simplify the redundant arguments or their sub-fields that truly matter for
subsequent mutations

Call-minimized program Final minimized program

r,=openat$dsp (a,)
readsdsp (ry, [a,])

r,=openat$dsp (a;)
readSdsp (r{, [])

550
G0

Type-informed argument simplification strategy only consume one execution



Type-informed Argument Simplification Strategy

Insight:
Only need to simplify the redundant arguments or their sub-fields that truly matter for
subsequent mutations

Strategy The number of Required Executions

One-by-one strategy 3

Our type-informed strategy 1

Reduce the program execution by 66% compared to one-by-one argument simplification.



Our Two Optimization Strategy vs One-by-one Strategy

Insight of influence-guided call removal strategy:
Irrelevant calls can be removed at once rather than one by one, as they does not affect
new achieved coverage

Insight of arg-informed argument simplification strategy:
Only need to simplify the redundant arguments or their sub-fields that truly matter for
subsequent mutations

Strategy The number of Required Executions

One-by-one strategy 7

Our two strategy 3

Reduce the number of program execution by 57.1% compared to one-by-one strategy



Our Implementation: SyzMini

» The two strategies was implemented in Syzkaller

Interesting ~N Minimization Stage
Program J l
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One-by-one Removal Strategy
Call Removal (_l |
\
Program after N\
Call Removal / l
One-by-one Type-informed Arg
Arg Simplification Simplification Strategy
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Our Implementation: SyzMini

» The two strategies was implemented in Syzkaller

» Collect influence relation to infer irrelevant call
Influence Relation: defined as the effect of two calls on execution path
* Collect 44,966 static influence relations by static analysis
* Collect 29,899 dynamic influence relations by dynamic analysis



Our Implementation: SyzMini

» The two strategies was implemented in Syzkaller

» Collect influence relation to infer irrelevant call
Influence Relation: defined as the effect of two calls on execution path
* Collect 44,966 static influence relations by static analysis
* Collect 29,899 dynamic influence relations by dynamic analysis

» Use the default branch coverage to record the execution information of each call



Evaluation

» RQ1: Effectiveness of SyzMini
* Achieved code coverage
* Number of found bugs
* Hitting-round and Time-to-exposure (TTE)



Setup of RQ1

» Compare SyzMini to Syzkaller on Linux v5.15, v6.1 and v6.11

» Each tool run 24-hours and repeates 10 rounds to avoid randomness

» Count achieved code coverage and the number of unique bugs

» Measure hitting-round and time-to-exposure (TTE) for each bug



RQ1 Result: Code Coverage

Linux v5.15 Linux v6.1 Linux v6.11
150K 150K+
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R O. - R D -
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SyzMini achieve 13.3%, 12.2% and 12.1% coverage improvement on three kernel versions



RQ1 Result: Number of Found Unique Bugs

#Unique Bugs Bug Distribution
Fuzzer v5.15 v6.1 v6.11 Total | v5.15 v6.1 v6.11 Total
= &
SYZKALLER | 14 12 6 27 1/8 /10 4 [éx/ ,4 \ 8 /:\2 32 78 9
SYZMINI | 28 20 12 50 | . o @

! The blue and yellow regions in the venn diagrams denote #bugs found by SyzMini
and Syzkaller, respectively; the gray regions denote #bugs found by both tools.

SyzMini found 2.0X, 1.7X and 2.0X unique bugs than Syzkaller on three kernel versions



RQ1 Result: Hitting-round and uTTE of Each Common Bug

hitting-round  uTTE (h) hitting-round  uTTE (h)
ID SK/SM SK/SM ID SK/SM SK/SM
1 3/6 2227122 || 12 3/5 16.8/14.0
2 1/2 239/19.7 || 13 7/10 12.5/3.5
3 4/8 15.8/10.8 14 1/2 23.5/20.9
4 1/3 23.1/20.9 15 2/4 19.4/15.9
SK — SyzKkaller 5 5/5 17.0/13.8 16 1/4 22.3/18.9
SM —SyzMini 6 719 19.4/15.8 17 2/8 22.4/13.1
7 3/4 22.8/194 || 18 1/6 23.4/13.3
8 3/3 21.7720.7 19 1/3 22.3/19.5
9 1/2 22.3/20.1 || 20 10/ 10 42/2.0
10 1/2 22.0/20.8 || 21 1/3 23.9/194
11 9/9 11.9/7.5 22 8/10 521/2.8




RQ1 Result: Hitting-round and uTTE of Each Common Bug

SK — Syzkaller
SM —SyzMini

Among 22 common bugs, SyzMini found them faster and more frequently than Syzkaller

hitting-round HTTE ()

hitting- _round HTTE_ (h)

ID SK:/SM,[ SK/SM ; ID SKASM SKISM ;
1 316 2221122 |[ 12 3151 168!14q
2 142- 2391197 13 7h10' 125/35-
3 448' 158110.8 || 14 1;25 235120q
4 143' 2315209 || 15 214 194(159
5 505! 170)13& 16 1141 223(189
6 7V9. 194}15& 17 2(8 | 224(13L
7 3V4- 228}194 18 1/6 1 2341133
8 3Y31 2174207 || 19 1131  223[195
9 142- 223120L 20 10110 421201
10 142- 22.0420.8 || 21 113 | 2397194
11 949- 119/75- 22 8 /110! 52128-




Evaluation

» RQ2: Applicability of our two optimization strategies for different kernel fuzzers
» SyzVegas (Usenix security 21)
A tool that utilizes reinforcement learning to improve kernel fuzzing effectiveness
» CountDown (CCS 24)
A tool to uncover memory-related bugs
» SyzDirect (CCS 23)

A directed kernel fuzzing tool



Setup of RQ?2

» Implement our strategies in SyzVegas, CountDown and SyzDirect, called SyzVegas +,
CountDown+ and SyzDirect+.

» Compare SyzVegas with SyzVegas+ in term of the code coverage and the number

unique bugs

» Compare CountDown with CountDown + in term of the number of memory-related

bugs

» Compare SyzDirect with SyzDirect+ in term of uTTE and hitting-round for

reproducing each target bug



RQ2 Result: SyzVegas vs SyzVegas +
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SyzVegast improves branch coverage by 14.5% and found 2.0X unique bugs on average.



RQ2 Result: CountDown vs CountDown +

All KASAN Bugs Branch Coverage
Tool Min Max  Total Min Max Avg
CountDown 0 b 27 116.9k 120.7k 119.0k
CountDown™ | 1 7 43 119.7k  130.1k  124.3k
Improvement | 17 2t 66.7%T | 2.4%T T7.8%T 4.5%7

CountDown™ achieves 66.7% improvement in term of KASAN bugs.



RQ2 Result: SyzDirect vs SyzDirect+

. SyzDirect SyzDirect™
Bug ID Commig LD UuTTE~hitting-round  uTTE~hitting-round
1 3f2db250099f X 16.0h~4/10
2 c9a2190f4d6b 21.6h~2/10 20.0h~4/10
3 b1a811633f73 X 21.2h~1/10
4 2fd10bcf0310 21.2h~2/10 10.1h~8/10
S b648ebadc69e X X

6 20aaef52eb08 13.6h~10/10 12.8h~~10/10
7 3b0c40612471 18.8h~4/10 17.6h~6/10
8 ffb324e61874 X 22.1h~1/10
9 01faae5193d6 18.7h~4/10 14.4h~6/10

10 b2a616676839 20.4h~6/10 14.10h~8/10

SyzDirect' reproduced bugs with less time than SyzDirect.



RQ2 Result: SyzDirect vs SyzDirect+

. SyzDirect SyzDirect™

Bug ID Commig LD UuTTE~hitting-round  uTTE~hitting-round
1 3f2db250099f I 16.0h~:4/10
2 c9a2f90f4d6b 21.6hA-2/10; 20.0h~i4/10 | ;
3 bla811633f73 X 21.2h~1/10 !
4 2fd10bcf0310 21.2h4-2/10; 10.1h~i8/10 |
5 b648eba4c69e X ] X | |
6  20aaef52eb08 13.6h~10/10 12. 8h~!10/10'
7 3b0c40612471 18.8h4/10: 17.6h~6/10 |
8 ffb324e6f874 X 22.1h~1/10 i
9 01faae5193d6 18.7h-4/10: 14.4h~6/10 |
10  b2a616676839 |  20.4h~+6/10!

SyzDirectt reproduced 1.5X bugs than SyzDirect, and find them more frequently.

14.10h~8/10!



Summary

Tension: Benefit and Cost of Minimization

Our Two Optimization Strategy vs One-by-one Strategy

Benefit: Improve the effectiveness of kernel fuzzing

0 1
1

: K -
: A Minimization

0 o
O

Minimization
Benefits 4 '

Cost: Consume over half of the fuzzing resources

Costs

Our Implementation: SyzMini

» The two strategies was implemented in Syzkaller

Minimization Stage

Influence-guided Call
| One-by-one

Removal Strategy
Call Removal
Program after
Call Removal

One-by-one Type-informed Arg
Arg Simplification Simplification Strategy

Seed Corpus

CyT—

One-by-one strategy 7
Our two strategy 3

Reduce the number of program execution by 57.1% compared to one-by-one strategy

» Our tool SyzMini has been open-sourced at
https://github.com/ecnusse/SyzMini/

» The Syzkaller team has already implemented
our optimization strategies in its latest version

» Email: guohui.study@gmail.com



