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Nick Szabo, 2001
cryptographer and legal scholar

inventor of “smart contracts”

“ Centralized services are a 
security hole ’’



Agenda
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What ?

Why ?

How ?



Blockchain Technology: A 3-Layer View
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Distributed Ledger Technology (DLT)

Contracts / Transactions

Distributed Apps



Unspent Transaction Outputs (UTXOs)

new minted coins C, D

transfers: 
A f 0.0 of coin A
B f 1.0 of coin A
…

1 2 3 4 5 6 7 8 9

new minted coins E, F

transfers:
A f 1.0 of coin A
X f .5 of coin C
C f .5 of coin C
…



Scripts (Smart Contracts)

/* multi-sig */
set of signatories;
transfer(to, value):

insert address to signatories;
if (|signatories| > 2/3 owners) then 
to.call.value(value);

1 2 3 4 5 6 7 8 9

/* I want to transfer X to Y */
invoke transfer(Y, X);
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“ I need blockchain because my 
CxO says I do”

Use-cases?
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Use-cases?
``Centralized Services are a Security Hole’’, Nick Szabo, 2001

§ crypto-currencies
§ “utility tokens”
§ multi-sig

§ reliable, ordered broadcast channel
§ identity management
§ audit
§ provenance tracking

§ a hash-chain
§ timestamp
§ immutable

§ platform for privacy preserving information sharing and processing



Privacy Enhancements

/* I want to sell my car */
sell(payment):

if (payment > $1K from X) then 
assign my title to X

1 2 3 4 5 6 7 8 9

/* I want to buy the car */
invoke sell(my signed payment)



Dist. Ledger (DLT)

Contracts

Apps

Blockchain core: BFT consensus (aka Distributed Ledger)
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Marc Andreesen, NYTimes, 2014
inventor of Mosaic, VC, thought leader

“ Bitcoin is the first practical solution to a 
longstanding problem in computer 
science called the Byzantine Generals 
Problem “  

1
1
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Nakamoto Consensus [Santoshi Nakamoto 2008]

a triumph of math, algorithms and crypto

§ Hash-chain 
[Haber and Stornetta 1991, ”How to Timestamp a Digital Document” ]

§ Proof-of-Work (PoW)
[Dwork and Naor 1992, “Pricing via Processing or Combatting Junk Mail”]

block 53 ref | 54 ref | 55 ref | 56 ref | 57



Nakamoto Consensus : Longest-Fork-Wins (LFW)

block 53 ref | 54 ref | 55 ref | 56 ref | 57

ref | 55 ref | 56



Nakamoto Consensus : Longest-Fork-Wins (LFW)

block 53 ref | 54 ref | 55 ref | 56 ref | 57

ref | 55 ref | 56

ref | 57

?



are we decentralized yet?

§ Energy cost / waste

§ High latency to “finality”

§ Limited throughput

§ Forking attacks

§ Concentration of power
§ http://arewedecentralizedyet.com : 

§ # entities controlling > 50%
BITCOIN: 3  Ethereum: 3 Ripple: 1 Stellar: 1 …
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Revisiting BFT

• Combination
• Example: Ethereum Casper

Hybrid Blockchain

• Known group of 
participants

• Example: Banking

Consortium Blockchain

• Permissionless: Anyone 
can join

• Example: Bitcoin

Public Blockchain
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BFT in the lens of Blockchains
and

Blockchainsin the lens of BFT



BFT Consensus

§ n=3f+1

§ authenticated communication channels

§ agreement, eventual termination, validity

§ partial synchrony
§ eventually known bound ∆
§ safety maintained against asynchrony
§ liveness during synchronous periods
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proposer
proposal:

0

locked: 0

locked: 0

locked: 0!

Quorum-Certificate:
0

decision: 0

DLS [Dwork Lynch Stockmeyer, 1988]

Landmark in asynchronous BFT agreement solutions

proposal:
1

no 
Quorum-
Certificate:

1

faulty-replica

proposer
53

proposer
54



No Liveness

“The Saddest Moment ’’ [Mickens 2013]



BFT in the Lens of Blockchains

§ Tendermint [Buchman, 2016, ``BFT in the Age of Blockchains’’ ]

§ Casper [Buterin and Griffith 2017, ``Casper the Friendly Finality Gadget’’ ]

§ Hot-Stuff [AGM 2018, ``Hot-Stuff the Linear One-Message BFT Devil’’ ]



BFT in the lens of Blockchains

height
53

height
54

voting protocol
possible decision



DLS in the lens of Blockchains

height
53

height
54

1-step decision by 2f+1 
votes (QC)

at most 
f good + f bad 

votes



Blockchains in the lens of BFT

height
53

height
54

implicit voting
by two-thirds 

thru PoW
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after before

height
54



height
53

height
54

f+1 votes

f+1 votes

DLS in the lens of Blockchains



BFT in the lens of Blockchains

height
53

height
54

voting protocol
possible decision

liveness
gadget



Liveness Gadgets

§ when can you guarantee progress?

§ proposer extends a safe branch

§ no correct replica locked on a different branch

§ synchronous communication with proposer



height
53

height
54

DLS in the lens of Blockchains

f+1 votes

f+1 votes

evidence that f+1 vote 
against other branch



practical BFT protocols

DLS 1988
O(n) rounds
wait ∆ for latest
O(n4) comm

PBFT 1999
leader collects “proof” from 2f+1
O(1) rounds
O(n4) t-missions

Tendermint 2016, Casper 2018
leader waits ∆ for latest
O(1) rounds
O(n3) t-missions

Zyzzyva 2007
fast track
O(n) t-missions on common day

Byzcoin
2016, SBFT 2018

signature com
bining  / O

(n) t-m
issions



Current conundrum

one
block 
per

period

8,000,000,00
0

msgs



1976 
Byzantine 
Generals

1988 
DLS

quartic

1999 PBFT
cubic

2007 Zyzzyva
optimistic 
fast track
(flawed)

2018 SBFT
(optimistic 
fast track

and 
signature-

combining)

2018 
Hot-Stuff

(quadratic)

Are we decentralized yet?
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Tput:170/sec
30x ETH

Latency: 600 ms
24x ETH

1000x XBT

SBFT
200 WAN nodes, 2 months of Ethereum contracts
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VMware Blockchain

VMware platforms will be
The best place to run blockchain 

software

Innovation

Customers

Execution



Thank You


