Proceedings of 2000 USENIX Annual Technical Conference
San Diego, California, USA, June 18–23, 2000

A U T O - D I A G N O S I S OF FI E L D P R O B L E M S
I N A N AP P L I A N C E O P E R AT I N G S Y S T E M

Gaurav Banga

THE ADVANCED COMPUTING SYSTEMS ASSOCIATION

© 2000 by The USENIX Association
All Rights Reserved
For more information about the USENIX Association:
Phone: 1 510 528 8649
FAX: 1 510 548 5738
Email: office@usenix.org
WWW: http://www.usenix.org
Rights to individual papers remain with the author or the author's employer.
Permission is granted for noncommercial reproduction of the work for educational or research purposes.
This copyright notice must be included in the reproduced paper. USENIX acknowledges all trademarks herein.

Auto-diagnosis of field problems in an appliance operating system
Gaurav Banga
Network Appliance Inc.,
495 E. Java Drive, Sunnyvale, CA 94089
gaurav@netapp.com

Abstract
The use of network appliances, i.e., computer systems specialized to perform a single function, is becoming increasingly widespread. Network appliances
have many advantages over traditional general-purpose
systems such as higher performance/cost metrics, easier
configuration and lower costs of management.
Unfortunately, while the complexity of configuration
and management of network appliances in normal usage is much lower than that of general-purpose systems,
this is not always true in problem situations. The debugging of configuration and performance problems with
appliance computers is a task similar to the debugging
of such problems with general-purpose systems, and requires substantial expertise.
This paper examines the issues of appliance-like management and performance debugging. We present a number of techniques that enable appliance-like problem diagnosis. These include continuous monitoring for abnormal conditions, diagnosis of configuration problems
of network protocols via protocol augmentation, pathbased problem isolation via cross-layer analysis, and automatic configuration change tracking. We also describe
the use of these techniques in a problem auto-diagnosis
subsystem that we have built for the Data ONTAP operating system. Our experience with this system indicates
a significant reduction in the cost of problem debugging
and a much simpler user experience.

1 Introduction
The use of network appliances, i.e., computers specialized to perform a single function, is becoming increasingly widespread. Examples of such appliances are
file servers [24, 6], e-mail servers [19, 13], web proxies [25, 5], web accelerators [25, 5, 16] and load balancers [4, 12]. Appliance computers have many potential advantages over traditional general-purpose systems,
such as higher performance/cost metrics, simpler configuration and lower costs of management. With the recent growth in the use of networked systems by the nonexpert, mainstream population, all of these advantages

have significant importance.
A network appliance is typically constructed using
off-the-shelf hardware components. The appliance’s service is implemented by custom software running on top
of a specialized operating system. (Often the server software is tightly integrated with the OS in the same address space.) The operating system itself is either designed and constructed from scratch, e.g., Network Appliance’s Data ONTAP [26], or is a stripped-down version of a general-purpose operating system, e.g., BSDI’s
Embedded BSD/OS [8].
While appliance computer systems have delivered the
promise of higher performance/cost vis-a-vis generalpurpose systems, the same is not strictly true of their
manageability aspects. While the complexity of configuration and management of appliance computers in
normal circumstances is significantly lower than that of
general-purpose systems, the debugging of configuration
and performance problems of appliances (when they do
occur) remains a task that requires substantial operating
system and networking expertise. In this respect, appliance systems are similar to general-purpose systems.
This state of technology is not very surprising: Today,
the term “appliance-like” is usually taken to mean specialized to do a single coherent task well. Specialization
of this form has allowed appliance vendors to build and
maintain smaller amounts of code than used on generalpurpose computer systems. The narrower functionality of appliances has enabled simpler configuration, and
more aggressive optimizations leading to superior performance. The ability to easily debug configuration and
performance problems has however been a secondary issue so far, and has not received much attention.
Appliance operating systems often contain significant
code derived from general-purpose operating systems,
particularly UNIX. For instance, the BSD TCP/IP protocol code [33] is a common building block in appliance
operating systems. Like general-purpose systems, appliance operating systems export a set of command interfaces that allow users to display values of various statistic counters corresponding to the various events that have

occurred during the operation of the system. Some command interfaces display system configuration parameters. As with general-purpose systems, these command
interfaces are the key tools to debugging performance
and configuration problems with appliance systems.
For example, the TCP/IP code of many appliance systems exports its event statistics and configuration via a
variant of the UNIX netstat command. When a person
debugging a configuration or performance problem suspects a bug or problem in the network subsystem of the
target appliance, she executes the netstat command (possibly multiple times with different options) and analyzes
the output for aberrations from expected normal values.
Any deviations of these statistics from the norm provide
clues to what might be wrong with the system. Using
these clues, the person debugging the problem may perform additional observations of the system’s statistics,
using other commands, followed by further analysis and
corrective actions (such as configuration changes).
The fundamental problem with this style of statisticinspection based problem diagnosis is the need for human intervention, and specialized networking and performance debugging expertise in the intervening human.
For example, consider a workstation that is experiencing
poor NFS [27] file access performance. Assume that the
cause of this problem is excessive packet loss in the network path between the client and an NFS server due to a
Ethernet duplex mismatch at the server. To diagnose this
problem today, the person debugging the problem needs
to first isolate the problem to the problematic server, then
check the packet drop statistics for the transport protocol in use (UDP or TCP), and correlate these statistics
with excessive values for CRC errors or late-collisions
maintained by the appropriate network interface device
driver . After this, the problem debugger has to check
the appropriate switch’s configuration to verify the existence of a duplex mismatch.
For any organization engaged in selling and supporting appliance computer systems, it is very expensive to
provide a large number of human experts with this level
of expertise for the on-site debugging of customer problems. In the absence of sufficient numbers of human experts, problem FAQs, and semi-interactive troubleshooting guides are commonly used by customers and by the
(mostly) non-expert customer support staff of the appliance vendors for diagnosing field problems.
Another limitation of this style of problem debugging is that field problems are usually detected after they
occur. Problems are first detected by unusual behavior
(e.g., poor performance) at the application level and then
traced back to the cause by a human expert via an ex

Note that the duplex mismatch cannot be simply avoided as a configuration or installation time automatic check by the server’s OS; the
Ethernet protocol specification does not contain sufficient logic for an
end-system to detect a duplex mismatch.

haustive search and pattern-match through the system’s
statistics. While there is usually a well-understood notion of normal and bad values for the various statistics,
there exists no software logic to continuously monitor the
statistics, and to catch shifts in their values from normal
to bad. Problems (and resulting service outages) which
could otherwise be avoided by taking timely corrective
actions are not avoided.
For all of these reasons, the use of an appliance system can sometimes be a somewhat frustrating experience
for a non-expert customer. The subject of this paper is the
problem of enabling simple and easy, i.e., appliance-like,
debugging of the field problems of appliances. We describe four techniques, continuous statistic monitoring,
protocol augmentation, cross-layer analysis and configuration change tracking, that we have developed to make
the diagnosis of appliance problems easier. We also describe the application of these ideas in an auto-diagnosis
subsystem of the Data ONTAP operating system.
Specifically, continuous monitoring involves periodically checking the system’s collected operational statistics for potential problems, while actively analyzing and
fixing whichever problems it can. Protocol augmentation
allows configuration problems with a network protocol
to be diagnosed using specially constructed higher-level
protocol tests. Cross-layer analysis is a path-based approach [23] for isolating a problem with a multi-layered
system to a specific system layer. Automatic configuration change tracking keeps track of changes in the system’s configuration making it easier to pinpoint a problem to its cause.
Our discussion in the remainder of the paper is set
in the context of an appliance operating system. More
specifically, we focus on problems that arise with file
server appliance systems built and sold by Network Appliance. However, we believe that most of the ideas that
we present are directly applicable to the space of generalpurpose operating systems. Indeed, the class of field
problems involving general-purpose computer systems is
much larger than the class of appliance field problems
because of the broader functionality and services offered
by general-purpose systems. It is probably just as important (and useful) to provide for easier debugging of
field problems with general-purpose systems as it is with
appliance systems. Later in this paper, we will briefly
outline how our auto-diagnosis techniques can be used
in a general-purpose operating system, such as BSD.
The rest of the paper is structured as follows. In the
next section, we discuss the nature of common field problems of appliance computer systems. In Section 3, we
describe the four techniques that we have developed to
diagnose such problems automatically and efficiently. In
Section 4, we describe the implementation of the NetApp
Auto-diagnosis System (NADS). Section 5 describes our
experience with this auto-diagnosis system. Section 6

covers related work. Finally, Section 7 summarizes the
paper and offers some directions for future work.

2 The nature of field problems with
appliance systems
Before getting into the details of what can be done to
make the debugging of appliance performance and configuration problems easier, it is important to understand
the nature of field problems of appliance systems. In this
section, we present an overview of the common causes
of field problems of appliances and try to give the reader
a sense of why it is hard to debug such problems.
As mentioned earlier, for the purposes of concrete
illustration, we use the example of a file server (filer)
appliance. A filer provides access to network-attached
disk storage to client systems via a variety of distributed
file system protocols, such as NFS [27] and CIFS [15].
A useful model is to think of a filer’s OS as two highperformance pipes between a system of disks and a system of network interfaces. One pipe allows for data flow
from the disks to the network; the other carries the reverse flow. Field problems usually arise when something
in the filer or in its environment causes one (or both) of
these pipes to perform below expected levels.
The taxonomy of common field problems that we describe below was obtained from a detailed study of the
call records of Network Appliance’s customer service
database. We examined information pertaining to customer cases that were handled in the time period February 1994 through August 1999. From this data it appears
that the three most important causes of field problems
are system misconfiguration, inadequate system capacity
and hardware and software faults. The relative ratio of
these three problem types is hard to quantify because a
large number of customer cases involve more than one
subproblem of each type and because the specific mix
has varied from month to month and from year to year.
However, between these three problem types, they cover
about 98% of all field problems.
2.1 Misconfiguration
A leading cause of field problems with network appliances is system misconfiguration. This may seem somewhat paradoxial since by definition an appliance is a
simple computer system that has been specially developed to perform a single coherent task. This definition is
supposed to allow an appliance system to be simpler to
configure and use. In reality, appliances by themselves
are usually much simpler than general-purpose systems.
However, the task of making appliances work correctly
in a real network in a variety of application environments
may still have significant configuration complexity.
One major reason for the configuration complexity associated with a appliance system is that an appliance in
use is only a part of a potentially complex distributed

system. For example, the perceived performance of a
filer is the performance of a distributed system consisting
of a client system (usually a general-purpose computer
system) connected via a potentially complicated network
fabric (switches, routers, cables, patch panels etc.) to
the filer. These components typically come from different vendors and need to be all configured and functioning
correctly for the filer to function at its rated performance.
Unfortunately, this does not always happen for a variety
of reasons, as discussed below.
First, the client system usually has a fairly complicated and error-prone configuration procedure. The
client’s configuration complexity is much more so than
the filer’s because the client is a general-purpose system.
Often, the default configurations in which most client
systems ship are simply not set for optimal performance.
(This issue of default configuration is discussed in somewhat more detail later.) In many cases, the configuration
controls are too coarse for any allowable setting to result
in good performance for all activities that the generalpurpose client may be engaged in.
Second, while most components of the network fabric
are appliances (and therefore presumably easier to configure than client systems), there are numerous potential
incompatibilities between them. For example, it is not
uncommon for implementations of network communication protocols from different vendors to not work with
each other. Usually, the corresponding vendor documentation clearly states this incompatibility, but customers
try to use the incompatible implementations anyway, and
the result is a field problem.
Perhaps more importantly, some commonly used
standard network protocols have serious inadequacies.
For example, the Ethernet standard includes an autonegotiation protocol for negotiating the link speeds of the
communicating entities. The standard does not provide
for reliable negotiation of duplex settings. As a result,
perfectly legal configuration settings for link and duplex
at two communicating endpoints may result in a duplexmismatch, a misconfiguration whose effect on a filer’s
throughput is disastrous.
Furthermore, network components often use protocols that are vendor-specific or ad-hoc standards. These
“early” protocols work well in most situations, but not at
all (or poorly) in other circumstances. In the fast moving
world of network technology, there are a fair number of
ad-hoc, unstandardized, or incomplete protocols in wide
use at any given time. An example of this is the EtherChannel link aggregation protocol. This protocol does
not specify the algorithm for performing load balancing
of network traffic between the links of the EtherChannel. Vendors have their own propriety methods for this
process, often with surprising interactions with how the
client systems and the rest of the network elements are
set up. These interactions sometimes have a significant

effect on performance and result in field problems.
A second important cause of the configuration complexity associated with appliance systems is the suboptimal management of configuration parameters. The
appliance philosophy is to expose a very small number
of configuration parameters at installation. There is a
second tier of parameters that are assigned default values which result in good performance in the majority of
installations. For some installations with atypical workloads, these settings may not be optimal. There is usually
no automatic logic to tune these second tier parameters.
In these cases, these knobs may require tuning by an expert for good performance.
With the widespread increase in the variety and number of appliance users, this atypical population can become a significant overall number, potentially resulting in a large number of field problems. This problem of configuration parameter management also exists
with general-purpose operating systems, including systems that are used as clients for filers. In fact, with
general-purpose systems, a large number of parameters
often need to be tuned for a typical user environment.
2.2 Capacity problems
A second class of field problems with appliance systems arise because of their poor handling of capacity
overloads . Most commonly-used general-purpose operating systems, and many appliance operating systems,
perform well when the request load to which the system
is being subjected lies within the capacity of system, but
poorly when the offered load exceeds the capacity of the
system [20, 7]. Historically, the problem of poor overload performance of computer systems is well known,
but has been deemed of somewhat marginal importance.
In most circumstances it is not desirable to operate a system under overload conditions for any length of time;
instead, the focus so far has been to avoid overload by
trying to ensure that there are always sufficient hardware
resources available in order to handle the maximum offered load.
In the filer appliance market, systems are often purchased by customers with a certain client load in mind.
The number and types of systems purchased is chosen
based on rated capacities of the filers, by in-house benchmarking, or from knowledge based on prior-use of filers.
Filers are usually assigned rated capacities based on their
performance under some standardized benchmark, e.g.
the SpecFS (SFS) benchmark [30]. For many customers’
sites, however, the request load profile is significantly
different from the SFS profile, and the real capacity of
a filer in operation may be very different from its rated




We use the term “capacity overload” to refer to a broad class of
situations where the server system cannot handle the full client request
load that it is subject to because of some system resource that is not
available in sufficient quantity. These resources include “soft” system
resources such as memory buffers, file system buffers etc.

capacity. When offered load does exceed real capacity,
poor performance and a field problem results.
2.3 Hardware and software faults
Last but not least, some field problems with appliances occur because of software and hardware faults.
Unlike the other causes of field problems discussed
above, faults are the result of some bug in the system’s
implementation, and usually result in system down-time.
For a mature system made by a technically sound organization, the number of field disruptions due to faults
should be very small.
Field problems due to faults are not discussed further
in this paper. The techniques that we describe in this
paper to enable easy debugging of field problems may
have some applicability to diagnosing certain types of
field disruptions due to faults, but in this paper we restrict our focus to diagnosing configuration and capacity
problems.
2.4 Why are field problems hard to debug?
When a field problem occurs with an appliance system due to any of the reasons described above (except
faults), it is often hard to debug. Consider a filer customer who observes performance that is substantially
lower than the filer’s rated performance. The reason for
this poor performance may be a misconfiguration somewhere in the client-to-filer distributed system, i.e., in the
client, in the filer, or in the network fabric. Alternately,
the problem may be an overloaded filer; this particular
environment may have an atypical load and the filer may
have a lower capacity for this workload than for the standard SFS workload.
As the end effect of all of these potential causes is
usually the same, i.e., poor file access performance as
seen from the client system, it is not easy to discern the
exact cause of the problem. The problem debugger is
forced to perform a sanity check of all the components
of the client-to-filer distributed system in order to ensure
that each component is functioning correctly. For the
filer, this implies a verification of all filer subsystems performed by invoking the various statistic commands and
analyzing the output for aberrations.
This process is time-consuming, tedious and errorprone. As explained earlier, this task requires a fair
amount of expertise, and a certain debugging “instinct”
that comes from experience. This task is also complicated by the fact that the person debugging the field
problem, being a member of the filer vendor’s organization, often has no direct access to the system being
debugged. In that case, the various statistic commands
are executed by the customer who is in communication
with the support person via email or phone. This aspect
of the problem debugging process makes it slow, causing large down-time. Combined with the high expectations of appliance-like simplicity that most appliance

customers have, it makes the problem debugging experience frustrating for both parties involved, the customer
and the support person.
The discussion above is fully applicable to generalpurpose systems; appliances are usually considerably
easier to debug than general-purpose systems. However,
the debugging of field problems with appliances is certainly not as simple, or “appliance-like”, as we would
like. In the next section, we will present a new problem
diagnosis methodology that attempts to apply the appliance to the debugging of field problems with appliance
systems.

3 Problem auto-diagnosis methods
In this section, we describe a new methodology that
we have developed to make the diagnosis of appliance
field problems simpler. Our goal in designing this
methodology was to enable problem diagnosis to be as
automatic, precise and quick as possible. We wanted to
eliminate the need for expert human intervention in the
problem diagnosis process whenever possible. Furthermore, for those situations where expert manual analysis
is necessary, we wanted to provide powerful debugging
tools, precise and comprehensive system configuration
(and configuration change) information and the results
of partial auto-analysis to the human expert, allowing for
fast diagnosis and smaller down-times.
Our problem diagnosis methodology is based on four
specific techniques, i.e., continuous monitoring, protocol augmentation, cross-layer analysis and configuration
change tracking. Each of these techniques is described in
detail below. In this section, we will focus on the fundamental principles underlying these techniques; the next
section will contain specific details about the application
of these techniques in the auto-diagnosis subsystem of
the Data ONTAP operating system.
We will also briefly discuss issues related to the extensibility of our new problem diagnosis methodology.
This feature is important for the problem auto-diagnosis
system to be maintainable in the field.
3.1 Continuous monitoring
As described in Section 1, current appliance operating
systems maintain a large number of statistics. To help in
auto-detecting and diagnosing problems, we have developed a method of continuous statistic analysis layered on
top of this statistic collection procedure. Software logic
in the appliance system continuously monitors the system for problems, actively analyzing and fixing whatever
problems it can. Continuous monitoring has two components to it, a passive part and an active part.
The passive part of continuous monitoring is a statistic monitoring subsystem of the appliance’s operating
system. This subsystem periodically samples and analyses the statistics being gathered by the operating sys-

tem. It automatically looks for any aberrant values in
these statistics and applies a set of predefined rules on
any aberrations from expected “normal” values to move
the system into one of a set of error states. For example, a
filer may continuously monitor the average response time
of NFS requests. A capacity overload situation is flagged
when the response time exceeds a high-water mark.
Some abnormal system states may correspond
uniquely to specific problems; other states may be indicative of one of a set of possible problems. In the latter
case, the continuous monitoring subsystem may also automatically execute specially designed tests in order to
pin-point the specific problem with the system. This is
the active part of continuous monitoring. For example, a
large number of packet losses on a TCP connection at a
filer may be indicative of, among other problems, a duplex mismatch at one of the filer’s network interfaces or
a high level of network congestion in the path from the
relevant client to the filer. We can use the techniques
described below in sections 3.2–3.4 to differentiate between these problems.
Making continuous system monitoring viable involves the following:
Development of software logic that formally codifies the informal notion of expected statistic value.
This activity must be performed for all of the
statistics that are gathered by the system. The endresult of this activity is a set of equations that test
the state of the system and return either “GOOD”
or move the system into an “ERROR” state.


Development of software logic that selects an appropriate problem pin-pointing procedure when
one of several problems is suspected based on observations of aberrant system statistics.




Development of formal procedures for pinpointing common field problems of appliances.

Formally codifying the notion of expected values of
the various statistics is a hard problem. This is because,
in general, the normal values of the various system statistics and the relative sets of values that indicate error conditions depend on how a particular system is being used.
For example, an average CPU utilization of 70% might
be OK for a system that is usually not subject to bursts of
load that greatly exceed the average. This may, however,
be a big problem for a system whose peak load often exceeds the average by large factors.
To make the development of this logic tractable, it
may be necessary to be somewhat conservative in the
choice of the specific problems to be characterized. For
any particular appliance, this logic can start from being
very simple, codifying only the most obvious problems
initially, and move towards more complex checks as the

appliance’s vendor gains experience with how the appliance is used in the field. At any point in an appliance’s
life-cycle, there will be some logic that can be completely automatically executed and its results presented
directly to the customer/user. Other, more complex logic
may attempt to perform partial-analysis and make these
results available to a support person looking at the system, should manual debugging be necessary. Still more
complicated analysis may be left to the human expert.
The idea behind developing active tests for pinpointing problems is to try to mimic the activity of problem analysis by a human expert. While debugging a field
problem, this person may take a certain set of statistic
values as a clue that the system is suffering from one of
a certain set of problems. He may then execute a series of carefully constructed tests to verify his hypothesis
and pin-point the exact problem. Continuous monitoring
with active tests attempts to mimic this debugging style.
The algorithm development activity for active tests
motivates the next three techniques, i.e., protocol augmentation, cross-layer analysis and configuration change
monitoring that we describe below. The software logic
to trigger these tests is usually straightforward, once the
main logic of continuous monitoring is in place.
Of course, the continuous monitoring logic has to be
lightweight. It should work with as few system resources
as possible and should not impact system performance
in any noticeable way. The active component of system
monitoring should not affect the system’s environment,
e.g., the network infrastructure to which it is attached, in
any adverse manner. We will discuss some practical aspects related to the user-interface of the continuous monitoring subsystem in the next section.
Once continuous monitoring is in place, it has many
benefits. A sizable fraction of field problems can be
auto-diagnosed without intervention of the support staff.
If expert intervention is needed, all information that is
normally gathered by a human expert after (potentially
time-consuming) interaction with the customer is already
available. Changing system behavior that slowly moves
the system towards an ERROR state may be detected
early, and corrected, before it results in down-time. For
example, increasing average load that slowly drives a
system into capacity overload can be auto-detected.
Similarly, other shifts in a system’s environment, such
as the load mix to which it is subjected, may be autodetected and suitable action may be initiated. Continuous
monitoring may also help an appliance vendor in tuning
his product better because he now has access to more
detailed information about the various customer environments in which the product operates. In essence, continuous monitoring is like having a dedicated support person
attached to every appliance in the installed base, but at a
very small fraction of the cost.

3.2 Protocol augmentation
The technique of protocol augmentation refers to the
process by which a higher-level protocol in a stacked
modular system configures and operates a lower-level
protocol through a series of carefully chosen configurations and operating loads. The goal of protocol augmentation is to determine the optimal configuration of the
lower-level protocol when it is impossible to determine
this setting within the protocol itself. This is necessary
because the lower-level protocol is either inadequate, incompletely specified or if one of the communicating entities has a broken protocol implementation.
As briefly mentioned in the previous section, some
network protocols are inadequate in that it is impossible
to detect configuration problems of the communicating
entities within the protocol itself. An example of this is
Ethernet auto-negotiation, which does not always allow
for the correct negotiation of the duplex settings of the
communicating entities.
Some network protocols are incompletely specified.
For instance, the algorithms for congestion control were
not specified as part of the original TCP protocol standard. Congestion control was incorporated by most TCP
implementations much later from a de-facto standard
published by the researchers who developed these algorithms. Often, such de-facto standards involve areas
of the protocol that are not necessary for correctness,
and are therefore not enforced. A TCP implementation
that does not perform congestion control correctly may
still be able to communicate adequately with other TCP
implementations; however, correct congestion control is
imperative for system-wide stability and performance.
A number of protocol implementations, especially
where unofficial de-facto standards are involved, are
broken. For example, some commonly used autonegotiating Gigabit Ethernet devices detect link only if
the peer entity is also set to auto-negotiate.
When a problem occurs due to any of the three reasons mentioned above, the continuous monitoring subsystem detects this situation and flags an error condition.
If an active test has been associated with the equations
that triggered this error state, this active test is executed.
The active test will use protocol augmentation to mimic
a human expert in the debugging process. For example, a
test designed to detect an Ethernet duplex mismatch may
try all legal settings of speed and duplex coupled with
initiation of carefully constructed Ethernet traffic. It may
analyze the resulting change in system behavior to determine the correct settings for speed and duplex.
Protocol augmentation is a powerful technique that
can be used as a guiding framework to formalize many
ad-hoc problem debugging techniques used by human
experts. Any manual debugging technique that involves
a series of steps where network configuration changes
alternate with functionality or performance tests (to val-

idate the configuration) is really a form of protocol augmentation. Using this technique as a design guide, we
can come up with problem diagnosis procedures that are
more precise and systematic than the ad-hoc techniques
normally used in manual diagnosis. In the next section,
we will describe some examples of the use of this technique in designing automatic problem diagnosis tests for
commonly occurring filer problems.
3.3 Cross-layer analysis
Many subsystems of appliance operating systems are
implemented as stacked modules. For example, the
TCP/IP subsystem consists of the link layer, the network
layer (IP), the transport layer (TCP and UDP) and the application layer organized as a protocol stack. Each layer
of a stacked set of modules maintains an independent set
of statistics for error conditions and performance metrics. When a problem occurs, it may manifest itself as
aberrant statistic values in multiple layers in the system.
In classical systems, there is no logic that correlates these
aberrant statistic values across different system layers.
Cross-layer analysis is a new technique whereby
statistic values in different layers of a subsystem are
linked together, and co-analyzed. Essentially, we identify paths [23] in OS subsystems and link together
the statistic values in the various layers that each path
crosses. When continuous monitoring detects a problem
in a path, the various layers of the path can be quickly
examined to isolate the specific problem.
As a debugging technique, cross-layer analysis is a
formalization of the ad-hoc technique used by human
experts in manual problem debugging where an observation of an aberrant statistic value in one layer triggers
a study of the statistic values of an adjacent layer. Considering the pipeline analogy of an appliance operating
system, cross-layer analysis guides the debugging process by tracing through and ensuring the health of the
various layers that implement the disk-to-network pipes.
As a guiding framework, cross-layer analysis can aid
the design of logic that causes the continuous monitoring
subsystem to trigger the various active tests. For example, the logic to perform a check for a duplex mismatch
on a network interface may be triggered by an observation of excessive TCP level packet loss in a connection
that goes through this interface. Cross-layer analysis can
also guide the design of the statistic data and its collection logic so as to allow problem debugging to be easier.
For example, the need to do cross-layer analysis may require a modification of the BSD tcpstat and ipstat structures so as to keep some statistics on a per flow basis.
3.4 Automatic configuration change tracking
Many field problems with appliance systems are
caused by changes in the system’s environment. These
include system configuration changes and changes in the
offered load. As described earlier, there is a lot of value

in continuous monitoring of system statistics to notice
shifts in metrics like average system load. Likewise, it
is useful to track changes in the system’s configuration,
both explicit as well as implicit.
Automatic tracking of configuration changes is useful
in finding the cause of appliance problems that occur after a system has been up and running correctly for some
time. This technique also helps in prescribing solutions
for the problems found by other auto-diagnosis methods.
In many organizations, there are multiple administrators responsible for the IT infrastructure. Configuration
change tracking allows for actions of one administrator
that result in an appliance problem to be easily reversed
by another administrator. This is also useful where administrative boundaries partition the network fabric and
the clients from the filer.
The fundamental motivation behind automatic configuration change tracking is to automatically gather information that is asked for by human problem debuggers
in a large majority of cases. Anyone familiar with the
process of field debugging probably knows that one of
the first questions that a customer reporting a problem
gets asked by the problem solving expert is: “What has
changed recently?” The answer to this is often only
loosely accurate (especially in a multi-administrator environment), or even incorrect, depending on the skill
level of the customer/user. Automatic configuration
change tracking makes precise and comprehensive state
change information available to the problem solver, i.e.,
the auto-diagnosis logic or a human expert.
Configuration changes are tracked by a special module of the appliance OS. As hinted above, configuration
changes are of two types: the first type of changes are
explicit, and correspond to state changes initiated by its
operator. The second type of changes are implicit, e.g.,
an event of link-status loss and link-status regain when
a cable is pulled out and re-inserted into one of a filer’s
network interface cards. The system logs both explicit
and implicit changes. The amount of change information that needs to be kept around is a system design parameter, and may require some experience in getting to
optimal for any particular appliance.
Given comprehensive configuration change information, when a problem occurs the various events between
the last instance of time which was known to be problem
free to the current event are examined and analyzed. The
software logic to do this analysis, like the logic for continuous monitoring, is system specific and may need to
be evolved over time. In some cases, the auto-diagnosis
system can directly infer the cause for the field problem,
and report this. In other cases, the set of all applicable
configuration changes can be made available to the human debugging the system.
Note that it is not absolutely imperative to log all relevant configuration change information. (In fact, some

configuration changes may not be easily visible to the
appliance. For example, the path between a client and a
filer may involve multiple routers, and it may be possible to change/re-configure one of these without the filer
noticing any changes in its environment.) State change
information is however only a set of hints that guide the
problem diagnosis process and make it easier. If some
relevant state change information is not logged, diagnosing the cause of a specific problem may become harder,
but not necessarily impossible. In our experience, logging even a modestly-sized, carefully chosen set of configuration change information, is extremely valuable in
the problem diagnosis process.
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the continuous monitoring logic need to be developed in
a phased and conservative manner. Each time a new version of this logic is available, a vendor may want to upgrade the systems in the field with this logic, even if the
customers do not wish to upgrade the rest of the system.
A customer may not wish to take on the risk associated
with a new software release, or may not want to pay for
the release, especially if it does not contain any functionality that the customer needs. It is, however, usually in
the vendor’s interest to upgrade the auto-diagnosis logic
because of the little associated risk and potential benefits
of lower support costs.
For example, an appliance problem may have been
first discovered at one customer’s installation because of
an environment change, e.g., the addition of a new model
of some hardware in the network fabric. In some cases,
significant effort by human experts may be required to
debug this problem since it has not been seen before.
Ideally, we would like to leverage off this effort by codifying the debugging logic used in this manual diagnosis
into the appliance’s auto-diagnosis logic and upgrading
the auto-diagnosis subsystems of all the systems in the
field. This may save a lot of time and effort by autodiagnosing subsequent instances of this problem which
would otherwise require significant human intervention.
Extensibility can be achieved in a variety of ways.
One method is for the continuous monitoring system to
use a configuration file containing equations that define
the various periodic checks that the monitoring system
performs and conditions that trigger the flagging of an
ERROR state, or cause an active subtest to be executed.
This requires a language to express the logic of the periodic checks, and an interpreter for this language to be
part of the problem auto-diagnosis subsystem.

4 Implementation of the NetApp Autodiagnosis System
Continuous Monitoring Rules

Fig. 1: Role of different auto-diagnosis techniques.
Figure 1 shows the role of the various auto-diagnosis
techniques in the problem diagnosis process. In the figure, dashed lines indicate flow of data while solid lines
indicate flow of control. The shaded rectangles indicate
stores of data or logic rules. The unshaded rectangles
indicate processing steps. Note that the problem diagnosis process uses all the techniques we described above.
The techniques are complementary and designed to work
with each other; they are not different types of procedures targeted to address disjoint problem sets.
3.5 Extensibility issues
It is important for an auto-diagnosis system built
around the techniques described above to be extensible.
As explained above, the checks and actions performed by

We have implemented a semi-automatic problem diagnosis system, the NetApp Auto-diagnosis System
(NADS), in the Data ONTAP operating system. This
system applies the techniques described in the previous
section to field problems with filers and NetCache appliances. Currently this auto-diagnosis system only targets problems related to the networking portion of Data
ONTAP, and some of the interactions of this code with
the rest of Data ONTAP. Extension of the auto-diagnosis
system to other ONTAP subsystems is in progress.
An interesting social problem that we had to address
while developing the auto-diagnosis system was to how
not to make the auto-diagnosis logic intrusive. We did
not want our expert customers to be turned-off by an
overbearing problem diagnosis “assistant” and immediately disable the auto-diagnosis system. We also did not
want our non-expert customers to be lead off on a sidetrack by a bug in the auto-diagnosis logic. For this rea-

son, we decided that we would make the auto-diagnosis
process semi-automatic initially, and later, as both we
and our customers gained experience with the system,
make it fully automatic.
4.1 Core implementation
In its current form the NetApp Auto-diagnosis System consists of a continuous monitoring subsystem and a
set of diagnostic commands. ONTAP’s continuous monitoring logic consists of a thread that wakes up every
minute and performs a series of checks on statistics that
are maintained by various ONTAP subsystems. These
checks may flag the system as being in an ERROR state.
This logic is currently hard-coded into ONTAP (as C
code tightly integrated into the kernel) and needs to be
tuned with every maintenance release. Threshold values
and most constants used by this logic are read from a
file present root filesystem of the filer . This logic does
not yet perform any output for direct user consumption;
nor does this logic execute any active tests. Instead this
output is logged internally in ONTAP for consumption
by the various diagnostic commands, which also execute
any active tests that are needed. Since in ONTAP all
commands are implemented in the same address space as
the kernel, it is straightforward for the data gathered by
continuous monitoring to be accessed by the diagnostic
commands. Likewise, it is easy for the active test logic
to be executed by the diagnostic commands.
When the customer or a support person debugging a
field problem suspects that the problem lies in the networking portion of ONTAP, she executes the netdiag
command. The netdiag command analyzes the information logged by the continuous monitoring subsystem,
performing any active tests that may be called for and
reports the results of this analysis, and some recommendations on how to fix any detected problems, to the user.
Our plan is to have the computation of the various diagnostic commands be performed automatically after the
next few releases of ONTAP.
The checks that ONTAP’s continuous monitoring
system performs and the various thresholds used by
this logic have been defined using data from a variety of sources of collected knowledge. These include
FAQs compiled by the NetApp engineering and customer support organizations over the years, troubleshooting guides compiled by NetApp support, historical data
from NetApp’s customer call record and engineering bug
databases, information from advanced ONTAP system
administration and troubleshooting courses that are offered to NetApp’s customers, and ideas contributed by
some problem debugging experts at NetApp.
The specific monitoring rules and the values of various constants and thresholds used by the monitoring
logic and even the list of problems that ONTAP’s auto



See the subsection on extensibility for how this is going to change.

diagnosis subsystem will address when complete is fairly
extensive; due to space considerations we will not cover
this information in full detail. Instead, we will restrict the
following discussion to some common networking problems that ONTAP currently attempts to auto-diagnose.
We will describe the set of problems targeted by this
logic and illustrate its operation with two examples.
At the link layer, ONTAP attempts to diagnose
Ethernet duplex and speed mismatches, Gigabit autonegotiation mismatches, problems due to incorrect setting of store and forward mode on some network interface cards (NICs), link capacity problems, EtherChannel
load balancing problems and some common hardware
problems. At the IP layer, ONTAP can diagnose common routing problems and problems related to excessive
fragmentation. At the transport layer, ONTAP can diagnose common causes of poor TCP performance. At
the system level, ONTAP can diagnose problems due to
inconsistent information in different configuration files,
unavailability or unreachability of important information
servers such as DNS and NIS servers, and insufficient
system resources for the networking code to function at
the load being offered to it.
To see how the techniques described in the previous
section are used, consider the link layer diagnosis logic.
The continuous monitoring system monitors the different event statistics such as total packets in, total packets out, incoming packets with CRC errors, collisions,
late collisions, deferred transmissions etc., that are maintained by the various NIC device drivers. Assume that
the continuous monitoring logic notices a large number
of CRC errors. Usually, this will also be noticed as poor
application-level performance.
Without auto-diagnosis, the manner in which this field
problem is handled depends on the skill level and the debugging approach of the person addressing the problem.
Some people will simply assume bad hardware and swap
the NIC. Other people will first check for a duplex mismatch (if the NIC is an Ethernet NIC) by looking at the
duplex settings of the NIC and the corresponding switch
port, and if no mismatch is found may try a different cable and a different switch port in succession before swapping the NIC.
With the netdiag command, this process is much more
formal and precise (Figure 2). The netdiag command
first executes a protocol augmentation based test for detecting if there is a duplex mismatch. Specifically, the
command forces some “reverse traffic” from the other
machines on the network to the filer using a variety of
different mechanisms in turn until one succeeds. These
mechanisms include an ICMP echo-request broadcast,
layer 2 echo-request broadcast and TCP/UDP traffic to
well-known ports for hosts in the ARP cache of the filer.
First the ambient rate of packet arrival at the filer using
whatever mechanism that generated sufficient return traf-
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Fig. 2: Diagnosing a duplex mismatch using protocol
augmentation.
fic is measured (Figure 2, Step 1). Next this reverse traffic is initiated again using the same mechanism as before
and the suspect outgoing link is jammed with back-toback packets destined to the filer itself (which will be
discarded by the switch). The reverse traffic rate is then
measured, along with the number of physical level errors
during the jam interval (Figure 2, Step 2). If there is indeed a duplex mismatch, these observations are sufficient
to discover it, since the reverse rate will interfere with the
forward flow inducing certain types of errors only if the
duplex settings are not configured correctly. In this case,
the netdiag command prints information on how to fix
the mismatch.
If the reason behind the duplex mismatch is a recent
change to the filer’s configuration parameters, this information will also be inferred by the auto-diagnosis logic
and printed for the benefit of the user. If the NIC in question noticed a link-down-up event in the recent past and
no CRC errors had been seen before that event, the netdiag command will print out this information as it could
indicate a switch port setting change, or a cable change
or a switch port change event which might have triggered off the mismatch. This extra information, which is
made possible by automatic configuration change tracking, is important because it helps the customer discover
the cause of the problem and ensure that it does not re-

peat. This problem may have been caused by, for example, two administrators inadvertently acting at crosspurposes.
If there is no duplex mismatch, the netdiag command
prints a series of recommendations, such as changing the
cable, switch port and the NIC, in the precise order in
which they should be tried by the user. The order itself
is based on historical data regarding the relative rates of
occurrence of these causes.
As another example, consider the TCP auto-diagnosis
logic. ONTAP’s TCP continuously monitors the movement of each peer’s advertised window and the exact
timings of data and acknowledgment packet arrivals. A
number of rules (which are described in detail in a forthcoming paper) are used to determine if the peer, or the
network, or even the filer is the bottleneck factor in data
transfer. For instance, if the filer is sending data through
a Gigabit interface but the receiver client does not advertise a window that is large enough for the estimated
delay-bandwidth product of the connection, the client is
flagged as “needing reconfiguration”. If the receiver did
initially (at the beginning of the connection) advertise a
window that was sufficiently large, but subsequently this
window shrank, this indicates that the client is unable to
keep up with protocol processing at the maximum rate
supported by the network, and this situation is flagged.
Cross-layer analysis is used to make the TCP logic
aware as to what time-periods of a TCP connection are
“interesting” from the point of view of performance autodiagnosis of the type described in the previous paragraph.
For example, the beginning of a large NFS read may indicate the beginning of an “interesting” time period for an
otherwise idle TCP connection. Protocol augmentation
(using ICMP ping based average RTT measurement) is
used to estimate the delay-bandwidth product of the path
to various clients.
4.2 Extensibility
Data ONTAP contains an implementation of the Java
Virtual Machine. Our approach to addressing the issue of
extensibility is to write most of the auto-diagnosis system
in Java. This provides us complete flexibility to change
the auto-diagnosis logic in a new version, and support
older versions of ONTAP. In a Java scenario, the autodiagnosis logic ships as a collection of Java classes that
reside on the root file system of the filer.
Note that the current version of the auto-diagnosis
system is in C; we plan to use Java in the next major version of ONTAP. As mentioned earlier, a file containing
constant and threshold values provides limited extensibility in the current implementation.
4.3 Implementation in other operating systems
Based on our knowledge of the internals of BSD-like
general-purpose operating systems and our experience
with the implementation of the NetApp Auto-diagnosis

System, it appears that it should be relatively straightforward to implement an auto-diagnosis subsystem based
on the techniques presented in this paper in BSD-like
systems. Like in ONTAP, a kernel thread can be used to
implement continuous monitoring. The rules and thresholds used by the continuous monitoring logic can be chosen based on field information about the problem situations being targeted. The continuous monitoring logic
can be partitioned into sub-logic blocks for each major
OS subsystem.
The specific active tests to be implemented will also
depend on the field problems being targeted. Protocol
augmentation and cross-layer analysis can be used as
guiding principles in the design of such tests. The implementation of active tests triggered automatically by
the in-kernel auto-diagnosis logic should be relatively
straightforward. If a command-based approach (like our
diagnostic commands based approach) is to be used for
user interaction, the BSD kvm kernel memory interface
may be used for transferring information between the inkernel continuous monitoring logic and user-land diagnostic commands. Alternatively, an approach based on
the /proc file system may be used.
Special interfaces will be needed for commands to
trigger in-kernel active tests. Again, several alternative
approaches are possible. The tests may be enumerated
and made available as a series of system calls or different ioctls for a special diagnostics pseudo-device. For
some active tests, it might also be possible to write the
tests entirely in user-space using low level kernel interfaces (e.g. raw IP sockets). Extensibility can be provided
by implementing the kernel portion of the auto-diagnosis
logic as one or more loadable kernel modules.

5 Performance and experience
In this section, we will briefly discuss the performance of the NetApp Auto-diagnosis System, and our
experience with its effectiveness in making the task of
debugging field problems simple.
The continuous monitoring subsystem of ONTAP
takes very few resources. Its CPU overhead is less than
0.25% CPU, even on the slowest systems that we ship.
The memory footprint is less than 400KB for a typical
system. The time that the netdiag command takes depends on the configuration of the system and the load
on the system. On our slowest filer that is configured
with the maximum number of allowable network interfaces and is saturated with client load, netdiag takes no
more than 15 seconds to execute. On most systems, it
takes less than 5 seconds.
Specifically, on a F760 class filer (600 Mhz 21164
Alpha, 2GB RAM) configured with 4 network interfaces and under full client load, the CPU usage of autodiagnosis continuous monitoring code is less than 0.1%
CPU. On this system, netdiag takes approximately 4 sec-

onds to execute.
The version of ONTAP that contains the NetApp
Auto-diagnosis System has only recently been made
available to customers. However, since this version of
ONTAP has not yet shipped to our customers in volume,
we have not been able to see how well the auto-diagnosis
subsystem is able to deal with real-life problems in the
field. Instead, we have been forced to rely on a study
in the laboratory. In this study we simulated a sample
of field problem cases from our customer support call
record database and measured the effectiveness of the
auto-diagnosis system in solving the problems. For each
case, we re-created the specific problem situation in the
laboratory and measured the effectiveness of the autodiagnosis logic.
We first looked at a sample of 961 calls that came in
during the month of September 1999. This set did not include calls corresponding to hardware or software faults.
We also did not consider calls that were related to general
information about the product asked for by the customer.
All other types of calls were considered. The month of
September 1999 was the first month whose call data we
did not include in our analysis of historical call record
data while designing ONTAP’s auto-diagnosis logic.
Of these 961 calls, 84 had something to do with the
networking code and its interactions with the rest of ONTAP. Auto-diagnosis, when simulated on these cases,
was able to auto-detect the problem cause for all but 12 of
these calls, at a success-rate of 84.5%. The average time
that it took the netdiag command to diagnose the problem was approximately 2.5 seconds. We did not even attempt to quantify the secondary effect on the customer’s
level of satisfaction that auto-diagnosis would cause due
the the dramatic reduction in average problem diagnosis
time.
Of the 12 calls on which auto-diagnosis did not diagnose, 7 were related to transient problems with external
networking hardware, 1 was due to a NIC that was exhibiting very occasional errors and had needed re-seating
and 4 were problems for which we did not have appropriate auto-diagnosis logic.
Of the 877 calls not corresponding to networking, we
performed a static manual analysis in order to figure out
which of these problems could be auto-diagnosed by the
complete ONTAP auto-diagnosis system. This analysis
was performed against a design description of the autodiagnosis logic for other subsystems of ONTAP. Our
study indicates that about three quarters of these problems could indeed by addressed by auto-diagnosis. Another 124 (about 20%) of these calls corresponded to
problems whose diagnosis could be sped-up significantly
by the partial auto-diagnosis information that the diagnosis system provided.
We repeated this simulation and analysis for calls
that came in during October 1999. We considered 1023

cases, 97 networking and 926 other. Simulation of
the networking cases indicated that auto-diagnosis could
solve 88% of these. All but 5 of the networking problems
that could not be auto-diagnosed were related to misconfigured clients. The rest were problems for which we
have not yet developed appropriate auto-diagnosis logic.
Static manual analysis of the non-networking cases indicated a success-rate of about 70%.
We also considered 500 randomly chosen samples
from the customer call data from the months of November 1999 through February 2000. We repeated the above
described analysis and simulation for these 500 calls.
Our results for this sample of calls were very similar to
the results for September and October 1999.
In summary, our historical call data seems to indicate
that our auto-diagnosis system will be hugely successful
in making a lot of problems that currently require human
intervention to be automatically addressed. This should
lead to a big reduction in the cost of handling customer
calls because of a significant reduction in the number of
calls per installed system. We were unable to directly
quantify the increase in simplicity of the problem diagnosis process; the only (relatively weak) metric that
we could quantify was turnaround time for the problem,
with and without auto-diagnosis. This metric was at least
three orders of magnitude lower for auto-diagnosis.

6 Related work
To place our work in context, we briefly survey other
approaches to field problem diagnosis of computer systems, and how our work relates to these techniques.
6.1 Ad-hoc monitoring of UNIX and UNIX-like
systems
As briefly described before, most UNIX and UNIXlike operating systems maintain a large number of statistics corresponding to various events that have occurred
in the operation of the system. Access to these statistics and other configuration information is provided by a
number of command interfaces. Problem diagnosis usually consists of manually obtaining appropriate statistics
and perusing them for aberrant values.
System administrators in some organizations that use
a large number of UNIX systems often use a set of homegrown (or commercially available) frameworks of automated scripts to obtain information from a large number
of systems and analyse these values. There is a wealth
of literature describing these tools [29, 10, 9, 2]. In some
ways, this is similar to our technique of continuous monitoring. The information gathered by these automated
scripts, however, is at the granularity at which the various
operating systems export system information. This granularity is usually too coarse for extensive auto-diagnosis
of the kind that we can perform inside the operating system kernel with reasonable system overhead. These en-

vironments are also limited in the types of active tests
that they can perform for pin-pointing problems.
6.2 SNMP
The Simple Network Management Protocol
(SNMP) [3] allows for the management of systems in
a TCP/IP network within a coherent framework. In the
SNMP world, network management consists of network
management stations, called managers, communicating
with the various systems in the network (hosts, routers,
terminal servers etc.), called network elements. SNMP
based management consists of three parts: 1) a Management Information Base (MIB) [18] that defines the
various variables (both standardized and vendor-specific)
that network elements maintain that can be queried and
set by the manager, 2) a set of common structures and an
identification schema, called the Structure of Management Information (SMI) [28], that is used to reference
the variables in the MIB, and 3) the protocol with which
managers and elements communicate, i.e., SNMP.
The system works as follows: The network managers periodically send queries to the elements to get
the state of the various elements. Elements send traps
to managers when certain events happen. The manager
may analyse the information available to it via results of
queries to build a picture of the health of the network
and present this information to the human network manager in a variety of ways. Plugins that extend a managers
functionality in a vendor-specific manner are available
to handle vendor specific MIBs. An example of a commonly used manager is HP’s OpenView [11].
The problem of using SNMP is in some ways similar to the problem of defining appropriate checks for our
continuous monitoring system. The various system variables that are checked by continuous monitoring equations correspond to MIB variables. The auto-diagnosis
checking logic corresponds to logic in the network manager plugin handling the vendor-specific MIBs. Thus issues that arise in defining the checks that a continuous
monitoring system should execute also apply to the design of SNMP logic.
SNMP is different from our system in two main ways:
First, SNMP does not really have a parallel for our active
tests. A manager can manipulate a network element in
some limited fashion, e.g., by using setting appropriate
MIB variables. However, this is not nearly as general or
as powerful as what can be done by an active test executing in the concerned system itself.
Second, the fact that SNMP depends on the network
connectivity to be present between the network elements
and the manager limits the types of problems that can be
effectively auto-diagnosed by using SNMP. In particular,
problems effecting network connectivity may not be easily diagnosed by SNMP.
In some ways the use of SNMP complements our ap-

proach. A system of auto-diagnosis using the techniques
that we described earlier may be responsible for the “local” health of a system and its interactions with other networking entities that it communicates with. An SNMP
based network management infrastructure may provide
overall information about the health of a network using
information gained by communication with network elements and their auto-diagnosis subsystems.
6.3 Problem diagnosis systems from the mainframe
and telecommunications world
A number of papers and patents in the literature describe various components of semi-automatic problem
diagnosis systems that were developed and used in the
context of mainframe computer systems [14, 31, 22],
other highly reliable systems [1, 17, 32] and the phone
system [35, 21]. These systems used the technique
of continuous monitoring of the health of the system.
Events affecting the health of the system were fed into
a decision tree based expert diagnosis system. The expert system used the input events to walk down its decision tree to narrow down the set of possible problematic
situations that might be present.
The hardest part of building such a system was defining the set of events to be monitored and building the
knowledge base (the decision tree) of the expert system.
There is some literature that describes at an abstract level
how such knowledge base rule-sets can be created for a
specific system based on probabilistic data about events
and problems [35, 34]. Presumably, in practice, these
knowledge bases were created based on experience information gathered from the field.
In some ways the work that we describe in this paper is similar to this older work. We also use continuous
monitoring and have a rule-set and use thresholds to trigger off further diagnosis steps including various kinds of
active tests.
Our work differs from this older work in that it provides novel guiding principles and a certain structure to
the problem of designing rule-sets, thresholds, causality
in related diagnosis procedures and active tests. The four
auto-diagnosis techniques that we present were designed
based on our knowledge of common field problems and
how the occurrence of such field problems effects the dynamics of modern layered operating systems. The technique of protocol augmentation directly targets problems
that arise out of inadequate, incompletely specified or
poorly implemented open network protocols. Such problems are much more widespread and important in today’s
network-centric open computing infrastructures than in
older environments where communication was based on
closed proprietary protocols.

7 Summary and future work
To summarize, we described some general techniques
to enable appliance-like debugging of field problems of
network appliances. These techniques formalize various
ad-hoc debugging techniques that are used in manual debugging of system problems by human experts. These
techniques also help in making the task of debugging
hard problems manually much simpler and quicker than
it currently is.
We have implemented these ideas in the Data ONTAP operating system. Our laboratory studies primed
with real historical case data seem to indicate that autodiagnosis as a methodology is very viable and has the
potential of greatly reducing the complexity of problem
analysis that is exposed to the customer.
In terms of future work, we would like to expand our
continuous monitoring logic to encompass more complicated problems. As mentioned earlier, we are in the process of making the auto-diagnosis system extensible and
easy to re-configure; this problem has a number of interesting issues. It would also be interesting to see a new
user-interface paradigm linked with the ideas discussed
in this paper that can vary the amount of detail and complexity in the output of the system based on the expertise
of the user.
While our discussion has focused on Data ONTAP,
from our experience it seems that most of the ideas
described in this paper are directly applicable generalpurpose operating systems. ONTAP’s network code is
based on BSD, and much of our auto-diagnosis logic can
be directly applied to any BSD based TCP/IP subsystem.
We look forward to an application of some of these ideas
to general-purpose operating systems.
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