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ABSTRACT
In the UNIX world, exceptionhandlingmechanismsfor eror handlingare often discussed,
but seldomapplied. This paperdescribesa disciplinedapproachto error handlingthar was
refined over a !-year perioOduring the developmentof a medium-large(200K line) toolkit
written in C underUNIX We describeboth a portableexceptionhanding system,written in
C, and a methodologyfor using it which encompasses
coding style, doCumentation,
and
testingissues.
Introduction
The C language,as definedby Kemighan and
Richeyand by it.-Ñst c standarä,i. t.tiri'*räk
on eró, handing. The only standará,rror n*äñiË
facilities provide"á.rc ttrr global variabfr .ttio ãnã
the conventionthar certainíunctions(suchas ..ff".,
etc.) returna distinguishedvaluewheà they fail, possibly settingenno.
This is not a very goodbasisfor eror handling.
It isn't good for application programmers,
because explicitly checking the return values of
functions that might fail, and propagatingthe enor,
is a lot of work, and clutters up code. Even conscientiousprogrammershave been known to write
programsthat fail to checkthe returnvalue of every
call to printf. As a result, there are a non-trivial
number of C programsin existencewhich fail to
properlyreporterror conditions[Danvin 85].
The standardapproachto error handling isn,t
good for library implernentors,either. One pioblem
is that the existingset of effor numbersis not extensible; thus, you can't use the standardfunctionsperrorQ, strerrorQ,etc.,with locally definederror codes.
Another problemis that a singleinteger(ermo) does
not really contain enoughinformationto completely
describean eror. Usually thereis additionalcontextual information (such as the na¡ireof the file that
couldn't be opened,the numberof bytesthat were
successfullywritten before an error occurred, the
line number on which the error was detected,etc.)
that needsto be associated
with an error.
We faced theseproblemswhen we set out to
build the EMS image processingtoolkit in 1989.
We were building a large library of fi¡nctions for
building image processing applications, and we
wanted our library to support the constructionof
robust applications. We wanted our library to support good eror handling. So we defined a
comprehensive
approachto good error handling,and
wrote a small library of functions to support our
eror handlingdiscipline.

Thereis more to good enor handlingthan simt:.:g:.gt
or lihrary supportfor raising and catch'
O,]I
this-paPer'.Iwill explainwhat
i1_gi:eptions. .-In
the desi8nissuesin representing
:11"t:^ar-e,.describe
andreportingerrors,and discusshow our error han'
affects coding style, documentation
l$q^]fltotch
ano ¡es¡mg'
Two Kinds of Errors
EMS distinguishestwo kinds of errorsthat can
be detectedby library functions:faults and failures.
A fault condition is the failure of an assertion
or sanitycheck. By definition,a fault alwaysindicates the presenceof a bug in a program. Faults
checking is not part of the contract between the
function and its caller, and faults are reported by
abortingthe program. Somekinds of fault checking
(e.g., comprehensive
data structureintegrity checks)
are expensiveto perform, but are useful during
debugging. Becauseclient code is not allowed to
dependon the existenceof fault checks,expensive
fault checkscan be conditionallycompiledbasedon
a DEBUG option, without affecting the correctness
of any progam.
A failure is an abnormalbut anticipatedcondition such as resourceexhaustion,permissiondenied,
or a syntaxerror, which preventsthe function from
carrying out its job. Failures differ from faults in
that failure reportsare part of the contractbetween
the function and its caller. Failuresare reportedby
reporting an effor back to the caller. An out of
memory condition that causesmallocQ to return
NULL is a simpleexampleof a failure.
Sometimesit is difficult to decideif a particular condition(e.g.,an illegal argumentvaluef should
be classified as a fault or a failure. Mv rule of
thumbis that it shouldbe possible,usingthe library,
to write programsthat never generatefault conditions under any circumstances.Supposethat the
exceptionalcondition is the detection of a syntax
error in an input file, or in a characterstring that
might have originatedfrom outsideof the program.
In this case,the condition should be classifiedas a
failure, ratherthan as a fault. If it were classifiedas
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a fault, then a programwritten to avoid generating
faults is obliged to scan the input beforehandto
ensurethe absenceof syntaxerrors.
Reporting Faults
In EMS, faults are reportedby calling the function fatalQ with a printf-style argumentlist. fatalQ
aborts the program by calling a handler function
registeredusing at_fatalQ. If no handlerfunction is
registered, or if the registered handler function
returnsto its caller, then fatalQ prints a messageto
stderrandcalls abortQto obtaina coredump.
The decisionto report faults by terminatingthe
programwas a controversialone. It was made for
the following reasons:
o During a developmentcycle, the bestway for
a programto report a fault is to immediately
dumpcore. The core file can then be usedfor
post-mortemdebugging.
o If a functionsignalsa fault by reportingan
error to its caller, then this error report
becomesa de facto part of the fi¡nction'scontract with its caller, and it becomespossible
to write code that dependson intercepting
fault reports. We don't want fault reportsto
be part of a function's interface,because
checkingfor faults can be expensive,and we
would like to have the option of tum off fault
checkingusing compile-timeoptions,in order
to speed up the code. Tuming off fault
checkingshouldnot changethe semanticsof a
correctprogram.
¡ Assertions and sanity checks are easier to
code, and are more likely to be used, if
developersdon't haveto worry aboutcleaning
up after a failed assertion.
An unfortunateconsequence
of aborting a program
when a fault is detectedis that we dõn't-support
fault tolerant programsof the sort that try to keep
running after a fault has been detected(e.g., see
[Meyer 88] and [Randell75]). This isn't quite as
bad as it sounds,becauseEMS has two provisions
for supportingfault tolerance. First, programscan
registera handlerto save their statewhen fatalQ is
called. Second,EMS has facilities for automatically
restartingcrashedservers. Thus, an applicationthat
consistsof a network of processescan be made to
keep running even when individual components
crash.
Reportlng Failures
The EMS failure reportingsystemis basedon
the following principles:
1. Enor propagation, In a typical application,
errors are detectedat a low level (for example, in a library function), and handledat a
higher level (for example,in an application
prog¡am which calls the library). Only the
higher level code knows how to handle the
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error; this might be to print an error message
on the terminal, display an error window, or
terminatethe program. It is inappropriatefor
low level code to take theseactions. Therefore, when an error is detected,a description
of the eror is propagatedfrom the low level
code,where it is detected,to the high level
code (higherin the call stack)whereit is handled.
2. Erro¡ values. In the traditionalC approachto
error handling,enors are describedby a single
small integer.This is inadequate;
if the high
level error handlerneedsto display an error
messageto the user, then it usually needs
morethanjust the type of error(e.g.,"syntax
error"): it usually needs some information
about the contextin which the error occurred
(e.g.,file name + line number). In our system, errorsare describedby an Error structure
which containsboth an error id (which is an
integer) and characterstring data which can
be usedto print an informativemessage.
3. Exception handling. In the traditional C
approachto error handling,a function returns
a distinguishedvalue (such as NULL or -1)
when it gets an enor, and setsthe global variable erno with an error id. It is the responsibility of the caller to checkfor an eror ietum
status,and either handle the eror, or propagate it up the call stack. Although this
approach
is simple,it is alsoenor prone: it is
very easyfor a programmerto be lazy, and
omit checksfor error return codes. If these
checks are omitted, the program may go
wrong in a catastrophicway when an error
occurs. Our solution to this problem is to
raise an exception when an error occurs.
When a function raises an exception, it
immediatelyterminates,its caller terminates,
and so forth, until an exception handler is
found. If no exceptionhandlercan be found
anywhereon the call stack, the programterminateswith an error message.Under this
scheme,a programmermust take positive
action to preventhis function from being terminatedby an error. The worst that can happen if he forgetsto checkfor errorsis that, at
the library level, temporarily allocated
resources
may not be freed,and at the application level, the programmay terminatewith
a message.
Error IDs
The most important componentof an error
descriptionis an error 'id', which identifiesthe type
of error that occurred. Eror ids are used by error
handlersto distinguishdifferent types of erors. If
the error id has a short string representation,
then it
can also be printed out as paft of the error message,
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and usedas a key by the end-userto look up a verbosedescriptionof the error in extemaldocumentation.
A¡y systemfor definingerror ids needsto deal
with nvo issues.First,it shouldbe possiblefor programmersto define new enor ids without editing a
master table somewhere,and without conflicting
with error ids definedby other libraries. Second,it
shouldbe possibleto definesetsof relatederror ids
so that eror handlers can check error ids for
membership in a group, as an alternative to
enumeratinga long list of error ids that are to be
handledin the sameway.
The UNIIVANSI C system of eror ids (as
definedby <errno.h>and sys_errlist)is not extensible, andprovidesno supportfor grouping.
Programminglanguageswith builçin exception
handling systemsprovide the ability to define new
error ids as a matterof course,but not every such
languageprovidesa way to definegroupsof errors.
In bothANSI C++ andin CommonLisp, it is possible to organizeerror types in trees or DAGs using
singleandmultiple inherirance[Ellis 90, Steele90].
In the exceptionhandlingsystemdevisedby
Allman and Been [Allman 85], error ids are character strings,and error handlerscan use glob-stylepaf
tern matchingon enor ids.
In EMS, we chosea systemsimilarto that used
by ANSI C and UNIX. Error ids are represented
by
integers,which means that error handlerscan use
switch statementsto distinguish betweendifferent
errors. When an error descriptionis printed, the
eror id is usedas an index into a tableof message
strings.
In order to supportextensibility,we support
multiple error tables. Each enor id is a 32 bit
integerwith a L9 bit table id, and a 13 bit offset,
which is an index into the table. The table id is
computedfrom a table name: this is a string of
betweenone andfour lowercase
letterswhich is converted to an integer using a variant of base 26
encoding.
Eacherrortableis maintainedas a text file that
defines4 recordsfor eacherror:
o An error name, which is a C identifier like
ENOENT or E SYNTAX. The error nameis
usedto #define-aconstant.In addition.it is
printed by err3rint x for the benefit of both
users and programmers.Users can use the
error name to look up additionalinformation
about.the error in extemallyprovideddocumentation.
o A severitylevel,which is one of the constants
ERR_FAULT, ERR_FAIL or ERR RETRY.
ERR:FAULT denotãsa fault in an-exrernal
program or subsystem,ERR_FAIL denotesa
permanentfailure, and ERR RETRY indicates
a temporaryconditionthat-will clear up by
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itself with no intervention.
o A short,one line message,analogousto the
messagesin sys_errlist. This message is
printedby enjrint xQ.
a A verbosedescriptionof the error, typically
one paragraphin length. This is incorporated
into externaldocumentation
for errors.
This text file is processedto generatea .h file, a .c
file, and a documentationfile. The .h file contains
one #defined constant for each error id, plus an
extemal declarationfor a global variable of type
ErrTab_t[],representingthe eror table. The .c file
containsthe definition of the error table,which contains,for eacherror id, the messagestring,the severity level,andthe eror name,represented
as a string.
By convention,
in an errortablenamed,,foo',,
each error id has the prefix "EFOO_", the error
table variable is called "foo_errs", and the header
file is called "foo-errs.h".
System error codes, as obtained from the
headerfile <erno.h> or the global variableerrno,
can be convertedinto valid error ids by castingthem
to type long. The corresponding
error tableis called
sys_errs. All systemerrors are arbitrarily assigned
the severitylevel ERR_FAIL.
The only provision that EMS has for defining
groupsof error ids are the fixed set of error severity
levels. Although this has proven adequatefor our
needs,it is not very flexible.
Error Values
When a functionfails, it is responsiblefor conveying a descriptionof the error to its caller. This
descriptioncan be usedin severaldifferentways: it
might be interpretedby an error handlerwhich needs
to take different actionson different errors,it might
be usedto constructan error messagewhich will be
displayedto a humanuser,and it might be transmitted to anotherprocesson the network (as when a
servernotifiesa client of an error).
Sincethe errordescriptionmight be interpreted
by an error handler,it needsto contain an error id,
plus any additionalcontextualinformationthatmight
be neededby the enor handler,suchas the number
of bytes that were successfullywritten before the
error, the line numberon which the eror occurred.
etc. Since the error descriptionmight be used to
constructan errormessage,
it needsto containall of
the informationnecessaryto make this possible.
Finally, since the error description might be
transmittedto anotherhost on the network,it needs
to be represented
in such a way that it can be
transformed
into a machine-independent
byte stream
for transmission
purposes,then reconstituted
by the
recipient.
Let's considerthe caseof constructing
an error
message.Error messages
are seenby two classesof
people: end users, who don't understandthe
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internals of the program that failed, and
gurus/implementors
who do.
For end users,the messageshouldbe phrased
in high level terms,and provide enoughinformation
so that it is possiblefor the user to determinea
correctivecourseof action. In practice,this meansa
one-linemessage
containinga phrasedescribingthe
problem, the context in which the error occuned
(e.g., file name, line number,etc.), and an error
namewhich can be usedas a key to look up a more
completedescriptionof the error in externaldocumentation.
For gurus and implementors, the message
should contain additional information about what
went wrong at the implementationlevel of the program, becausethis informationmight be neededfor
debugging,or in order to fix a problem somewhere
in the system. This lower level informationcan be
generatednaturally,as a consequence
of the way
that error descriptionsare generated.When an error
is detected,a descriptionof the error is passeddown
the call stackthroughone or more levels of function
calls until it is finally handled.Now, considerthat
each function is obligatedto presentan error interface which makessensein terms of the abstraction
that it implements. When an errordescriptionis forwardedthroughan abstractionboundary,it is sometimes necessaryto reinterpretthe error in terms of
the curent level of abstraction,which meanssupplying a new error id, and new contextualinformation.
The lower level error descriptionwhich is beingsupplanted need not be thrown away; this low level
descriptionof the error might be of use to gurusand
implementorswhen it is presentedin an error message.
Puttingall of theserequirements
together,we
find that an eror descriptionshould consist of a
stack of one or more error intemretations. The
interpretationon the top of the stack is a high-level
descriptionof the error, while the interyretationat
the bottom of the stack describesthe error in terms
of the function in which the error was first detected.
Each error interpretationcontainsan error id, plus
additionalcontextualinformation. We need operations on error descriptionsfor printing or displaying
them as humanreadablemessages,
and for transmitting them acrossthe network to other hosts (which
may have different byte ordering,different floating
pointrepresentations,
etc.).

context

string:

In EMS, error descriptionsare representddby
valuesof type Error-t. An Error¡ containsa stack
of errorinterpretations.Eachinterpretation
contains
an error id, the error name representedas a string,
the short messageassociatedwith the error id, the
error severitylevel, and a chæacterstring containing
contextual information which is generatedat run
time,whenthe erroris detected.
Note that the contextualinformationassociated
with each interpretationis representedas a single
characterstring. This is a good representationfor
printing effor messagesand for transmitting error
descriptionsacrossthe network, but it is not a convenientrepresentation
for error handlerswhich wish
to accessand interpret the contextualinformation.
In fact, the cunent implementationof EMS provides
no programmaticway to accessthe contextualinformation at all! Although this limitation has not
causedany problems so far, I think it should be
fixed.
The stack within an Error t has a fixed maximum size of 6 entries,and the-reis a fixed amount
of spacefor storingcharacterstring information.If
you try to push more than 6 interpretationsonto the
stack; then the bottom interpretationsare thrown
away. If you try to store an oversizecontextstring
in an interpretation,then it will be truncated. We
chose to use fixed sized arrays for representing
ErrorJ's becausewe wanted to avoid the use of
dynamicallyallocatedstorage.We did not want to
run out of heap space while attempting to report
errors in a low memory situation, and we did not
want the additionalcomplicationof having to explicitly free the storageassociated
with Error t's within
an error handler. Instead,we use automaticstorage
for all Error t's. In practice,the stack size limitation is not a problem,and neitheris the occasional
truncationof contextstrings.
OperationsOn Error Values
When an error is first detected,an error value
is initialized with a single error interpretation,consisting of an error id, the associatederror name,
severitylevel and short message,and an optional
contextstring. If the errorwere printed at this point,
it would look like the tine in FigureL, below.
An error value can be initializedto containa
single interpretationby calling er_set0 (see Figure
2, below).

short message (errcir name)
Figure 1: Error messageformat

void err_set(

Error_t

*err,

ErrTab_t *tbl,

long id,

Figure 2: Prototypicalerr_set
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char *fmt,

...

)

call

Summer'92 USENIX- June8-June12,L992- SanAntonlo,TX

Moen

A Dlscipline of Error Handling

The fmt argumentis the beginningof a printf
argumentlist, which is usedto constructthe context
string. SeeFigure3 for an example.
When an error value passesthroughan abstraction boundary,it may be appropriateto push a new
interpretationonto the stack which describesthe
error in higher level terms. This is done by calling
en3ushQ. Alternatively, insteadof pushinga new
interpretationonto the stacþ you can chooseto push
an annotationby calling err_noteQ.An annotatiónis
a characterstring which is addedto the top level
enor interpretationwithout changing the error id.
Annotationsare used to add information to to the
enor messageseenby a user, without changingthe
enor descriptionfrom the point of view of an error
handler. For example,the sequenceof calls in Figure 4 would createan error descriptionwhich would
be printedas shownin Figure5.
For completeness,
we also supply err_clearQ,
which initializes an error descriptionto an empty
stack, and en3opQ, which pops the top level
interpretation,so that the error id underneathcan be
accessed.
An error handler which needs to distinguish
betweendifferent types of errorscan query an error
using the functions err_idQ and en_lévelQ. These
functions return the 32 bit enor id and the error
severitylevel, respectively,of the top level interpretation within an error. The severitv level is onè of
the following threeconstants:
#define ERR RETRY 1
#define ERR FAIT, 2
#define ERR-TAULT 3
Theseconstantsare orderedby severityso that < and
> testscanbe usedon them.
_ . 4" error can be printedby calling en3rint_xQ.
This functionprefixeseachline of outputUy ttreprógram name and a colon. If it is desiredto display
an error messagewithin a dialog box, then you can
Error_t erri
err_set ( &err,

sys_errs,

call en_string_xQ to obtain a character string
representation
of the error message,with embedded
newlines,but without the programnameprefixes.
Enors can be written to and read from a network connectionin machineindependentbinary format by calling en_write_x0 and err_read_xQ.An
unresolvedproblem with these functions is that
UNIX error numberschangetheir interpretationfrom
one machineto another.
Internationalization
In multilingual environments,it is necessaryto
ensure that enor messagesare displayed in the
correct natural language. Of course,error message
strings are not the only strings that need to be
translated,and it is appropriateto regardenor handling and intemationalization
as orthogonalproblems
that deserveseparateand independent
solutions.
Different operating environmentsprovide different solutions to the problem of internationalization. In the Macintoshand lffindows environments,
characterstringsthat needto be translatedare stored
in resourcefiles which are shippedwith the application; the buyer must purchasea copy of the aþplication which has been translated to the ãésired
language. In the OSF environment,the NLS package supportsa run-time choice of severaldifferent
naturallanguagesby setting the I¿.NG environment
variable; once again, strings containing natural
language a¡e stored separatefrom the programs
themselves.
In the EMS toolkit, we have a high-level
. abstractionfor string translation which can map
cleanly onto the facilities provided by all of tnè
aboveenvironments.The construct
XSD( string-J.iteraI )
is replacedby string-literalon systemsthat don't
lupport internationalization,and is replacedby a
functioncall which returnsa pointer to the transláted

( l o n g ) E N O M E M", C o u l d n , t a l l o c a t e

td bytes,', size);

Figure 3: Creatingan error value
Error_t err;
err_set ( &err, u t i l _ e r r s ,
E_EOF, "File descriptor td"; fd);
err3ush ( &err, util_errs,
E_CORRUPT,
"" ) i
err_note ( &err, " E r r o r w h i l e r e a d Í n g f i l e \ , ' t s \ , , " , f i l e n a m e ¡ ;
Figure 4: Creatinganothererrorvalue
Error while reading fíIe ,,foo"
> corrupted data file
(E_CoRRUPT)
> File descriptor 3: Unexpected end of file

(E_EOF)

Figure 5: A printederror value
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string on systemsthat do. In otherwords,
x s D (" H e I I o " )
returnsa pointerto the string"Bonjour" if compiled
in an environmentthat supportsinternationalization;
and the currentlanguageis French. The construct
XSI ( string-literaI
)
returns a static initializer for a structure of type
XS_t. The function xs3getsQ takesa pointer to an
XS-t, and retums a pointer to the translatedstring.
The XS packageis implementedusing a modifiedC
preprocessorwhich maps string literals onto the
appropriate magic incantations for fetching the
translatedversionof that string from the appropriate
resourcefile or database.
Thus, internationalizationof error messages
within the EMS environmentbecomesa trivial problem. The short error messages
within eachstatically
initialized EnTab_t variablehavetype XS_t, and are
initialized using tñ'eXSI macro;thii'is tran-sparent
to
the programmer. Programmersmust be careful to
use the XSD macro to translateprintfQ style format
stringsthatcontainnaturallanguage.That'sit.
Throwing and Catching Errors
In the early days of EMS, functions reported
failures by returning a special error value. This
approachwas abandonedbecauseof the code clutter
causedby checking nearly every function call. It
was replaced by a portable exception handling
mechanism
usingthe terminationmodel.
A function signalsfailure by building an error
value, then throwing it to its caller as shownin Figure 6. As a shorthand,we supply the function
throw_err_xQwhich allows the above code to be
written in a single line (seeFigure 7). The effect of
throw_xQor throw_err_xQis to raise an exception:
this causesa non-localjump down throughthe call
Error_t erri
err_set(&err, sys_errs,
throw_x(eerr) t

stack to the nearestexceptionhandler. If no exception handlersare active, then the error is printed to
stderr,and the programexits with status255. As a
result of this default behaviour,simple utility programs that exit with an error messagewhen any
enor occursarevery easyto write.
Exceptionsmay be caught using the control
structureshownin Figure 8. The "THEN-TRY ..."
clause may be repeatedzero or more times. The
identifrerargumentto CATCH is used to declarea
variableof type Enor_tt which is local to the exception handler. A TRY .. END_TRY block is syntactically a compoundstatement,and may be written
anywherea statementis legal in C. They may even
be nested.
A TRY .. END_TRY block is evaluatedin the
following manner. First, each body is executedin
sequence.If an exceptionis raised during the execution of a body, then control is immediately
transferredto the beginningof the next body. After
all of the bodieshave been executed,one of two
thingshappens.If an exceptionoccurredduringthe
executionof any body,then the handleris executed
with the Enor_t* variable pointing to the frrst error
that occurred. If noneof the bodiesraisedan exception, thenthe handleris skipped.
For example,the followingcode:
TRY
foo_x( )
CATCH(err)
err3rint_x(err,
END-TRY

stderr) ;

calls foo_xQ; if it raises an exception, then the
exceptionis caught,and the error is printedto stderr.
If you use break, continue,goto or return to
break out of the body of a TRY or THEN_TRY
clause, then you must call TPOPQ before

( I o n g ) E N O M E M",C o u l d n , t a L l o c a t e t d b y t e s " ,

size);

Figure 6: Creatingan errorvalue and throwingit to its caller
throw_err_x(sys_errs,

( l o n g ) E N O M E M", C o u l d n , t a l l o c a t e

td bytes",

size) ;

Figure 7: Combinedset and throw functions
TRY
bodyl:

statements

that

may raise

an exception

THEN-IRY
body2: more statements
CATCH(identifier¡
.. exception handler ..
END TRY

that may raise

an exception

Figure 8: Exceptioncatching

tzE
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transferringcontrol. Otherwise,the stackmaintained
by the exceptionhandlingsystemwill be damaged.
TPOPQ can only be used to break out of a single
TRY statement;it cannot be used to break out of
severalnestedTRY statementsat once. For example:
TRY
if

(bar-x1 ) == 0) {
r P o P () ;
returni

)
CATCH(err)
err3rint_x(err,
stderr) ;
END-TRY
The exceptionhandlingsystemdescribedin this section is written in portable C, with the help of
setjmpQ, longimpQ and the C preprocessor.
Although its genesisis independent,
the implementation is similar to that usedby Roberts[Roberts89].
The needfor the TPOPQmacrois regrettable,and is
an occasional source of bugs, A purpose built
preprocessor
could eliminatethe need for TPOPQ,
and could also generateslightly better quality C
codefor the TRY statement.
Cleaning Up After Errors
It is the responsibilityof every library function
to clean up properly after detectingan error. There
must be no memory leaks, file descriptorleaks, or
data structuresleft in an invalid state after an earlv
enor exit.
Considerthis function (notethat mem_alloc_xQ
is a wrapperfor mallocQthat raisesexceptions,and
mem_freeQis a wrapperfor freeQ):
void
foo_x ( )
{
F O O _ t* f l , t t 2 ì
. fl = mem_aIloc_x(sizeof(foo_t) ) t
f2 = mem_alloc_x( sizeof (Foo_t) ) ¡
... body of foo_x ...
mem_free(f1);
mem_free(f2l ¡
)
If the first call to mem_alloc_xQfails, then foo_x
will be immediatelyterminatedby an exception.
This is the desiredeffect, and no error handlingcode
is requiredwithin foo_x to makethis happen. However, if the secondcall to mem_alloc_xQfails, then
therewill be a storageleak, becausefoo_x will exit
without freeingf1.. Similarly,if the body of foo_x
(as represented
by the ellipsis) is capableof failing,
thenneitherfl andf2 will be freed. Our solutionto
this problemis to usethe codingstyle in Figure9.
The TRY clausecontainsresourceallocation
and the body of foo_x. The THEN_TRY clause
frees resources;it is executedwhetheror not the

body fails. The reasonthat we initialize f1 and f2 to
NULL is so that the calls to mem_freeQin the
THEN_TRY clausewill work evenif an exceptionis
raised in one of the calls to mem_alloc_xQ.
mem-freeQ is guaranteedto ignore a NÛLL argument,unlike freeQon someUNIX systems.
void
foo_x ( )
{
Foo_t *f1., *f.2ì
fl = NULL;
f2 = NULL;
TRY
fl = mem_alloc_x(sizeof(Foo t) );
f2 = mem_alloc_x(sizeof (Foo_t) ) t
body of foo x ...
THEN-TRY
mem_free(f1);
mem_free(f2l ¡
CATCH(err)
throw_x(err) t
END-TRY
)
Figure 9: Cleaningup after an error
This kind of analysis(for resourceleaks)has to
be performedevery time a library fr¡nctionis written. In order to makethe analysisand codingeasier
to perform, we strictly enforce two conventions.
First, all library functionsthat are capableof raising
exceptionshave namessuffixed by _x. Second,all
deallocationroutinesare requiredto ignore a NULL
argument.The _x conventionhasprovento be quite
useful, becauseit is otherwisevery difficult to tell
whetheror not a particularstretchof codeis capable
of raisingexceptions,and this is critical for resource
leak analysis. It is not convenientto assumethat
everyfunction call could raise an exception,because
we make heavy use of accessmacros to replace
direct accessto structuremembers,and theseusuallv
don't raiseexceptions.
DocumentingExceptions
One of the rules that we have tried to enforcÊ
is that the enor interfaceprovidedby eachfunction
must be fully documented.After all, this error interface is part of the contractthat the function makes
with its callers,just as surely as the result and argumenttypesare.
We have run into several problemstrying to
achievethis goal.
The first problemarisesfrom the fact that it is
difficult to documentthe error interfaceof high-level
functions if the low-level functions that they call
don't have well:defined error interfaces. Unfortunately,we have this problemwith the UNIX system calls. On manyUNIX systems,the set of enors
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generatedby eachsystemcall (and the semanticsof
systemcalls when an error is detected)is only partially documented,Furthermore,the enor interface
for systemcalls is not portable: it changesfrom one
system to the next. Consequently,EMS library
functions that perform I/O currently have a poorly
documented,system dependentenor interface, and
writing error handlersfor code that does I/O sometimes involvesexperimentation
to find out the names
of the error numbers of interest, combined with
#ifdefs to check for different enor numberson different machines. The obvioussolution to this problem, which we haven't had time to pursue, is to
definea portableerror interfacefor eachsystemcall,
then to work out the mappingfrom systemenor ids
to portable enor ids for each system call and
machinetype.
The secondproblem arisesfrom the fact that
the error interfacefor a function tendsto be defined
æ the union of the enor interfacesfor all of the
functions that it calls. Not only does this lead to
large, cluttered enor interfaces,but it also means
that error interfacestend to changeover time as a
result of maintenance,and thus the documentation
for error interfacestends to drift out of sync with
reality. This can be viewed as a documentationand
maintenanceproblem, in which case the solution
might be to attempt to generatethe documentation
for error interfaces automatically, using a code
analysistool. However, this problem can also be
viewed æ a design problem: in some cases,programmersare not making the effort to design a
high-level,abstracterror interfacethat matchesthe
abstractionprovided by the function; instead,they
are letting the enor interface default to whatever
theircodedoes.
Many strongly typed languageswith built-in
exceptionmechanismseither permit or require you
to declarethe error interfaceof a function as part of
its type. (C++ and Modula-3are examples.)This
declarationconsistsof a fixed list of error ids. In
our experíence,life is not that simple. If you are
doing object orientedprogramming(as we do), then
what you will find is that different subclassesof a
baseclassA will implementdifferenterror interfaces
for the virtual function inheritedfrom A. For example,we havea classcalledStream(similarto a stdio
FILE). The set of enors that c¿n occur in (eg) the
write-x virtual function dependson which subclass
of Streamyou are writing to. As a result, the error
interfacefor a function that takes a Stream as an
argumentdependson which subclassof Stream is
actuallypassedin. I-anguagedesignersmight wish
to considerpolymorphicexceptionsets within function signaturesto deal with this issue.
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Testing
An importantpart of our error handling package (and a topic rarely discussedin the literatureon
exceptionhandling)is testing.Full adherenceto the
enor handling discipline described here adds a
noticeableamountof complexityto our code,mostly
in the form of exception handlers withín library
functionswhich deallocateresourcesand restoredata
structureinvariantsbefore forwarding an exception.
Theseexceptionhandlersare rarely executedin production code, and are therefore a fertile breeding
ground for bugs. Fortunately,we have developeda
simple, yet powerful mechanismfor testing these
exception handlers. This mechanism works by
triggering fake exceptions in lowJevel functions
underthe control of commandline arguments.These
fake exceptionsset off a cascadeof intermediate
exceptionhandlers,therebyexercisingthem. When
used in conjunctionwith a library regressiontest
program,this mechanismcan be madeto exerciseall
of the exceptionhandlingcodein a library.
A control point for triggeringa fake exception
is placedby calling the macroxtrap_x0,which takes
an error id as an argument. Thesecontrol pointsare
placedin low level libraryfunctions,at pointswhere
an exceptioncould potentially be raised by natural
means. Only a handful of calls to xtrap_x are
needed in EMS; the single call to xtrap_x in
mem_alloc_x(our wrapperfor malloc0) is sufficient
to test75-80Voof our exceptionhandlingcode.
EMS has a mechanism for passing debug
options into a programfor use by library routines.
These debug options can either be placed in an
environmentvariable,or they can be suppliedas
argumentsto the commandline flag -V, which all
EMS programssupport. The xtrap mechanismis
triggeredusingthe commandline argument-V xt=i,
which causesthe i-th dynamicinvocationof xtrap x
to raise an exception. The commandline argument
-V xc causesa programto run to completion,then
print out the numberof times the xtrap x macrowas
executed.To exercisea library, we write a test program which exercisesall of the functions in the
library. Then we run the programwith -V xc, which
gives us the.numbern. Finally, we run the program
n times (from a shell script),supplyingthe i-th invocationwith the argument-V xt=i. This is usually
sufficientto exercise99Voof the exceptionhandling
codein the library(assumingthat the testprogramis
written to provide full coverage of the library).
rWhenthis testing techniqueis combinedwith the
debuggingversion of our storageallocator (which
detectsbad calls to free and storageleaks),we can
detect most problems involving improper releasing
of resources
in exceptionhandlers.
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The EMS approachto error handlingis a success. Our codeis robust,well behaved,and testable,
and programmeracceptance
of the approachis high.
There is an initial cost in learninghow to use the
error handlingsystem,especiallyfor junior programmers,who can be a little uncomfortablewith the fact
that most functionsthey call are liable to perform a
non-localjump upon encounteringan error. However, once programmersget past the initial learning
hump, they seem to like the system,since using it
leadsto cleanerlooking codethat is lessobscuredby
enor handling than equivalentcode which checks
eachñ¡nctioncall for error returnvalues.
Under the old regime of sígnalling enors by
return codes, the most comrnon bug is failing to
check the return code. This can lead to nasty
behaviour,like core dumps. Under the new regimê
of using exceptionsto signalenors, the most common bug is failing to catch exceptionsfor the purpose.offreeingresources,
and this leadsto resource
leaksr. The new style of bug has fewer harmful
effectson the overallrobustness
of the code.
There is still room for improvement. A more
flexiblemethodfor organizingeiro. ids into a híerarchy, so that programmerscan test an enor for
membershipin a group, and a way of associating
integerand string parameters
with an error,would bé
welcome improvements. So would a lint-like tool
for- detectingcommon bugs in exception-handling
code, and a tool to automatethe documentationoi
enor interfacesby scanningsourcecode.
The EMS enor handlingsystemcomparesquite
favourably to other C exceptionhandlingpackages.
Its greateststrengthis the Enor_t structuie,which
incorporatesthe novel idea of a stack of error
interpretations,
and providesstandardways to print
arbitrary error descriptions,and to transmit them
acrossan IPC connection.Roberts'system[Roberts
89] providesa mechanismfor raisingand handlíng
exceptionsvery similar to the EMS system,but
erors are represented
by a pair consistingof an error
id and an integerparameter.Allman's ðystem[Allman 85] providesa flexible way to organizeenor ids
into groups, has characterstring parameterswhich
are accessibleto error handlers,and integratesUNIX
signalswith the exceptionsystem. On the minus
side,his systemrequiresassemblylanguagesupport,
and hasa muchlessconvenientsyntaxfor excéption
handlers. Allman also supportsthe more general
resumptionmodel of exceptionhandling. My feeling
/Using the debugversionof the EMS
memoryallocator,
resource leaks a¡e not diffrcult to diagnose,since we
provide a facility for listing the memoryblocls which are
still allocatedat programexit time; this list gives the file
nameand line numbe¡of the call to mem alloc x for each
allocatedblock.

is that terminateand resumestyle exceptionsshould
be signalledand handledby differentmechanisms;
seethe appendix.
A Plea For Standardization
The benefitsof an exceptionhandlingsysrem
are strongestwhen it is used everywhere.Accordingly, the EMS utilities library containsexceptionraisíng replacementsor wrappersfor many of the
most commonlyused C library functions. We even
went so far as to implementa completereplacement
for stdio with bettef error handlin!2 (ana of course
betterperformance).Unfortunately,we don't get the
full benefit of our enor handling systemwhen we
use libraries,suchas thosefor the X Window System, that were written by otherpeople. Bec¿usethe
C enor system(errno,perror,etc.) is not extensible,
every library implementoris forced to create their
own enor handlingsystem,and applicationprogrammers are stuck with the job of knitting these differentenor handlingsystemstogether.
We think the world would be a better place if
the C communityhad a standard,extensibie,and
well designedsystemfor fault and failure handling
which all library implementors
used. This probably
won't happenin the C community,but thereis still
hopefor new languages
suchas C++. Implementationsof C++ that supportexceptionhandlingarejust
now starting to appear. Unfortunately,syntax for
raisingandhandlingexceptions
is not enough:there
should also be standardconventionsfor using it, a
standardway to print errors,and exceptionsraisedin
all standard
libraryroutinesuponfailure.
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Appendix:Notify and SignatConditions
This paper has dealt with 2 kinds of exceptional conditionswhich can be detectedbv a librarv
function: faults and failures. Both of theie kinds of
conditionsresultin the terminationof a functioncall
oncethey are detected. But thereis a third classof
exceptionalconditions: theseare conditionswhich
need not prevent the function from completingits
task,but which may nevertheless
needto be reported
to the caller before the function has completedits
task. Goodenough[Goodenough75] distinguishes
two types of exceptionalconditionswhich fall into
this category,which he calls notify andsignøl conditions. A handlerfor a notify conditionis prohibited
from terminatingthe operation. A handlerfor a sþz¿l condition is given the choice of terminatingthe
operation,or fixing the problemand resumingit.

t32

For an exampleof a notify condition,consider
pclose(3),which repeatedlycalls wait(Z) until rhe
processassociatedwith the argument stream has
exited. The exit statusesof child processeswhich
are different from the process that pclose0 is
attemptingto wait for are simply thrown away, and
programsthat cåll pclose0have no way of obtaining
this information.This is a designflaw in pclose0
which could be rectified through the use of a
mechanism
for reportingnotify conditions.
For an exampleof a signalcondition,consider
a function which is communicatingwith a remote
processover a network connection. If the remote
process has apparently stopped talking, then the
functionhastwo choices:it can report a failure, or it
can keeptrying to communicatewith its peer,on the
assumptionthat the peer might resumecommunication in a few seconds. In practice, timeouts are
often used in this kind of situation. A better
approachmight be to reporta signalcondition,and
let the caller attempt to fix the problem, or obtain
advicefrom the useron whetherto retry or abort.
A secondexampleof a signal conditionis a
memory alloc¿torwhich gives the caller an opportunity to free cachedmemoryblocksbeforereporting
a failure.
As I have tried to show, signal and notify conditionsa¡e real. The questionis, what combination
of languagefeaturesand programmingconventions
are most appropriatefor dealingwith them?
One approachis to incorporatethe reportingof
signaland notify conditionsinto the sameexception
handlingmechanismthat is used to report failures.
This leadsto the retry model of exceptionhandling.
In this model,when an exceptionis raised,the context raising the exceptionis not immediatelyterminated. Instead,the exceptionhandleris given the
choice of terminating the function that raised the
exception,or resumingit. The Mesa programming
languagesupportedthis model of exception handling; so does CommonLisp [Steele90]; and so
does Allman and Been's exception handler for C
[Allman85].
An evident disadvantageof implementingthe
retry model of exceptíonhandling in C is that it is
necessaryto make exceptionhandlersinto separate
functions.Not only is this grosslyinconvenient,
but
the exceptionhandlersdo not have accessto the
local variablesassociatedwith the statementblock
that they are associated
with.
The retry model of exceptionhandlingprovides
dynamically scopedhandlersfor signal and notify
conditionsthat are associated
with specificblocks of
code. It is not clear that this is the best scoping
regimen. Alternatives are to associateexceplioñ
handlerswith modules,or to associatethem with
objects. Handlerswith module scopecan be implementedby registeringa callback fi¡nction with the
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appropriatemodule. Handlerswith object scopecan
be implementedusing object orientedprogramming,
by oveniding a virtual function in the class of the
object.
I have not yet developeda personalphilosophy
concerningthe properfreatrnentof signal and notífy
conditions. However, I would like to show how
dynamically scoped handlers for these conditions
could be addedto the EMS enor handlingsystem.
The techniquecould probably be adoptedto work
with any C-basedtermination-model
exceptionhandling system.
The function
*)
int notify(Error_t
is usedby a function to notify its client of an abnormal condition;it is usedto implementboth "signal"
and "notify" exceptionsas describedabove. The
Enor-t structureis used to describethe abnormal
condition. The value returnedby noti$0 is one of
the values:
N_ABORTThe client wishes the function to abort
by raisingan exception.
N_RETRY The client wishes the function to keep
trying.
N_IGNORE The client ignoredthe notification.
A client can catch a notificationusing the following
control structure:
NOTIFY(fun)
code which may raise
a notification
END-NOTTFY
The argumentto NOTIFY is a function pointerwith
type
int (*fun) (Error_t *)
This function should examine the Error structure
(and in particular, the error id), and return
N_ABORT, N_RETRY or N_IGNORE. The return
value N_IGNORE means that the notification
handler function did not recognizethis particular
notification.
NOTIFY
END_NOTIFY blocks can b€
nestedin the same way that TRY ... END_TRY
blocks can. When a notiflcation is raised, notifyQ
searchesthe stack of NOTIFY blocks,calling each
notificationhandler function in turn until one of
them returnsa value different from N IGNORE. If
no handlersare present,or no handleris willing to
handle the condition, then notifyQ returns
N-IGNORE.
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