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Abstract
In this paper we argue that the difficulties in controlling unwanted Internet traffic, such as email SPAM, stem
from the fact that many Internet applications are fundamentally sender-driven and distinctly lack receiver
control over traffic delivery. However, since only receivers know what they want to receive, receiver-driven
approaches may often have clear advantages in restraining unwanted traffic. In this paper, we re-examine the
implications of the two common traffic delivery models: sender-push and receiver-pull. In the sender-push
model, a sender can deliver traffic at will to a receiver,
who can only passively accept the traffic, such as in
the SMTP-based email delivery system. In contrast, in
the receiver-pull model, receivers can regulate if and
when they wish to retrieve data, such as the HTTP-based
web access system. We argue that the problem of unwanted Internet traffic can be mitigated to a great extent
if the receiver-pull model is employed by Internet applications, whenever appropriate. Using three popular
applications – email, mobile text messages, and asynchronous voice messages – as examples, we demonstrate that asynchronous communication protocols can
be easily designed using the receiver-pull communication model to suppress unwanted Internet traffic.

1 Introduction
In recent years the Internet has been increasingly plagued
by the seemingly-never-ending unwanted traffic, manifesting itself in large volumes of unsolicited bulk emails
(spam), frequent outbreaks of virus/worm attacks, and
large scale Distributed Denial of Services (DDoS) attacks. For example, it was estimated that 32 billion spam
messages were sent daily on the Internet as of November
2003 [11]. Worse, spammers and virus/worm attackers
are increasingly joining force to automate spamming by
hijacking (home) user machines through virus/worm at-
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tacks. A recent study reported that as high as 80% of
spam messages were sent from compromised user machines (zombies) [15]. In this paper, we focus our attention on spam-like unwanted Internet traffic, which
plagues critical Internet applications and services such as
emails, mobile text messages, and asynchronous voice
messages (where a recorded voice message is sent to a
list of receivers). We refer to such applications collectively as message services. In this paper, we are especially interested in the implications of the protocol design on controlling unwanted traffic on the Internet.
Given the importance of controlling spam for preserving the value of the messaging systems, this issue has attracted a great amount of attention in both networking research and industrial communities. Many different spam
control schemes (in the context of Internet emails) have
been proposed, and some of them have been deployed on
the Internet [3, 8, 9, 12, 13, 14]. On the other hand, despite these anti-spam research and development efforts,
the proportion of spam seen on the Internet has been
continuously on the rise. It is estimated that nowadays
spam messages constitute 79% of all business emails, up
from 68% since the US federal Can-Spam Act of 2003
took effect in January 2004 [2]. It was also reported that
80% of mobile phone text messages were unsolicited in
Japan [16], where SMS (Short Message Services) is popular, and is therefore attractive to spammers.
In this paper we argue that the difficulties in restraining spam can be attributed to the lack of receiver control
over how messages should be delivered on the Internet.
For example, in the current SMTP-based email delivery
architecture [10], any user can send an email to another at
will, regardless of whether or not the receiver is willing
to accept the message. In the early days of the Internet
development, this was not a big problem as people on
the network largely trusted each other. However, since
the commercialization of the Internet in mid-1990, the
nature of the Internet community has changed. It has become less trustworthy, and email spam is possibly one of
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the most notable examples of the untrustworthy nature of
the Internet.

2 Push vs. Pull: Implications of Protocol
Design Choice

In order to effectively address the issue of spam in the
untrustworthy Internet, we argue that receivers must gain
greater control over if and when a message should be
delivered to them. Asynchronous messages on the Internet are delivered primarily using two different models:
sender-push and receiver-pull (or a combination of the
two). They differ in who initiates the message delivery
process. In the sender-push model, senders control the
delivery of traffic, and receivers passively accept whatever the senders push to them. The current SMTP-based
email delivery system is a typical example of this model.
In contrast, the receiver-pull model grants receivers the
control over if and when they want to retrieve data from
the senders. In this model, senders can only prepare the
data but they cannot push the data to receivers. Examples
of the receiver-pull model include the HTTP-based web
access services and the FTP-based file transfers.

The choices made during protocol design phase have
fundamental implications on security, usability, and robustness of any distributed message delivery system.
One such important design decision is whether to adopt
a sender-push or a receiver-pull model or a combination
of the two models (see Figure 1). In this section we discuss the implication of these design choices and make the
case that the receiver-pull model can prove to be highly
effective in discouraging unwanted traffic.

As we will discuss in the next section, the receiverpull model comes with several appealing advantages because it grants receivers greater control over the message
delivery mechanism. It takes advantage of the fact that
receivers have more reliable knowledge of what traffic
they want to receive. Moreover, the receiver-pull model
may also simplify the challenging issues related to the
resource usage accountability and sender authentication.
For example, because spammers need to store and manage email messages on their own mail servers (waiting
for receivers to pull), it becomes relatively easier to hold
spammers responsible for the resources they consume.
As a proof of concept, in this paper we present examples
of three asynchronous messaging applications – emails,
mobile text messages, and asynchronous voice messages.
The objective of the paper is two-fold. First, through
the example designs of the message applications, we
would like to demonstrate the feasibility and advantages
of using receiver-pull model to design protocols for asynchronous messaging applications. Second, and more
importantly, we want to raise the explicit awareness of
the difference between the sender-push and receiver-pull
models, and argue that, the receiver-pull model should
be the strongly favored design choice, whenever appropriate.
The rest of the paper is structured as follows. In Section 2 we elaborate on the two different traffic models on
the Internet. We outline the example design to support
emails, mobile text messages, and asynchronous voice
messages using the receiver-pull model in Section 3. We
summarize the paper in Section 4.
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2.1 The Sender-Push Model
In the sender-push model, the sender knows the identity
of a receiver in advance and pushes the message in an
asynchronous manner to the receiver. The receiver accepts the entire message, may choose to optionally examine the message, and then accept or discard it. An
important aspect of sender-push model is that the entire
message is received before any receiver-side processing
is performed. A number of communication services in
the Internet rely on the sender-push model. A prime example is email in which the sender relies on the Simple
Mail Transfer Protocol (SMTP) to push an entire email
message to a passive receiver. Asynchronous voice messages over the telephone network (both traditional and
IP based) represent another important application of the
sender-push model.
A common variant of the sender-push concept is the
receiver-intent-based sender-push (RISP) model. The
most common examples of the RISP model are the
subscription-based services such as mailing lists, where
user subscribes to a service which subsequently pushes
the data to the receiver. Other popular subscription-based
applications of the RISP model include stock and news
ticker applications and automatic software updates. Similarly, Instant Messaging is another application where the
message itself is pushed by the sender, but the receiver
can allow or disallow messages from specific users.
A common feature among all the above examples is
that the content itself is pushed to the receiver, whereas
the receiver may optionally provide minimal control
feedback to the sender. The primary advantage of the
sender-push model is that its asynchronous message delivery framework is conceptually simple and fits naturally for many useful applications such as email, text,
and voice messaging. Sender initiates message transfer
when the message is ready, the receiver simply waits passively for any message to arrive and accepts one when it
does arrive. Furthermore, there is no significant storage
requirement on the sender side.
The biggest disadvantage of the sender-push model is
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ment content is generated and named till the content is
retrieved by the receiver. For the SIRP model, this window is from the moment sender expresses its intent to
send till the time receiver retrieves the content. Thus,
unlike the sender push model, there is a large window
of time in which the receiver is free to verify a sender’s
identity.
One obvious disadvantage of receiver-pull model is
that the sender is burdened with greater content management complexity. The sender needs to store outgoing messages and keep them available at least till the intended receivers are willing to retrieve them, and needs
to have a deletion policy if a message is never retrieved
by the receiver. Another issue that the sender needs to
grapple with is to ensure that the party retrieving a message is indeed the originally intended receiver. However,
another angle to look at these disadvantages is that, in
the sender-push model, it is the receiver who needs to
deal with the very same issues.

2.3 Implications on Unwanted Traffic
Given that the receiver-pull model grants more control to
receivers in terms of traffic delivery, and only receivers
know what they want to receive, the receiver-pull model
has clear advantages in restraining unwanted traffic compared to the sender-push model. Moreover, the above
discussion also makes it clear that the sender is accountable to a greater degree in the receiver-pull model than
in the sender-push model. This brings us to the following key idea which underlies the theme of this paper:
When designing any communication protocol, it is advantageous to first consider using a receiver-pull model
which inherently provides greater protection against unwanted traffic.
The receiver-pull based model is a relatively low-cost
design choice that can be considered early during any
communication system design. Even if the receiver-pull
model results in slightly greater protocol complexity, it
can greatly help to simplify accountability and authentication issues by placing the overheads where they truly
belong – at the sender of the unwanted traffic.
A legitimate concern with a receiver-pull model is that
it may end up increasing the cost of sending messages for
malicious as well as legitimate senders. We will show in
the next section through an example of a receiver-pull
based email architecture that, using simple design optimizations, one can easily lower the sending cost for legitimate senders while still holding senders of unwanted
content accountable.
We do not claim that a receiver-pull based model may
be universally suitable for all forms of communications.
For example, soldiers in the middle of a desert war may
not want to rely on remote senders being reachable when
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Figure 2: An email delivery architecture with receiverpull model.

trying to retrieve their messages. However, in many important applications, such as civilian use of email, mobile text messages, and asynchronous voice messages,
the receiver-pull architecture appears to offer strong advantages in fight against unwanted traffic.

3 Applications of the Receiver-Pull Model
In order to illustrate the feasibility and advantages of the
sender-intent-based-receiver-pull (SIRP) model in supporting asynchronous applications, in this section we
outline the design of three important applications using the model: emails, mobile text messages, and asynchronous voice messages. We present the design of the
SIRP based email system in greater detail and briefly
sketch the design for the other two applications using a
framework similar to the email design. (IM2000 [1] is
another email architecture using the receiver-pull model,
however it is not backward compatible.) We emphasize
that these designs only illustrate the feasibility and effectiveness of supporting message services using the SIRP
model, in reducing unwanted traffic. Many design details
are omitted (see [4, 5] for supporting the Internet email
application using the SIRP model).

3.1 SIRP based email System
In the SIRP based email delivery system, senders cannot directly push messages to arbitrary receivers. Instead, receivers decide if and when they want to retrieve
(or pull) messages from senders. Figure 2 illustrates
the basic architecture of the new email delivery system.
In the following we will present the new system from
both the senders’ and receivers’ perspectives. Before
we delve into details, it is worth noting that the new
system extends the current Simple Mail Transfer Protocol (SMTP) [10] by adding two new commands: MSID
and GTML. In other words, all the commands and reply
codes in SMTP are also supported in the new system. We
will explain the two new commands when we use them.
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conventional virus/worm
virus/worm scanning
scanning
pulled to
pulled
tools and
and content-based
content-based spam
spam filters
filters can
can be
be applied
applied to
to
tools
further
alert
the
receiver
about
potential
virus
or
spam.
further alert the receiver about potential virus or spam.
Therefore, the
the new
new email
email delivery
delivery system
system does
does not
not exexTherefore,
clude
the
use
of
existing
email
protection
schemes.
For
clude the use of existing email protection schemes. For
security reasons,
reasons, when
when an
an SMTA
SMTA receives
receives the
the GTML
GTML
security
command,
it
needs
to
verify
that
the
corresponding
mescommand, it needs to verify that the corresponding message
is
for
the
intended
receiver,
and
more
importantly,
sage is for the intended receiver, and more importantly,
therequesting
requestingMTA
MTAisisthe
the mail
mailserver
serverresponsible
responsiblefor
for the
the
the
receiver
(i.e.
the
one
which
was
originally
contacted
for
receiver (i.e. the one which was originally contacted for
message
delivery).
message delivery).
By only
only delivering
delivering the
the envelope
envelope (including
(including msid)
msid) of
of aa
By
message from
from aa sender
sender to
to the
the receiver,
receiver, less
less bandwidth,
bandwidth,
message
storage, and
and processing
processing time
time isis used
used at
at the
the receiver
receiver side,
side,
storage,
which isis especially
especially important
important for
for resource
resource constrained
constrained
which
users, e.g.,
e.g., wireless,
wireless, PDA,
PDA, or
or dial-up
dial-up users.
users. On
On the
the other
other
users,
hand, ifif the
the receiver
receiver indeed
indeed wants
wants to
to read
read the
the message,
message,
hand,
negligible extra
extra time
time and
and bandwidth
bandwidth isis required.
required. Since
Since
negligible
thereceiver
receiverisisless
lesslikely
likelyinterested
interestedin
inmessages
messagesfrom
fromununthe
known sources,
sources, the
the majority
majority of
of such
such messages
messages will
will not
not
known
be retrieved.
retrieved. As
As aa result,
result, considering
considering the
the huge
huge volume
volume
be
of spam
spam on
on the
the Internet,
Internet, much
much less
less bandwidth
bandwidth will
will be
be
of
wasted by
by spam.
spam. For
For simple
simple back
back of
of envelope
envelope calculacalculawasted
tion, assuming
assuming there
there are
are 30
30 billion
billion spam
spam messages
messages sent
sent
tion,
daily on
on the
the Internet
Internet [11]
[11] and
and the
the average
average size
size of
of these
these
daily
messages isis 55 KBytes
KBytes [7].
[7]. We
We further
further assume
assume the
the enenmessages
velope of
of these
these messages
messages occupies
occupies 1KBytes
1KBytes on
on average.
average.
velope
Then itit isis easy
easy to
to see
see that
that we
we will
will have
have daily
daily 120
120 Tera
Tera
Then
Bytes worth
worth of
of bandwidth
bandwidth saving
saving on
on the
the Internet.
Internet. Note
Note
Bytes
thatififcontent-based
content-basedfilter
filterisisused
usedalone,
alone, these
thesespam
spammesmesthat
sages are
are still
still delivered
deliveredon
on the
the Internet.
Internet.
sages

3.1.3 Differentiating
Differentiating Message
Message Deliveries
Deliveries
3.1.3
The simple
simple SIRP
SIRP model
model not
not only
only puts
puts more
more burden
burden on
on
The
spammers
but
also
regular
contacts
of
a
receiver.
To
adspammers but also regular contacts of a receiver. To address this
this issue
issue aa hybrid
hybrid email
email delivery
delivery system
system can
can be
be
dress
designed
to
support
both
the
sender-push
and
receiverdesigned to support both the sender-push and receiverpull models.
models. In
In such
such aa system,
system, each
each receiver
receiver maintains
maintains
pull
a
list
of
regular
contacts,
whose
complete
messages
can
a list of regular contacts, whose complete messages can
be
directly
pushed
from
the
senders
to
the
receiver
using
be directly pushed from the senders to the receiver using
the current
current SMTP
SMTP protocol.
protocol. In
In addition,
addition, aa list
list of
of blackblackthe
listed
contacts
can
be
summarily
declined.
Messages
listed contacts can be summarily declined. Messages
fromnon-regular
non-regularcontacts
contactsshould
shouldbe
bestored
storedand
andmanaged
managed
from
by
the
sender
mail
servers,
and
only
the
envelopes
of
by the sender mail servers, and only the envelopes of
such
messages
are
directly
delivered
to
the
receiver
to
such messages are directly delivered to the receiver to
notify
the
pending
messages.
notify the pending messages.
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44 Summary
Summary
Sender
SenderTMS
TMS

Receiver
ReceiverTMS
TMS

Message
Message
header
header

Retrieving
Retrieving
message
message
Sending
Sendingtext
text
message
message

Sender
Sender

Message
Messageid
id
Retrieving
Retrieving
message
message

Receiver
Receiver

Figure
Figure 3:
3: Supporting
Supporting mobile
mobile text
text messages
messages with
with SIRP
SIRP
model.
model.

3.1.4
3.1.4 Practical
Practical Deployment
Deployment Considerations
Considerations
ItIt can
can be
be shown
shown that
that the
the new
new email
email delivery
delivery system
system can
can
be
be deployed
deployed incrementally,
incrementally, and
and popular
popular message
message appliapplications
cations such
such as
asmailing
mailing lists
lists can
can also
also be
be supported
supported [4,
[4, 5].
5].

In
In this
this paper
paper we
we examined
examined the
the fundamental
fundamental implications
implications
of
the
two
different
traffic
delivery
of the two different traffic delivery models,
models, sender-push
sender-push
vs.
vs. receiver-pull,
receiver-pull, on
on controlling
controlling unwanted
unwanted traffic
traffic on
on the
the
Internet.
Using
examples
of
three
popular
applications
Internet. Using examples of three popular applications
–– email,
email, mobile
mobile text
text messaging,
messaging, and
and asynchronous
asynchronous voice
voice
messaging
–
we
illustrated
that
the
receiver-pull
messaging – we illustrated that the receiver-pull model
model
can
can be
be effectively
effectively used
used for
for asynchronous
asynchronous messaging
messaging in
in
place
of
the
current
sender-push
model
to
place of the current sender-push model to reduce
reduce ununwanted
wanted Internet
Internet traffic.
traffic. Another
Another important
important contribution
contribution
of
this
paper
is
that,
by
examining
of this paper is that, by examining the
the implications
implications of
of
two
two traffic
traffic delivery
delivery models,
models, we
we attempt
attempt to
to raise
raise explicit
explicit
awareness
awareness of
of the
the impact
impact of
of the
the two
two models
models on
on unwanted
unwanted
Internet
Internet traffic,
traffic, and
and argue
argue that,
that, aa receiver-pull
receiver-pull model
model
should
should be
be strongly
strongly favored,
favored, whenever
wheneverappropriate.
appropriate.

References
References
[1]
Internet
[1] BBERNSTEIN
ERNSTEIN,, D.
D.
Internet Mail
Mail 2000
2000 (IM2000).
(IM2000).
http://cr.yp.to/im2000.html.
http://cr.yp.to/im2000.html.
[2]
[2] CCLABURN
LABURN,, T.
T. Big
Big guns
guns aim
aim atat spam.
spam. Information
Information Week
Week (Mar.
(Mar.
2004).
2004).
[3]
[3] DDELANY
ELANY,, M.
M. Domain-based
Domain-based email
email authentication
authentication using
using publicpublickeys
keys avertised
avertised in
in the
the DNS
DNS (domainkeys).
(domainkeys). Internet
Internet Draft
Draft (Aug.
(Aug.
2004).
2004). [draft–delany-domainkeys–base–01.txt].
[draft–delany-domainkeys–base–01.txt].

3.2
3.2 Mobile
Mobile Text
Text Messages
Messages and
and AsynAsynchronous
chronous Voice
Voice Messages
Messages

[4]
UAN,, Z.,
Z., DDONG
ONG,, Y.,
Y., AND
AND G
GOPALAN
OPALAN,, K.
K. DiffMail:
DiffMail: AA difdif[4] DDUAN
ferentiated
ferentiated message
message delivery
delivery architecture
architectureto
tocontrol
control spam.
spam. Tech.
Tech.
Rep.
Rep.TR-041025,
TR-041025,Department
Departmentof
ofComputer
ComputerScience,
Science,Florida
FloridaState
State
University
University(Oct.
(Oct.2004).
2004).

Figure
Figure 33 illustrates
illustrates the
the architecture
architecture in
in supporting
supporting mobile
mobile
text
textmessages
messagesusing
usingthe
theSIRP
SIRPmodel.
model. Each
Eachmobile
mobilephone
phone
service
service provider
provider will
will deploy
deploy one
one or
or multiple
multiple text
text mesmessage
sage servers
servers (TMS).
(TMS). When
When aa user
user sends
sends aa text
text message
message
to
to another
another user
user (who
(who may
may be
be with
with another
another provider),
provider), the
the
text
text message
message isis stored
stored in
in the
the sender
sender provider’s
provider’sTMS,
TMS, and
and
only
only the
the message
message header
header (including
(including the
the corresponding
corresponding
phone
number
and
a
message
id)
is
sent
phone number and a message id) is sent to
to the
the receiver
receiver
provider’s
TMS.
The
receiver
provider’s
TMS
provider’s TMS. The receiver provider’s TMS will
will nonotify
tifythe
thereceiver
receiverabout
aboutthe
themessage
messageheader.
header. IfIfthe
thereceiver
receiver
wants
wants to
to read
read the
the message,
message, the
the receiver
receiver provider’s
provider’s TMS
TMS
will
retrieve
the
message
from
the
sender
provider’s
will retrieve the message from the sender provider’sTMS
TMS
on
on behalf
behalf of
of the
the receiver.
receiver.

[5]
[5] DDUAN
UAN,, Z.,
Z., GGOPALAN
OPALAN,, K.,
K., AND
AND D
DONG
ONG,, Y.
Y. Receiver-driven
Receiver-driven exextensions
tensionsto
toSMTP.
SMTP.Internet
InternetDraft
Draft(May
(May2005).
2005).[draft–duan–smtp–
[draft–duan–smtp–
receiver–driven–00.txt].
receiver–driven–00.txt].

Asynchronous
Asynchronousvoice
voicemessages
messagesare
arecurrently
currentlysupported
supported
by
cell
phone
service
providers,
where
by cell phone service providers, where aa recorded
recorded voice
voice
message
messageisissent
sentto
toaareceiver,
receiver,or
oraagroup
groupof
ofreceivers.
receivers. This
This
service
service can
can be
be potentially
potentially exploited
exploited by
by spammers
spammers given
given
its
its capability
capability to
to send
send aa voice
voice message
message to
to aa large
large number
number
of
receivers
with
relatively
little
effort.
Moreover,
of receivers with relatively little effort. Moreover,as
as the
the
service
is
being
integrated
into
VoIP
based
applications,
service is being integrated into VoIP based applications,
itit becomes
becomes even
even more
more attractive
attractive to
to spammers.
spammers. This
This serservice
can
be
supported
using
the
SIRP
model
instead
vice can be supported using the SIRP model instead of
of
the
the sender-push
sender-pushmodel
model essentially
essentially in
in the
the same
same manner
manner as
as
mobile
mobile text
text messages.
messages. We
We skip
skip the
the detailed
detailed discussion
discussion
due
to
space
considerations.
due to space considerations.

30

[6]
[6] FFUU,, K.
K. Personal
Personalcommunication.
communication. MIT,
MIT,(Mar.
(Mar.2005).
2005).
[7]
[7] GGOMES
OMES,, L.,
L., CCAZITA
AZITA,, C.,
C., AALMEIDA
LMEIDA,, J.,
J., AALMEIDA
LMEIDA,, V.,
V., AND
AND
M
MEIRA
EIRA,, W.
W. Charactering
Charactering aa spam
spam traffic.
traffic. In
In Proceedings
Proceedings of
of
IMC’04
IMC’04(Oct.
(Oct.2004).
2004).
[8]
RAHAM,,P.
P. AAplan
planfor
forspam
spam
[8] GGRAHAM
.. http://www.paulgraham.com/spam.html
http://www.paulgraham.com/spam.html (2003).
(2003).
[9]
[9] JJUELS
UELS,,A.,
A.,AND
ANDB
BRAINARD
RAINARD,,J.
J. Client
Clientpuzzles:
puzzles: AAcryptographic
cryptographic
defense
defense against
against connection
connection depletion
depletion attacks.
attacks. In
In Proceedings
Proceedings of
of
NDSS-1999
NDSS-1999 (Networks
(Networks and
and Distributed
Distributed Security
Security Systems)
Systems) (Feb.
(Feb.
1999).
1999).
[10]
LENSIN,, J.
J. Simple
Simple mail
mail transfer
transfer protocol.
protocol. RFC
RFC 2821
2821 (Apr.
(Apr.
[10] KKLENSIN
2001).
2001).
[11]
[11] LLAURIE
AURIE,,B.,
B., AND
AND C
CLAYTON
LAYTON,, R.
R. ”Proof-of-Work”
”Proof-of-Work”proves
provesnot
notto
to
work.
work. http://www.apache-ssl.org/proofwork.pdf
http://www.apache-ssl.org/proofwork.pdf (May
(May2004).
2004).
[12]
[12] LLYON
YON,, J.,
J., AND
AND W
WONG
ONG,, M.
M. Sender
Sender ID:
ID: Authenticating
Authenticating e-mail.
e-mail.
Internet
InternetDraft
Draft(Aug.
(Aug.2004).
2004). [draft–ietf–marid–core–03.txt].
[draft–ietf–marid–core–03.txt].
[13]
[13] RBL.
RBL. Real-time
Real-time spam
spam black
black lists
lists (RBL).
(RBL). http://www.emailhttp://www.emailpolicy.com/Spam-black-lists.htm.
policy.com/Spam-black-lists.htm.
[14]
[14] RRISHI
ISHI,, V.
V. Free
Free lunch
lunch ends:
ends: e-mail
e-mail to
to go
go paid.
paid. The
The Economic
Economic
Times
Times(Feb.
(Feb.2004).
2004).
[15]
[15] SSANDVINE
ANDVINE IINCORPORATED
NCORPORATED.. Trend
Trend analysis:
analysis: Spam
Spam trojans
trojans and
and
their
theirimpact
impacton
onbroadband
broadbandservice
serviceproviders
providers(June
(June2004).
2004).
[16]
[16] TTHE
HE W
WASHINGTON
ASHINGTON PPOST
OST.. FCC
FCC sets
sets sights
sights on
on mobile
mobile phone
phone
spam
spam(Mar.
(Mar.2004).
2004).

SRUTI ’05: Steps to Reducing Unwanted Traffic on the Internet Workshop

USENIX Association

