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Abstract

Wirelessnetworks are beingintegratedinto the modern
automobile. The security and privacy implications of
suchin-car networks, however, have arenot well under
stoodastheir transmissiongpropagatebeyond the con-
nes of acar's body. To understandhe risks associated
with thesewirelesssystemsthis paperpresents privacy
andsecurityevaluationof wirelessTire Pressurévioni-
toring Systemsusing both laboratoryexperimentswith
isolatedtire pressuresensormodulesand experiments
with a completevehicle system. We shaw that eaves-
droppingis easilypossibleat a distanceof roughly 40m
from a passingvehicle. Further reverse-engineeringf
the underlying protocolsrevealed static 32 bit identi-
ers andthatmessagesanbe easilytriggeredremotely
which raisesprivacy concernsasvehiclescanbetracked
throughtheseidenti ers. Further currentprotocolsdo
not employ authenticatiorand vehicleimplementations
do not performbasicinput validation, therebyallowing
for remotespoo ng of sensormessages\We validated
this experimentallyby triggering tire pressurewvarning
messagef a moving vehiclefrom a customizedsoft-
ware radio attack platform locatedin a nearbyvehicle.
Finally, the paperconcludeswith a setof recommenda-
tionsfor improving the privacy andsecurityof tire pres-
sure monitoring systemsand other forthcoming in-car
wirelesssensometworks.

1 Intr oduction

The questfor increasedsafety and ef ciency of au-
tomotive transportationsystemis leading car makers
to integrate wireless communicationsystemsinto au-
tomobiles. While vehicle-to-ehicle and vehicle-to-
infrastructuresystemg¢22] haverecevedmuchattention,
the rst wirelessnetwork installedin every new vehicle
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is actually an in-vehicle sensometwork: the tire pres-
suremonitoring system(TPMS). The wide deplgyment
of TPMSsin the United Statesis an outgranth of the
TREAD Act [35] resultingfrom the Ford-Firestondire
failure controversy [17]. Beyond preventing tire fail-
ure, alerting drivers aboutunderin atedtires promises
toincreaseverallroadsafetyandfuel economybecause
propertire in ation improvestraction,brakingdistances,
andtire rolling resistance Thesebene ts have recently
ledto similarlegislationin theEuropearUnion[7] which
mandate§ PMSson all new vehiclesstartingin 2012.

Tire PressureMonitoring Systemscontinuouslymea-
sureair pressurensideall tiresof passengetars,trucks,
andmultipurposepassengevehicles,andalertdriversif
ary tire is signi cantly underin ated. While bothdirect
andindirectmeasuremertechnologie®xist, only direct
measurementasthe measuremensensitvity required
by the TREAD Act andis thusthe only onein produc-
tion. A directmeasuemensystenuseshattery-pevered
pressuresensorsinside eachtire to measuretire pres-
sureand cantypically detectary lossgreaterthan1.45
psi [40]. Sincea wired connectionfrom a rotatingtire
to the vehicle's electroniccontrol unit is dif cult to im-
plement,the sensomodulecommunicate#s datavia a
radiofrequeny (RF)transmitter Thereceving tire pres-
surecontrolunit, in turn, analyzeshe dataandcansend
resultsor commandsto the central car computerover
the ControllerareaNetwork (CAN) to triggerawarning
messag®en thevehicledashboardfor example.Indirect
measuemensystemsnfer pressuralifferencebetween
tiresfrom differencesn therotationalspeedwhich can
be measuredising the anti-lock braking system(ABS)
sensorsA lower-pressureire hasto rotatefastetto travel
the samedistanceas a higherpressurdire. The disad-
vantageof this approacharethatit is lessaccurateye-
quirescalibrationby the driver, andcannotdetectthe si-
multaneoudossof pressurdrom all tires (for example,
duetotemperaturehanges)Whileinitial versionof the
TREAD Act allowed indirect technology updatedrul-



ings by the United StatesdNationalHighway Transporta-
tion Safety Administration(NHTSA) have requiredall
new carssold or manufcturedafter 2008in the United
Statedo beequippedvith direct TPMS[35] dueto these
disadwantages.

1.1 Security and Privacy Risks

Security and privacy aspectsof vehicle-to-ehicle and

vehicle-to-infrastructureeommunicationhave receved

signi cant considerationby both practitionersand re-

searcher$3, 36]. However, the alreadydeployedin-car

sensorcommunicationsystemshave receved little at-

tention, becausdi) the shortcommunicatiorrangeand

metalvehiclebodymayrenderearesdroppingndspoof-

ing attacksdif cult and(ii) tire pressurenformationap-

pearsto be relatively innocuous. While we agreethat

the safety-critical applicationscenariosfor vehicle-to-
vehiclecommunicationgacehighersecurityandprivacy

risks,we believe thatevencurrenttire pressureneasure-
mentsystemgpresenpotentialfor misuse.

First, wirelessdevicesareknown to presenttracking
risksthroughexplicit identi ersin protocolg20] oriden-
ti able patternsin waveforms[10]. Sinceautomobiles
have becomean essentiaklementof our socialfabric—
they allow usto commuteto andfrom work; they helpus
take careof erranddik e shoppingandtakingourchildren
to day care— trackingautomobilegresentsubstantial
risks to location privagy. Thereis signi cant interestin
wirelesstracking of cars,at leastfor traf c monitoring
purposesSeveralentitiesareusingmobiletoll tagread-
ers [4] to monitor trafc o ws. Trackingthroughthe
TPMS system|f possiblewould raisegreaterconcerns
becausdhe useof TPMS is not voluntaryandthey are
hardto deactvate.

Secondywirelessis easierto jam or spoofbecauseao

physicalconnectionis necessaryWhile spoo ng a low
tire pressurereadingsdoesnot appearto be critical at
rst, it will leadto a dashboardvarningandwill likely
causethe driver to pull over andinspectthe tire. This
presentsample opportunitiesfor mischiefand criminal
actiities, if pastexperienceis ary indication. Drivers
have beenwilling to tinkerwith trafc light timing to re-
ducetheir commutetime [6]. It hasalsobeenreported
that highway robbersmalke drivers pull over by punc-
turing the car tires [23] or by simply signalinga driver
thatatire problemexists. If nothingelse,repeatedalse
alarmswill underminedrivers' faith in the systemand
leadthemto ignoresubsequent PMS-relatedvarnings,
therebymakingthe TMPS systemineffective.

To what extent theserisks apply to TPMS and more
generallyto in-car sensorsystemgemainsunknovn. A
key questionto judge theserisks is whetherthe range
at which messagesanbe overheardor spoofedis large

enoughto make suchattacksfeasiblefrom outsidethe
vehicle. While similar range questionshave recently
beeninvestigatedor RFID devices[27], theradioprop-
agationernvironmentwithin an automobileis different
enoughto warrantstudybecausehe metalbody of a car
couldshieldRFfrom escapingr enteringacatr. It is also
unclearwhetherthe TPMS messageateis high enough
to make tracking vehiclesfeasible. This paperaimsto
Il thisvoid, andpresents securityandprivacy analysis
of state-of-theart commercialtire pressuremonitoring
systemsaswell asdetailedmeasurementfor the com-
municationrangefor in-carsensotransmissions.

1.2 Contributions

Following our experimental analysis of two popular
TPMSsusedin alargefractionof vehiclesin the United
Statesthis paperpresentshefollowing contributions:

Lack of security measures. TPMS  communications
are basedon standardmodulation schemesand
simple protocols. Sincethe protocolsdo not rely
on cryptographic mechanisms,the communica-
tion can be reverse-engineeredas we did using
GNU Radio[2] in conjunctionwith the Universal
Software Radio PeripheralUSRP)[1], a low-cost
public software radio platform. Moreover, the
implementationof the in-car system appearsto
fully trust all receved messages. We found no
evidenceof basicsecuritypractices,suchasinput
validation, being followed. Therefore, spoo ng
attacksandbatterydrain attacksare madepossible
andcancauseTPMSto malfunction.

Signi cant communicationrange. While the vehicle's
metalbodydoesshieldthesignal,we foundalarger
than expectedeavesdroppingrange. TPMS mes-
sagesanbe correctlyrecevedup to 10mfrom the
carwith a cheapantennaandup to 40mwith a ba-
sic low noiseampli er. This meansan adwersary
canoverhearor spooftransmissiongérom the road-
sideor possiblyfrom a nearbyvehicle,andthusthe
transmissiopowersbeingusedarenotlow enough
to justify the lack of othersecuritymeasures.

Vehicletracking. Eachin-tire sensomodulecontainsa
32-bitimmutableidenti er in every message.The
lengthof theidenti er eld rendergire sensomod-
ule IDs sufciently uniqueto track cars. Although
tracking vehiclesis possiblethroughvision-based
automaticlicense plate identi cation, or through
toll tag or other wirelesscar components track-
ing throughTPMS identi ers raisesnew concerns,
becausehesetransmittersare dif cult for drivers
to deactvate asthey are availablein all new cars



andbecausevirelesstrackingis alow-costsolution
comparedo emplogying visiontechnology

Defenses.We discusssecuritymechanismshat areap-
plicable to this low-power in-car sensorscenario
without taking away the easeof operationwhenin-
stalling a new tire. The mechanismsncluderela-
tively straightforvarddesignchangesn additionto
recommendationfor cryptographicprotocolsthat
will signi cantly mitigateTMPS securityrisks.

The insightsobtainedcanbene t the designof other
emeging wirelessin-car sensingsystems.Modern au-
tomobilescontainroughly threemiles of wire [31], and
this will only increaseas we make our motor vehicles
moreintelligentthroughmoreon-boardelectroniccom-
ponents,rangingfrom navigation systemsto entertain-
mentsystemso in-car sensors.Increasingthe amount
of wires directly affects car weight and wire complex-
ity, which decreasefuel economy[13] andimposedif-
culties on fault diagnosis[31]. For this reasonwire-
lesstechnologiewill increasinglybeusedin andaround
thecarto collectcontrol/statuslataof the car's electron-
ics[16,33]. Thus,understandingndaddressinghevul-
nerabilitiesassociatedvith internalautomotve commu-
nications,and TPMS in particular is essentiato ensur
ing thatthe new wave of intelligentautomotve applica-
tionswill besafelydeployedwithin our cars.

1.3 Outline

We begin in Section2 by presentingan overview of

TPMS and raising related security and privacy con-
cerns. Although the speci cs of the TPMS communi-
cationprotocolsare proprietary we presenfour reverse-
engineeringffort thatrevealsthe detailsof the protocols
in Section3. Then, we discussour study on the sus-
ceptibility of TPMS to earesdroppingn Section4 and
messagespoo ng attacksin Section5. After complet-
ing our securityandprivagy analysiswe recommendle-
fensemechanism$o secureTPMSin Section6. Finally,

we wrapup our paperby presentingelatedwork in Sec-
tion 7 beforeconcludingin Section8.

2 TPMS Overview and Goals

TPMS architecture. A typical direct TPMS contains
the following components:TPM sensorstted into the
backof the valve stemof eachtire, a TPM electriccon-
trol unit (ECU), a receving unit (eitherintegratedwith

the ECU or stand-alone)a dashboardTPM warning
light, andoneor four antennasonnectedo thereceving

unit. The TPM sensorgeriodically broadcasthe pres-
sureand temperaturaneasurementtogetherwith their
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Figurel: TPMSarchitecturevith four antennas.

identi ers. The TPM ECU/recever recevesthe pack-
etsand performsthe following operationsheforesend-
ing message$o the TPM warninglight. First, sinceit
canreceve pacletsfrom sensordelongingto neighbor
ing cars,it lters outthosepaclets. Secondjt performs
temperatureompensationyhereit normalizeghepres-
surereadingsand evaluatestire pressurechanges.The
exact designof the systemdiffers acrosssuppliers,par
ticularly in termsof antennacon guration and commu-
nicationprotocols. A four-antennacon guration is nor
mally usedin high-endcar models,wherebyanantenna
is mountedn eachwheelhousingbehindthewheelarch
shellandconnectedo areceving unit throughhigh fre-
gueny antennaablesasdepictedn Figurel. Thefour-
antennaystenprolongssensobatterylife, sincethean-
tennasaremountedcloseto the TPM sensorsvhich re-
ducestherequiredsensotransmissiorpower. However,
to reduceautomobilecost,the majority of carmanufc-
toriesuseoneantennawhichis typically mountedonthe
rearwindow [11,39].

Communication protocols. The communicationgro-

tocolsusedbetweersensorand TPM ECUsarepropri-
etary From supplierwebsitesand marketing materials,
however, onelearnsthat TPMS datatransmissiongom-
monly usethe 315MHz or 433 MHz bands(UHF) and
ASK (Amplitude Shift Keying) or FSK (Frequeng Shift
Keying) modulation.Eachtire pressuresensoicarriesan
identi er (ID). Beforethe TPMS ECU can acceptdata
reportedby tire pressuresensors|Ds of the sensorand
the positionof thewheelthatit is mountedon haveto be
enteredo the TPMS ECU eithermanuallyin mostcars
or automaticallyin somehigh-endcars.Thisis typically
doneduring tire installation. Afterwards,the ID of the
sensobecomeshekey informationthatassistshe ECU
in determiningthe origin of the datapaclet and Itering
out pacletstransmittedby othervehicles.

To prolong batterylife, tire pressuresensorsare de-
signedto sleepmostof thetime andwake upin two sce-
narios: (1) whenthe car startsto travel at high speeds
(over 40 km/h), the sensorsarerequiredto monitor tire



pressures;(2) during diagnosisand the initial sensor
ID binding phasesthe sensorsare requiredto transmit
theirIDs or otherinformationto facilitatetheprocedures.
Thus,thetire pressuresensorswill wake up in response
to two triggering mechanisms:a speedhigherthan 40
km/h detectedby an on-boardaccelerometeor an RF
activationsignal.

The RF activation signalsoperateat 125 kHz in the
low frequeny (LF) radio frequeny bandandcanonly
wake up sensorawithin a shortrange,dueto the gener
ally poor characteristic®f RF antennast thatlow fre-
queng. Accordingto manualsfrom differenttire sen-
sor manufcturers the activation signal can be eithera
tone or a modulatedsignal. In either case,the LF re-
ceiver on the tire sensorlters the incoming activation
signal and wakes up the sensoronly whena matching
signalis recognized Activation signalsaremainly used
by cardealergo installanddiagnosdire sensorsandare
manufcturerspeci c.

2.1 Security and Privacy Analysis Goals

Our analysiswill concentrateon trackingrisks through
eavesdroppingon sensoridenti ers and on message
spoo ng risks to insertforgeddatain the vehicle ECU.
The presenceof an identi er raisesthe specterof lo-
cation privagy concerns. If the sensorlDs were cap-
turedatroadsiddrackingpointsandstoredin databases,
third partiescouldinfer or prove thatthe driver hasvis-
ited potentially sensitve locationssuchasmedicalclin-
ics, political meetingsor nightclubs.A similar example
is seenwith electronictoll recordsthat are capturedat
highway entryandexit pointsby privateentitiesfor traf-
¢ monitoring purposes. In somestates,theserecords
arefrequentlysubpoenaetbr civil lawsuits. If tracking
throughthe tire pressuremonitoring systemwere pos-
sible, this would createadditionalconcernsparticularly
becausehe systemwill soonbe presentin all carsand
cannoteasilybedeactvatedby adriver.
Besidestheseprivagy risks, we will considerattacks
whereanadwersaryinterfereswith thenormaloperations
of TPMSby actively injectingforgedmessageskor in-
stanceanadwersarycouldattemptto sendalow pressure
paclet to triggera low pressurevarning. Alternatively,
theadwersarycouldcycle througha few forgedlow pres-
surepacletsanda few normalpressurgaclets,causing
thelow pressuravarninglights to turn on andoff. Such
attacksjf possible couldundermineadrivers' faithin the
systemandpotentiallyleadthemto ignoreTPMS-related
warningscompletely Lastbut not least,sincethe TPM
sensorsalways respondto the correspondingactivation
signal, an adwersarythat continuouslytransmitsactiva-
tion signalscan force the tire sensorgo sendpaclets
constantlygreatlyreducingthelifetime of TPMS.

To evaluatethe privacy and securityrisks of sucha
system,we will addresshe issueslisted below in the
following sections.

Dif culty of reverseengineering Many potential at-
tackers are unlikely to have accessto insider in-
formationandmustthereforereconstructhe proto-
cols,bothto beableto extractIDs to trackvehicles
andto spoof messages.The level of information
necessaryliffersamongattacks;replaysfor exam-
ple might only requireknowledgeof the frequeny
bandbut moresophisticatedpoo ng requirespro-
tocol details. For spoo ng attackswe alsoconsider
whetheroff-the-shelfradioscangeneratendtrans-
mit the pacletsappropriately

Identi er characteristics. Trackingrequiresobserving
identifying characteristicérom a messageso that
multiple messagesanbe linked to the samevehi-
cle. The succes®f trackingis closelytied to the
answerdo: (1) Are the sensorDs usedtemporar
ily or overlongtimeintervals?(2) Doesthelength
of thesensonD sufce to uniquelyidentify a car?
SincethesensollDs aremeantto primarily identify
their positionsin the car, they may not be globally
unigueandmay rendertrackingdif cult.

Transmissionrange and frequency Tracking further
depend®nwhetheraroad-siderackingunitwill be
likely to overhearatransmissiorirom a carpassing
athighspeedThisrequiresunderstandintherange
and messagindgrequeng of paclet transmissions.
To avoid interferencebetweencarsandto prolong
the batterylife, the transmissiorpowersof the sen-
sorsaredeliberatelychoserto below. Is it possible
to track vehicleswith suchlow transmissiorpower
combinedwith low messagindrequeng?

Security measutes. The easeof messagespoo ng de-
pendson the useof securitymeasuresn TPMSs.
Thekey questionso make messagepoo ngaprac-
tical threatinclude: (1) Are messagesuthenti-
cated?(2) Doesthe vehicleuseconsisteng checks
and ltering mechanismso rejectsuspiciougpack-
ets?(3) How long, if possible doesit take the ECU
to completelyrecoverfrom aspoo ng attack?

3 Reverse Engineering TPMS Communi-
cation Protocols

Analyzingsecurityandprivacy risksbeginswith obtain-
ing a thoroughcomprehensiowf the protocolsfor spe-
ci ¢ sensorsystems. To elaborate,one needsto know
the modulationschemesgncodingschemesand mes-
sageformats,in additionto the activation andreporting



Figure2: Equipmentusedfor paclet snifng. At the bottom,
from left to right arethe ATEQ VT55 TPMStriggertool, two
tire pressuresensorg TPS-AandTPS-B),andalow noiseam-
plier (LNA). At thetopis onelaptopconnectedvith a USRP
with a TVRX daughterboardttached.

methodologieso properlydecodeor spoofsensomes-
sagesApartfrom accesso aninsideror theactualspec-

i cations, this informationrequiresreverse-engineering
by anadwersary To corvey thelevel of dif culty of this
processfor in-car sensorprotocols,we provide a brief
walk-throughof our approactbelon, wherewe begin by
presentingelevanthardware.

Tire pressue sensorequipment. We selectedwo
representatie tire pressuresensorshatemploy different
modulationschemes Both sensorsare usedin automo-
bileswith high market sharesn the US. To preventmis-
use of the information here, we refer to thesesensors
simply astire pressue sensorA (TPS-A)andtire pres-
sure sensorB (TPS-B) To helpour processwe alsoac-
quireda TPMStrigger tool, which is availablefor a few
hundreddollars. Suchtools are handhelddevicesthat
can activate and decodeinformation from a variety of
tire sensofimplementations Thesetools arecommonly
usedby cartechniciansaandmechanicgor troubleshoot-
ing. For our experimentswe useda TPMS trigger tool
from ATEQ[8] (ATEQVT55).

Raw signal sniffer. Reverseengineeringhe TPMS
protocolsrequiresthe captureand analysisof raw sig-
nal data. For this, we used GNU Radio [2] in con-
junction with the Universal Software Radio Peripheral
(USRP)[1]. GNU Radiois anopensourcefreesoftware
toolkit thatprovidesalibrary of signalprocessingplocks
thatrun on a hostprocessinglatform. Algorithmsim-
plementedusing GNU Radio can receve datadirectly
from the USRR which is the hardwarethat providesRF
accessvia an assortmenbf daughterboards.They in-
cludethe TVRX daughterboardapableof receving RF
in therangeof 50Mhz to 870MHz andtheLFRX daugh-
terboardableto receve from DC to 30 MHz. For con-
veniencewe initially usedanAgilent 89600VectorSig-
nal Analyzer(VSA) for datacapturg(but suchequipment

is not necessary)The pressuresensomodules trigger
tool, andsoftwareradioplatformareshavn in Figure 2.

3.1 ReverseEngineeringWalk Through

While our public domainsearchresultedin only high-
level knowledgeaboutthe TPM communicationproto-
col speci cs, anticipatingsensoractiity in the 315/433
MHz bandsdid provide us with a startingpoint for our
reverseengineeringanalysis.

We beganby collectingafew transmissionfrom each
of the TPM sensorsThe VSA wasusedto narrov down
the spectrabandwidthnecessaryor fully capturingthe
transmissionsThesensorsvereplacedcloseto theVSA
receving antennavhile we usedthe ATEQVT55 to trig-
ger the sensors.Although initial datacollectionswere
obtainedusingthe VSA, the researchteamswitchedto
usingthe USRPto illustratethatour ndings (andsubse-
quentlyour attacks)canbeachievedwith low-costhard-
ware. An addedbene t of usingthe USRPfor the data
collectionsis thatit is capableof providing synchronized
collectsfor the LF andHF frequeng bands— thusal-
lowing us to extract importanttiming information be-
tweentheactivationsignalsandthesensoresponsesio
performthesecollects,the TVRX andLFRX daughter
boardswere usedto provide accesgo the properradio
frequencies.Oncethe sensomurstswere collected,we
beganour signalanalysisn MATLAB to understandhe
modulationandencodingschemesThe nal stepwasto
mapoutthe messagéormat.

Determine coarse physical layer characteristics.
The rst phaseof characterizingthe sensorsinvolved
measuringourst widths, bandwidth,and other physical
layer properties. We obsened that burst widths were
on the orderof 15 ms. During this initial analysis,we
notedthat eachsensoitransmittedmultiple burstsin re-
sponsdo their respectie activationsignals. TPS-Aused
4 bursts, while TPS-B respondedvith 5 bursts. Indi-
vidual burstsin the serieswere determinedo be exact
copiesof eachother, thuseachburstencapsulateacom-
pletesensoreport.

Identify the modulation scheme. Analysis of the
basebandvaveformsrevealedtwo distinct modulation
schemes. TPS-A employed amplitude shift keying
(ASK), while TPS-B employed a hybrid modulation
scheme— simultaneoususageof ASK and frequengy
shift keying (FSK). We speculatehatthe hybrid scheme
is usedfor two reasons(1) to maximizeoperabilitywith
TPM readersaand(2) to mitigatethe effectsof anadverse
channelduringnormaloperation.Figure3illustratesthe
differencedetweerthesensorstransmissiorin boththe
time andfrequeng domains. The modulationschemes
arealsoobsenablein theseplots.
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Figure3: A comparisorof FFT andsignalstrengthtime series
betweenrSP-AandTSP-Bsensors.

Resol\e the encodingscheme. Despitethe different
modulationschemesijt was immediatelyapparentthat
both sensorswvere utilizing Manchesteencoding(after
distinct preamblesequences)The baudrateis directly
obsenable underManchesteencodingandwas on the
orderof 5 kBd. The next stepwasto determinethe bit
mappingdrom the Manchesteencodedsignal. In order
to accomplishthis goal, we leveragedknowledge of a
known bit sequencén eachmessageWe knew the sen-
sorID becausé wasprintedoneachsensoandassumed
thatthis bit sequencenustbe containedn the message.
We foundthatapplyingdifferentialManchestedecoding
generate@ bit sequenceontainingthe sensoiD.

Reconstructing the messageformat. While both
sensorsused differential Manchesterencoding, their
pacletformatsdifferedsigni cantly. Thus,ournext step
wasto determinethe messagenappingsfor the restof
thebitsfor eachsensorTo understanthesizeandmean-
ing of eachbit eld, we manipulatedensotransmissions
by varying a single parameteiand obsened which bits
changedn the message For instance we adjustedthe
temperatureisinghot gunsandrefrigeratorspr adjusted
the pressureBy simultaneouslusingthe ATEQ VT55,
we werealsoableto obsene the actualtransmittedval-
uesandcorrelatethemwith our decodedits. Usingthis
approachwe managedo determineghe majority of mes-
sageelds andtheirmeaningdor bothTPS-AandTPS-
B. TheseincludedtemperaturepressureandsensoiD,
asillustratedin Figure4. We alsoidenti ed the useof
a CRC checksumanddeterminedhe CRC polynomials
througha bruteforcesearch.

At this point, we did not yet understandhe meaning
of afew bitsin themessageWe werelaterableto recon-
structtheseby generatingnessagewith our softwarera-
dio, changingthesebits, andobservingthe outputof the

‘ preamble | SensorIDl Pressure | Temperature | Flags | Checksum |

Figure4: An illustration of a paclet format. Note the sizeis
notproportionalto realpaclet elds.

TPMStool or arealcar It turnedout thatthesewerepa-
rameterdik e batterystatus overwhich we hadno direct
controlby purelymanipulatinghe sensomodule.More
detailson messagepoo ng arepresentedn Sectionb.

3.2 Lessond.earned

The aforementionedeverse-engineeringanbe accom-
plished with a reasonablebackgroundin communica-
tions and computerengineering.lt took a few daysfor
aPhD-level engineerxperiencedvith reverseengineer
ing to build aninitial system It took severalweeksfor an
MS-level studentwith no prior experiencen reverseen-
gineeringand GNU Radio programmingto understand
and reproducethe attack. The equipmentused (the
VTEQ VT55 andUSRPattachedvith TVRX) is openly
availableandcosts$1500at currentmarket prices.

Perhap®neof themostdif cult issuesnvolvedbaud
rateestimation.SinceManchesteencodings used,our
initial baudrate estimatesnvolved averagingthe gaps
betweerthe transitionedgesof the signal. However, the
jitter (mostlik ely associatedvith thelocal oscillatorsof
the sensors)makes it almostimpossibleto estimatea
baudrate accurateenoughfor a simple software-based
decoderto work correctly To addresshis problem,we
modi ed our decoderdo be self-adjustablé¢o compen-
satefor the estimationerrorsthroughouthe burst.

Thereverseengineeringevealedthefollowing obser
vations. First, it is evidentthat encryptionhasnot been
used—whichmakesthe systenmvulnerableto variousat-
tacks. Secondeachmessageontainsa 28-bit or 32-bit
sensornD dependingon the type of sensor Regardless
of thesensotype, thelDs do not changeduringthe sen-
sors'lifetimes.

Giventhatthereare254.4million registeredpassenger
vehiclesin United Stateg[34], one 28-bit SensorD is
enoughto track eachregisteredcar. Evenin the future
whenthe numberof carsmay exceed256 million, we
canstill identify a car usinga collection of tire IDs —
a 4-tuple of tire IDs. Assuminga uniform distribution
acrossthe 28-hit ID space,the probability of an exact
matchof two cars' IDs is 4!=2112 without considering
the ordering. To determinehow mary carsR canbeon
theroadin the US with a guarantedghatthereis a less
thanP chanceof ary two or more carshaving the same
ID-set,is a classicabirthdayproblemcalculation:

r—
o113 1

—In(

R= 2z

)
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To achieve a matchrate of largerthanP = 1%, more
than 10> carsneedto be on the road, which is signif-
icantly more than 1 billion cars. This calculation, of
coursejs predicatedn the assumptiorof a uniform al-
locationacrosghe28-bitID space Evenif we relaxthis
assumptiorandassume0 bits of entropy in asingle28-
bit ID spacewe would still needroughly 38 billion cars
in the US to geta matchrateof morethanP = 1%.

We notethatthis calculationis basedon the unrealis-
tic assumptiorthatall 38 billion carsareco-locatedand
areusingthe samemodulationandcodingschemesUl-
timately it is very unlikely to have two carsthatwould
befalselymistalenfor eachother

4 Feasibility of Eavesdropping

A critical questiorfor evaluatingprivacy implicationsof
in-carwirelessnetworksis whetherthetransmissionsan
beeasilyoverheardrom outsidethevehiclebody While
tire pressuraelatadoesnot requirestrongcon dentiality,
the TPMS protocolscontainidenti ers thatcanbe used
to trackthelocationsof a device. In practice the proba-
bility thatatransmissiortanbe obsenedby a stationary
recever dependsot only on the communicatiorrange
but also on the messagingrequenyg and speedof the
vehicle underobsenation, becausehesefactorsaffect
whetheratransmissioroccursin communicatiorrange.

The transmissionpower of pressuresensorss rela-
tively smallto prolongsensobatterylifetime andreduce
cross-interference.Additionally, the NHTSA requires
tire pressuresensorgo transmitdataonly onceevery 60
secondgo 90 secondsThelow transmissiompower, low
datareportrate, and high travel speedsf automobiles
raisequestionsaboutthe feasibility of eavesdropping.

In this section,we experimentallyevaluatethe range
of TPMS communicationandfurtherevaluatethefeasi-
bility of tracking. This rangestudywill useTPS-Asen-
sors,sincetheir TPMSusesa four-antennastructureand
operatesat a lower transmissiorpower. It shouldthere-
fore be moredif cult to overhear

4.1 Eavesdmopping System

During the reverse engineeringsteps, we developed
two Matlab decoders: one for decoding ASK mod-
ulated TPS-A and the other for decodingthe FSK

modulatedTPS-B. In order to reuseour decodersyet
be able to constantly monitor the channeland only
record useful datausing GNU radio togetherwith the
USRR we createda live decoder/e@esdroppeteverag-
ing pipes. We usedthe GNU Radio standardPython
scriptusrp _rx _cfile.py to samplechannelsatarate
of 250kHz, wheretherecordeddatawasthenpipedto a
paclet detector Oncethe paclet detectoridenti es high
enegy in thechanneljt extractsthecompletepacletand
passeghe correspondinglatato the decoderto extract
thepressuretemperatureandthesensolD. If decoding
is successfulthe sensoilD will be outputto the screen
andtheraw pacletsignalalongwith thetime stampwill
be storedfor later analysis. To be ableto capturedata
from multiple different TPMS systemsthe earesdrop-
ping systemwould alsoneeda modulationclassi er to
recognizeshe modulationschemendchoosehecorre-
spondingdecoderFor example Liedtke's[29] algorithm
couldbe usedto differentiateASK2 andFSK2. Suchan
eavesdroppingsystemis depictedn Fig. 5.

In early experiments,we obsened that the decoding
scriptgeneratesnucherraticdatafrom interferenceand
artifactsof thedynamicchannekrvironment.To address
this problem,we madethe scriptmorerobustandadded
a lter to discarderroneoudata. This Iter dropsall
signalsthat do not match TPS-A or TPS-B. We have
testedour live decoderon the interstatehighway 1-26
(Columbia,SouthCarolina)with two carsrunningin par
allel atspeedsxceedingl10km/h.

4.2 Eavesdropping Range

We measuretheeavesdroppingangen bothindoorand
outdoorscenariody having the ATEQ VT55 triggerthe
sensors.In both scenarioswe x edthe locationof the
USRP at the origin (0;0) in Figure 7 and moved the
sensoralongthe y-axis. In theindoor ervironment,we
studiedthe receptionrangeof stand-alonesensorsn a
hallway. In the outdoorernvironment,we drove one of
the authors'carsaroundto measurehe receptionrange
of the sensorgnountedin its front left wheelwhile the
car's body was parallel to the x-axis, as shavn in Fig-
ure 7. In our experiment,we noticedthatwe wereable
todecodehepacletswhentherecevedsignalstrengths
largerthanthe ambientnoise oor. Theresultingsignal
strengthover the areawhere paclets could be decoded
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successfullyand the ambientnoise oors are depicted
in Figure6 (a). The resultsshowv that both the outdoor
andindoorearesdroppingangesareroughly10.7m, the
vehicle body appearsonly to have a minor attenuation
effectwith regardto arecever positionedoroadside.

We next performedthe samesetof rangeexperiments
while installingalow noiseampli er (LNA) betweerthe
antennaandthe USRPradiofront end,asshavn in Fig-
ure 2. As indicatedin Figure 6, the signal strengthof
thesensotransmissionstill decreasedith distanceand
the noise oor wasraisedbecausef the LNA, but the
LNA ampli ed therecevedsignalstrengthandimproved
the decodingrangefrom 10.7 metersto 40 meters.This
shavsthatwith someinexpensve hardwarea signi cant
eavesdroppingangecanbeachiesed,arangethatallows
signalsto beeasilyobsenedfrom theroadside.

Note that other waysto boostreceving rangeexist.
Exampledncludetheuseof directionalantennasr more
sensitve omnidirectionalantennas.We refer readerso
theantennastudiesn [9,15,42] for furtherinformation.

4.3 Eavesdmopping Angle Study

We now investigatewhetherthe car body hasa larger
attenuationeffect if the recever is locatedat different
angularpositions. We also studywhetherone USRPis
enoughto sniff packetsfrom all four tire sensors.

The effectof car body. In our rst setof experiments,
we studiedthe effect of the car's metallicbodyon signal
attenuatiorto determinegthe numberof requiredUSRPs.
We placedthe USRPantennaat the origin of the coordi-
nate,asshovnin Figure7, andpositionthecaratseveral
pointson the line of y = 0:5 with its body parallelto
thex-axis. Eavesdroppingtthesepointsrevealedthatit
is very hardto receve pacletsfrom four tiressimultane-
ously A setof recevedsignalstrength(RSS)measure-
mentswhenthe front left wheelwaslocatedat (0; 0:5)
metersare summarizedn Table 1. Resultsshav that
the USRP canreceve paclets transmittedby the front

left, front right and rear left sensorsbut not from the
rearright sensodueto the signaldegradationcausedy
the car's metallicbody. Thus,to assurereceving pack-
etsfrom all four sensorsat leasttwo obsenation spots
may be required,with eachlocatedon eithersideof the
car. For instancetwo USRPscanbe placedat different
spots,or two antennagonnectedo the sameUSRPcan
bemetersapart.

The eavesdropping angle at various distances. We
studiedthe rangeassociatedvith one USRP receving
pacletstransmittedby the front left wheel. Again, we
placedthe USRP antennaat the origin and recorded
pacletswhenthecarmovedalongtrajectoriegparallelto
thex-axis,asshawvn in Figure7. Thesetrajectoriesvere
1.5 metersapart. Along eachtrajectory we recorded
RSSatthelocationsfrom wherethe USRPcoulddecode
paclets. The coloredregionin Figure11, therefore de-
notesheeavesdroppingange andthecontourdllustrate
the RSSdistribution of therecevedpaclets.

From Figure 11, we obsenre that the maximumhori-
zontalearesdroppingange f max , changessafunction
of the distancebetweerthetrajectoryandthe USRPan-
tennad. Additionally, the earesdroppingangeson both
sidesof the USRP antennaare asymmetricdue to the
car's metallic body. Without the re ection and imped-
iment of the car body, the USRPis ableto receve the
pacletsat further distancesvhenthe caris approaching
ratherthanleaving. The numericalresultsof rmax , ' 1,
the maximumearesdroppinganglewhenthe car is ap-
proachingthe USRR and' ,, the maximumanglewhen
thecaris leaving the USRR arelistedin Figure8. Since

Location | RSS(dB) || Location | RSS(dB)
Frontleft | -41.8 Rearleft | -55.0
Frontright | -54.4 Rearright | N/A

Table1l: RSSwhenUSPRIs located0.5 metersaway from the
front left wheel.



Figure7: Theexperimentsetupfor therangestudy

the widestrangeof 9.1 metersat the paralleltrajectory
was3 metersaway from the x-axis,an USRPshouldbe
placed2.5metersaway from thelanemarksto maximize
the chanceof paclet receptionassumingcarstravel 0.5
meteraway from lanemarks.

Messagingrate. Accordingto NHTSA regulations,
TPMS sensorgransmit pressureinformation every 60
to 90 seconds.Our measurementson rmed that both
TPS-AandTPS-Bsensordgransmitonepaclket every 60
secondor so. Interestingly contraryto documentation
(where sensorsshould report data periodically after a
speedhigher than 40 km/h), both sensorsperiodically
transmitpaclket even whencarsare stationary Further
more, TPS-Btransmitsperiodic paclets even whenthe
caris notrunning.

4.4 LessonsLearned: Feasibility of Track-
ing Automobiles

Thesurprisingrangeof 40mmalkesit possibleto capture
a paclet andits identi ers from the roadside|f the car
is stationary(e.g.,atrafc light or a parkinglot). Given
thata TPMS sensoronly sendone messageer minute,
trackingbecomedlif cult athigherspeedsConsiderfor
example,a passie tracking systemdeployed alongthe
roadsideat highway entry and exit ramps,which seeks
to extractthe uniquesensoiD for eachcarandlink en-
try andexit locationsaswell assubsequertrips. To en-
surecapturingatleastonepaclet,arow of snifferswould
be requiredto cover the stretchof roadthattakesa car
60 seconddo travel. The numberof requiredsniffers,
Npassive = Ceil(V  T=rmax ), wherev is the speedof
thevehicle, T is the messageeportperiod,andr max is
thedetectiorrangeof the sniffer. Usingthesnifng sys-
tem describedn previous sectionswherermax = 9:1
m, 110 sniffers are requiredto guaranteeapturingone
paclet transmittedby a car traveling at 60 km/h. De-
ploying suchatrackingsystemappearsost-prohibitie.
It is possibleto track with fewer sniffers, however, by
leveragingthe activationsignal. Thetrackingstationcan
sendthe 125kHz activation signalto trigger a transmis-
sionby the sensarTo achieve this, thetriggersandsnif-
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1 4 5
x (meters) (dB)
Figurell: Studythe angleof earesdroppingvith LNA.

fers shouldbe deployed in a way suchthat they meet
thefollowing requirementsegardlesof the cars'travel
speedsi(1) the transmissiorrangeof the trigger should
belarge enoughsothatthe passingcaris ableto receve
the completeactivation signal; (2) the sniffer shouldbe
placedatadistancdrom the activationsendesothatthe
caris in thesniffers' eavesdroppingangewhenit starts
to transmit;and(3) the carshouldstaywithin the eaves-
droppingrangebeforeit nishesthetransmission.

To determinethe con guration of the sniffersandthe
triggers,we conductecnepitomicalstudyusinga USRP
with two daughterboardattachedpnerecordingat 125
kHz andthe otherrecordingat 315 MHz. Our results
aredepictedn Figure9 andshaw thattheactivationsig-
nal of TPS-Blastsapproximately359 ms. The sensors
startto transmit530 ms after the beginning of the acti-
vationsignal,andthe datatakes15 msto transmit. This
meansthatto triggera cartravelingat 60 km/h, thetrig-
gershouldhave atransmissiomangeof atleast6 meters.
Sincea sniffer canearesdropupto 9.1 metersjt sufces
to placethe sniffer right next to the trigger. Additional
sniffers could be placeddown the roadto capturepack-
etsof carstraveling athigherspeeds.

To determinghefeasibility of this approachywe have
conducted roadsidesxperimentusingthe ATEQ VT55
which hasa transmissiorrangeof 0.5 meters.We were
ableto activate and extractthe ID of a targetedTPMS
sensomoving atthe speecdf 35 km/h usingonesniffer.
We notethatATEQ VT55 wasdeliberatelydesignedvith
shorttransmissiomangeto avoid activatingmultiple cars
in thedealershipWith adifferentradiofrontend,suchas
usinga matchingantenndor 125kHz, onecanincrease
the transmissiorrangeof the trigger easily and enable
capturingpacletsfrom carsathigherspeeds.

Comparison betweentracking via TPMS and Au-
tomatic Number Plate Reading Automatic Number
PlateReading(ANPR) technologieave beenproposed
to track automobilesand leverageLicense Plate Cap-
ture Camerag(LPCC) to recognizelicenseplate num-
bers.Dueto thedifferencebetweerunderlyingtechnolo-
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Figure 8: The earesdroppinganglesand
rangeswhenthe caris traveling at various
trajectories. datasignals.
gies, TPMSandANPR systemsxhibit differentcharac-
teristics. First, ANPR allows for moredirectlinkageto
individualsthroughlaw enforcementiatabasesANPR
requires,however, line of sight (LOS) andits accurayg
canbe affectedby weatherconditions(e.g. light or hu-
midity) or thedirt ontheplate.In anidealconditionwith
excellentmodernsystemsthereadratefor licenseplates
is approximately90% [25]. A goodquality ANPR cam-
eracanrecognizenumberplatesat 10 meters[5]. On
thecontrary theability to eavesdroponthe RF transmis-
sion of TPMS pacletsdoesnot dependon illumination
or LOS. The probability of identifying the sensoiD is
around99%whenthe eavesdroppeis placed2.5 meters
away from the lane marks. Second,the LOS require-
mentforcesthe ANPRto beinstalledin visiblelocations.
Thus,amotivateddriver cantake alternatie routesor re-
move/coverthelicenseplatesto avoid beingdetectedIn
comparisonthe useof TPMS is harderto circumwent,
andthe ability to eavesdropwithout LOS could leadto
morepenasive automobilgracking. Althoughswapping
or hidinglicenseplatesrequiredesstechnicakophistica-
tion, it alscimposeanuchhigherlegal risksthandeacti-
vating TPMS units.

5 Feasibility of Packet Spoo ng

Being ableto eavresdropon TPMS communicatiorfrom
a distanceallows usto further explore the feasibility of
insertingforged datainto safety-criticalin-vehicle sys-
tems. Sucha threat presentspotentially even greater
risks than the tracking risks discussedso far. While
the TPMS is not yet a highly safety-criticalsystem,we
experimentedwith spoo ng attacksto understand:(1)
whethertherecever sensitvity of anin-carradiois high
enoughto allow spoo ng from outsidethe vehicleor a
neighboringvehicle, and (2) security mechanismsand
practicedn suchsystemslIn particular we werecurious
whetherthe systemusesauthenticationinput validation,
or ltering mechanismso rejectsuspiciougpaclets.
The packet spoo ng system. Our live eavesdrop-
percandetectTPMStransmissioranddecodebothASK
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Figurel0: Frequeng mixerandUSRP

Figure9: Time seriesof activationand with two daughterboardsire usedto

transmitdatapacletsat 315/433MHz.

modulatedTPS-A messageand FSK modulatedTPS-
B messagem realtime. Our paclet spoo ng systemis
built on top of our live earesdropperas shavn in Fig-
ure12. The Packet Generatotakestwo setsof parame-
ters—sensottypeandsensonD from the eavesdropper;
tempeature, pressue, andstatus a gsfrom users—and
generates properlyformulatedmessagelt thenmodu-
latesthemessagatbaseban@usingASK or FSK)while
insertingthe properpreamble.Finally, the roguesensor
pacletsare upcorvertedand transmitted(either contin-
uously or just once)at the desiredfrequeny (315/433
MHz) usinga customizedsNU radio pythonscript. We
notethatoncethesensoilD andsensotypearecaptured
we cancreateandrepeatedlyransmittheforgedmessage
atapre-de nedperiod.

At the time of our experimentation,there were no
USRP daughterboardswvailable that were capableof
transmittingat 315/433MHz. So,we useda frequeng
mixing approachwherewe leveragedtwo XCVR2450
daughterboardsand a frequeng mixer (mini-circuits
ZLW11H) asdepictedin Fig.10. By transmittinga tone
out of one XCVR2450 into the LO port of the mixer,
we wereableto mix down the spoofedpaclet from the
other XCVR2450to the appropriatdrequeng. For 315
MHz, we usedatoneat5.0 GHz andthe spoofedpaclet
at5.315GHz?!

To validateour system,we decodedspoofedpaclets
with the TPMS trigger tool. Figure 13 shavs a screen
snapshobf the ATEQ VT55 after receving a spoofed
pacletwith asensoiD of “DEADBEEF” andatire pres-
sureof 0 PSI. Thistestingalsoallowedusto understand
themeaningof remainingstatusags in the protocol.

5.1 Exploring Vehicle Security

We next usedthis setupto sendvariousforged paclets
to a car using TPS-A sensorgbelongingto one of the

1For 433 MHz, the spoofedpaclet wastransmittedat 5.433GHz.
We have alsosuccessfullyconductedhe experimentusingtwo RFX-
1800daughterboardsyhoseoperationafrequenciesrefrom 1.5GHz
t0 2.1GHz.
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authors)at arateof 40 pacletspersecond We madethe
following obsenations.

No authentication. ThevehicleECU ignorespaclets
with a sensorD thatdoesnot matchone of the known
IDs of its tires, but appearso acceptall other paclets.
For example,we transmittedorged paclketswith the ID
of theleft front tire anda pressureof 0 PSlandfoundO
PSlimmediatelyre ected onthedashboardire pressure
display By transmittingmessagewith the alert bit set
we wereableto immediatelyilluminatethelow-pressue
warning light?, andwith about2 secondsielaythe ve-
hicle's geneml-information warning light, as shawvn in
Figurel14.

No input validation and weak ltering . We forged
pacletsat a rate of 40 pacletsper second.Neitherthis
increasedrate, nor the occasionaldifferent reports by
the real tire pressuresensorseemedo raiseary suspi-
cionin the ECU or ary alertthatsomethingwaswrong.
The dashboardsimply displayedthe spoofedtire pres-
sure. We next transmittedwo pacletswith very differ-
entpressurezaluesalternatelyat a rateof 40 pacletsper
second. The dashboardisplay appearedo randomly
alternatebetweenthesevalues. Similarly, when alter
nating betweenpacletswith andwithout the alert ag,
we obsened the warning lights switchedon and off at
non-deterministidime intervals. Occasionallythe dis-
play seemedo freezeon onevalue. Theseobsenations
suggesthatTPMSECU employstrivial Itering mecha-
nismswhich canbe easilyconfusedy spoofedpaclets.

Interestingly the illumination of the low-pressure
warning light dependsonly on the alert bit—the light
turnson evenif the restof the messageeportsa nor-
mal tire pressureof 32 PSI! This furtherillustratesthat
the ECU doesnot appeato useary inputvalidation.

Largerange of attacks. We rst investigatedthe
effectivenessof paclet spoo ng whenvehiclesare sta-
tionary. We measuredhe attackrangewhenthe paclet
sSpoo ng systemwasangledtowardsthe headof the car,
andwe obsened a paclet spoo ng rangeof 38 meters.
For the purposeof proving the concept,we only used
low-costantennasandradio devicesin our experiments.
We believe that the range of paclet spoo ng can be
greatly expandedby applying ampli ers, high-gainan-
tennaspr antennarrays.

2To discover this bit we hadto de ate onetire andobsere thetire
pressuresensorgesponseSimply settinga low pressurebit or report-
ing low pressurevaluesdid nottriggerary alertin thevehicle.
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Feasibility of Inter-Vehicle Spoo ng. We deployed
the attacksagainstwilling participantson highway 1-26
to determinef they areviable at high speedsTwo cars
owned by the authorswereinvolvedin the experiment.
The victim carhad TPS-A sensorsnstalledandthe at-
tacker's carwasequippedwith our packet spoo ng sys-
tem. Throughoutour experiment,we transmittedalert
pacletsusingthefront-left-tire ID of thetargetcar, while
thevictim carwastraveling to theright of the attacler's
car We obsened that the attacler was able to trigger
boththelow-pressuravarninglight andthecar'scentral-
warning light on the victim's car when traveling at 55
km/h and110km/h, respectiely. Additionally, the low-
pressure-wrninglight illuminatedimmediatelyafterthe
attacler enteredhe pacletspoo ngrange.

5.2 Exploring the Logic of ECU Filtering

Forginga TPMS packetandtransmittingit ata high rate
of 40 paclets per secondwas usefulto validatepaclet
spoo ng attacksandto gaugethe spoo ng range. Be-
yondthis, though,it wasuncleamwhethertherewerefur-
thervulnerabilitiesin the ECU logic. To characteriz¢he
logic of the ECU ltering mechanismsye designeda
variety of spoo ng attacks.Thekey questiongo be an-
swerednclude: (1) whatis theminimumrequiremento
triggertheTPMSwarninglight once (2) whatis themin-
imum requiremento keepthe TPMS warning light on
for an extendedamountof time, and(3) canwe perma-
nently illuminate any warninglight even after stopping
thespoo ng attack?

Sofar, we have obsenedtwo levelsof warninglights:
TPMS Low-PressuréNarning light (TPMS-LPW) and
thevehicle's general-informationvarninglight illustrat-
ing "CheckTire Pressure'.In this section,we explored
the logic of Itering stratgjies relatedto the TPMS-
LPW light in detail. Thelogic controlling the vehicle's
general-informatiorwarning light canbe exploredin a
similar manner

5.2.1 Triggering the TPMS-LPW Light

To understandhe minimum requirementof triggering
the TPMS-LPWIight, we startedwith transmittingone
spoofedpaclet with the rearleft-tire ID andeavesdrop-
ping the entire transmission.We obsened that (1) one
spoofedpacket was not sufcient to triggerthe TPMS-
LPW light; and (2) as a responseto this paclet, the
TPMS ECU immediately sent two activation signals
throughthe antennamountedcloseto the rearleft tire,

causingthe rear left sensorto transmit eight paclets.
Hence,althougha single spoofedpacket doesnot cause
the ECU to displayarny warning,it doesopenavulnera-
bility to batterydrainattacks.



Figure13: The TPMStriggertool dis-
playsthe spoofedpaclet with the sen-
sorID “DEADBEEF". We crossecut
the brandof TP sensorgo avoid legal
issues.

Next, we graduallyincreasedhe numberof spoofed
paclets, and we found that transmitting four spoofed
pacletsin onesecondsufces to illuminate the TPMS-
LPW light. Additionally, we found that those four
spoofedpaclets have to be at least225 ms apart, oth-
erwisemultiple spoofedpacletswill be countedasone.
When the interval betweentwo consecutie spoofed
pacletsis largerthan4 secondsr so, the TPMS-LPW
no longerilluminates. This indicatesthat TPMS adopts
two detectionwindows with sizesof 240 ms (a paclet
lastsfor 15 ms) and 4 seconds. A 240-mswindow is
consideredpositive for low tire pressurdf at leastone
low-pressurepacket hasbeenreceved in that window
regardlesof the presencef numerousnormal paclets.
Four 240-mswindows needto be positive to illuminate
the TPMS-LPWIlight. However, the counterfor positive
240-mswindows will beresetif no low-pressurgaclket
is receivedwithin a4-swindow.

Althoughthe TPMS ECU doesusea countingthresh-
old andwindow-baseddetectionstratayies, they arede-
signedto copewith occasionallycorruptedpacletsin a
benignsituationand are unableto deal with malicious
spoo ng. Surprisingly althoughthe TPMS ECU does
receve eight normal paclets transmittedby sensorsas
aresponsdo its queries,it still concludeghe low-tire-
pressurestatushasedon oneforgedpaclet, ignoringthe
majority of normalpaclets!

5.2.2 RepeatedlyTriggering the TPMS-LPW Light

The TPMS-LPW light turns off a few secondsf only

four forged paclets are receved. To understanchow

to sustainthe warning light, we repeatedlytransmitted
spoofedpacletsandincreasedhe spoo ng periodgrad-
ually. The TPMS-LPWIight remainedlluminatedwhen
we transmittedthe low-pressurgpaclet at a rate higher
thanonepacletper240ms,e.g.,onepaclketperdetection
window. Spoo ng at a ratebetweernonepaclet per240
msto 4 secondsausedhe TPMS-LPWlight to toggle
betweeron andoff. However, spoo ng at a rateslower
than4 secondgould not actvatethe TPMS-LPWIlight,
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(@) (b)

Figure 14: Dashpanelsnapshots(a) the tire pressureof left front tire displayed
as0 PSlandthelow tire pressuravarninglight wasilluminatedimmediatelyafter
sendingspoofedalertpacletswith 0 PSI;(b) thecarcomputetturnedonthegeneral
warninglight around2 secondsfterkeepingsendingspoofedpaclets.

which con rmed our prior experimentresults.Figure15
depictsthemeasured PMS-LPWIlight on-durationsand
off-durationswhenthe spoo ng periodsincreasedrom
44 msto 4 seconds.

As we increasedhe spoo ng period,the TPMS-LPW
light remainedon for about6 secondson average,but
the TPMS-LPW light stayedoff for an incrementing
amountof time which was proportionalto the spoo ng
period. Thereforei|t is very likely thatthe TPMS-ECU
adoptsa timer to control the minimum on-durationand
the off-durationof TPMS-LPWIight canbe modeledas
torf = 3:5X + 4, wherex is the spoo ng period. The
off-durationincludesthe amountof time to obsene four
low-pressurdéorgedmessageplustheminimumwaiting
durationfor the TPMS-ECUto remainoff, e.g.,4 sec-
onds. In fact, this con rms our obsenationthatthereis
a waiting period of approximatelyd secondseforethe
TPMSwarninglight was rst illuminated.

5.2.3 Beyond Triggering the TPMS-LPW Light

Our previous spoo ng attacksdemonstratethatwe can
producefalse TPMS-LPWwarnings. In fact, transmit-
ting forgedpacletsat a rate higherthanone paclet per
secondalso triggeredthe vehicle's general-information
warning light illustrating "Check Tire Pressure'. De-
pendingon the spoo ng period, the gap betweenthe
illumination of the TPMS-LPW light andthe vehicle's
general-informatiorwarninglight variedbetweena few
secondg¢o 130seconds— andthe TPMS-LPWIlight re-
mainedilluminatedafterwards.

Throughouburexperimentsyetypically exposedhe
carto spoofedpacletsfor adurationof severalminutesat
atime. While the TPMS-LPWIlight usuallydisappeared
about6 secondsafter stoppingspoofedmessagérans-
missionswe wereonceunableto resetthelight evenby
turning off andrestartingthe ignition. It did, however,
resetafterabout10 minutesof driving.

To our surprise,at the end of only two daysof spo-
radic experimentsnvolving triggeringthe TPMS warn-
ing onandoff, we managedo crashthe TPMSECU and
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Figure15: TPMS low-pressuravarninglight on andoff dura-
tion vs. spoo ng periods.

completelydisabledthe service. The vehicle's general-
informationwarninglight illustrating®CheckTPMSSys-
tem' wasactivatedandno tire pressurénformationwas
displayedon the dashboardasshaown in Figure 16. We

attemptedo resetthe systemby sendinggood paclets,
restartingthe car, driving on the highway for hours,and
unpluggingthe car battery None of theseendea&ors
weresuccessfulEventually avisit to adealershigecor-

eredthe systemat the costof replacingthe TPMSECU.

Thisincidentsuggestshatit maybefeasibleto crashthe
entireTPMS andthe degreeof suchanattackcanbe so
severethatthe owner hasno option but to seekthe ser

vicesof adealershipWe notethatonecaneasilyexplore
thelogic of avehicle'sgeneral-informatiomvarninglight

usingsimilar methodsor TPMS-LPWIight. We did not
pursuefurther analysisdueto the prohibitive costof re-
pairingthe TPMSECU.

5.3 Lessond.earned

Thesuccessfuimplementatiorof a seriesof spoo ng at-
tacksrevealedthatthe ECU relieson sensoiDs to Iter
paclets,andtheimplementediter mechanismsre not
effective in rejecting packetswith con icting informa-
tion or abnormalpacletstransmittedat extremely high
rates.In fact,the current ler mechanisméntroducese-
curity risks. For instance the TPMS ECU will trigger
thesensorso transmitseveralpacletsafterreceving one
spoofedmessageThosepaclets,however, arenotlever-
agedto detectcon icts andinsteadcan be exploitedto
launchbatterydrainattacks.In summarythe absencef
authenticatiormechanism&ndweak Iter mechanisms
openmary loopholesfor adwersariego explorefor more
“creatve' attacks. Furthermoredespitethe unavailabil-
ity of aradiofrontendthatcantransmitat 315/433MHz,
we managedo launchthe spoo ng attackusinga fre-
gueng mixer. Thisresultis bothencouragin@ndalarm-
ing sinceit shows that an adwersarycan spoof paclets
even without easyaccesdo transcerersthat operateat
thetamgetfrequeng band.
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(@) (b)

Figure16: Dashpanelsnapshoténdicatingthe TPMS system
error (this error cannotbe resetwithout the help of a dealer
ship): (a) the vehicle’s general-informatiorwarninglight; (b)
tire pressureeadingsarenolongerdisplayedasaresultof sys-
temfunctionerrors.

6 Protecting TPMS Systemsfr om Attacks

Thereare several stepsthat canimprove the TPMS de-
pendability and security Someof the problemsarise
from poor systemdesign,while otherissuesaretied to
thelack of cryptographianechanisms.

6.1 Reliable Software Design

The rst recommendatiothatwe make is that software
runningon TPMS shouldfollow basicreliable software
designpractices.In particular we have obsenedthatit
was possibleto corvince the TPMS control unit to dis-
play readinggshatwereclearlyimpossible For example,
theTPMSpacletformatincludesa eld for tire pressure
aswell asaseparateeld for warning ags relatedto tire
pressure.Unfortunately the relationshipbetweenthese
elds werenot checled by the TPMS ECU when pro-
cessingcommunicationgrom the sensorsAs notedear
lier, wewereableto sendapacletcontainingalegitimate
tire pressurevaluewhile alsocontaininga low tire pres-
surewarning ag. The resultwasthatthe driver's dis-
play indicatedthatthetire hadlow pressureventhough
its pressurevasnormal. A straightforward x for this
problem(andothersimilar problems)wvould beto update
the software on the TPMS control unit to performcon-
sisteny checkshetweerthevaluesin thedata elds and
the warning ags. Similarly, whenlaunchingmessage
spoo ng attacks,althoughthe control unit doesquery
sensorgo con rm the low pressurejt neglectsthe le-
gitimate paclet responsesompletely The control unit
could have employed somedetectionmechanisnto, at
least,raiseanalarmwhendetectingfrequentcon icting
information,or have enforcedsomemajority logic oper
ationsto Iter outsuspiciougransmissions.

6.2 Improving Data Packet Format

Onefundamentafreasonthat eavesdroppingand spoof-
ing attacksarefeasiblein TPMS systemsds that paclets
aretransmittedin plaintext. To preventtheseattacks,a



rst line of defensés to encryptTPM paclets’. Theba-
sic packetformatin aTPMSsystemncludedasensoiD
eld, elds for temperatureandtire pressure,elds for
variouswarning ags, anda checksum.Unfortunately
thecurrentpaclketformatusedis ill-suited for properen-
cryption,sincenaively encryptingthe currentpacketfor-
matwouldstill supportdictionary-basedryptanalysisas
well asreplayattacksagainsthesystem.For thisreason,
we recommendhatanadditionalsequencaumber eld
be addedto the paclet to ensurefreshnesof a paclet.
Further requiringthatthe sequenceaumber eld bein-
crementedduring eachtransmissiorwould ensurethat
subsequengncryptedpacketsfrom the samesourcebe-
comeindistinguishabletherebymaking earesdropping
and cryptanalysissigni cantly harder We alsorecom-
mendthatan additionalcryptographicchecksunm(e.g. a
messageauthenticatiortode)be placedprior to the CRC
checksunto preventmessagéorgery.

Such a changein the payload would require that
TPMS sensordiave a smallamountmemoryin orderto
storecryptographidkeys,aswell astheability to perform
encryption.An obviousconcerris the selectionof cryp-
tographicalgorithmsthataresufciently light-weightto
beimplementedn the simpleprocessowithin a TPMS
sensoyyet alsoresistantto cryptanalysis.A secondary
concerris theinstallationof cryptographiceys. We en-
vision thatthe sensorawithin atire would be have keys
pre-installed,andthat the correspondindkeys could be
enterednto the ECU atthe factory dealershipor a cer
ti ed garage Althoughit is unlikely thatencryptionand
authenticatiorkeys would needto be changedit would
be a simple matterto piggy-backa rekeying command
on the 125kHz activation signalin a mannerthat only
certi ed entitiescouldupdatekeys.

6.3 Preventing SpoofedActivation

The spoo ng of an actiation signal forces sensorsto
emit pacletsandfacilitatestrackingandbatterydrainat-
tacks. Although activation signalsarevery simple, they
cancornvey aminimal amountof bits. Thus,usingalong
paclet formatwith encryptionandauthentications un-
suitable andinsteadwve suggesthatthefew bitsthey can
corvey beusedasasequencingeld, wherethesequenc-
ing follows a one-way function chainin a manneranal-
ogousto one-timesignatures.Thus,the ECU would be
responsibldor maintainingthe one-way functionchain,
andthe TPMS sensorwould simply hashthe obsened
sequencenumberand comparewith the previous se-
guencenumber This would provide a simple meansof
Itering out falseactivation signals. We notethat other

3We notethat encryptingthe entire messagéor at leastall elds
thatarenot constantcrosdifferentcars)is essentiahsotherwisethe
ability to readthese elds would supporta privagy breach.
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legitimate sourcesof activation signalsare specialized
entities, suchas dealersand garagesand suchentities
could accessan ECU to acquirethe positionwithin the
hashchainin orderto resettheir activation units appro-
priatelyto allow themto sendvalid activationsignals.

7 RelatedWork

Wirelessdeviceshave becomeaninseparablgartof our
socialfabric. As such,mucheffort hasbeendedicated
to analyzethe their privacy andsecurityissues.Devices
being studiedinclude RFID systemq27,30,41], mass-
market UbiComp devices [38], householdrobots[14],
and implantablemedical devices [21]. Although our
work falls in the samecategory and complementshose
works, TPMSin automobilegxhibitsdistinctivefeatures
with regardto theradiopropagatiorervironment(strong
re ection within andoff metalcarbodies) easeof access
by adwersarieqcarsareleft unattendedn public), span
of usage,a tight linkage to the owners,etc. All these
characteristichave motivatedthis in-depthstudyon the
securityandprivacy of TPMS.

One related area of researchis location privagy in
wirelessnetworks, which has attractedmuch attention
since wireless devices are known to presenttracking
risks throughexplicit identi ers in protocolsor identi-
able patternsin waveforms. In the areaof WLAN,
Brik et al. have shovn the possibility to identify users
by monitoring radiometricsignatured10]. Gruteseret
al. [19] demonstratethatonecanidentify ausersloca-
tion throughlink- andapplication-layeiinformation. A
commoncountermeasuragainstreachingocationpri-
vag is to frequentlydisposeuseridentity. For instance,
Jianget al. [24] proposeda pseudogm schemewhere
userschangeMAC addressegachsession. Similarly,
Greensteiret al. [18] have suggestedan identi er-free
mechaniso protectuseridentities,wherebyuserscan
changeaddressefor eachpaclet.

In cellularsystems]eeetal. have shovn thatthelo-
cationinformation of roaminguserscan be releasedo
third parties[28], andproposedisingthetemporarymo-
bile subscribeidenti er to copewith thelocationprivacy
concern. IPv6 alsohasprivacy concernscausedy the
x edportionof theaddres$32], andthusthe useof peri-
odically varyingpseudo-randoraddressebasbeenrec-
ommended.The useof pseudogmsis not sufcient to
preventautomobiletrackingsincethe sensorseporttire
pressureand temperatureeadings,which can be used
to build a signatureof thecar. Furthermorepseudogms
cannotdefendagainspacletspoo ng attackssuchaswe
have examinedin this paper

Securityandprivagy in wirelesssensomnetworkshave
beenstudiedextensvely. Perrigetal. [37] have proposed
a suiteof securityprotocolsto provide datacon dential-



ity and authenticatiorfor resource-constrainesensors.
Randonkey predistributionscheme$§12] have beenpro-
posedto establishpairwisekeys betweersensorn de-
mand. Thosekey managemenschemescannotwork
well with TPMS, since sensornetworks are concerned
with establishingkeys amonga large numberof sensors
while the TPMS focuseson establishingkeys between
four sensorandthe ECU only.

Lastly, we noterelatedwork on the securityof a car's
computersystem[26]. Their work involved analyzing
the computersecuritywithin a car by directly mounting
a maliciouscomponeninto a car's internalnetwork via
the On Broad Diagnostics(OBD) port (typically under
the dashboard), and differs from our work in that we
wereableto remotelyaffect an automobiles securityat
distance®f 40 meterswithout enteringthecaratall.

8 Concluding Remarks

Tire PressuréMonitoring Systemg TPMS) arethe rst
in-carwirelessnetwork to beintegratedinto all new cars
in the US andwill soonbedeployedin theEU. This pa-
per hasevaluatedthe privagy and securityimplications
of TPMS by experimentallyevaluatingtwo representa-
tivetire pressurenonitoringsystemsQOur studyrevealed
several securityand privacy concerns.First, we reverse
engineeredhe protocolsusingthe GNU Radioin con-
junction with the Universal Software Radio Peripheral
(USRP)andfoundthat: (i) the TPMS doesnot employ
ary cryptographianechanismand(ii) transmitsa x ed
sensotD in eachpaclet, which raisesthe possibility of
trackingvehiclesthroughtheseidenti ers. Sensottrans-
missionscanbetriggeredfrom roadsidestationshrough
an activation signal. We further found that neitherthe
heavy shieldingfrom the metallic carbody nor the low-
power transmissiorhasreducedhe rangeof earesdrop-
ping sufciently to reduceearesdroppingconcerns.In
fact, TPMS pacletscanbe interceptedup to 40 meters
from apassingcarusingthe GNU Radioplatformwith a
low-cost, low-noiseampli er. We note that the eaves-
dropping range could be further increasedwith direc-
tional antennasfor example.

We also found out that currentimplementationsdo
not appearto follow basicsecuritypractices.Messages
arenot authenticateéndthe vehicleECU alsodoesnot
appearto useinput validation. We were able to inject
spoofedmessagesind illuminate the low tire pressure
warninglights onacartraveling athighway speedgrom
anothernearbycar, and managedo disablethe TPMS
ECU by leveragingpaclet spoo ngto repeatedijfurnon
andoff warninglights.

Finally, we have recommendedecuritymechanisms
that canalleviate the securityand privacy concerngre-
sentedwithout unduly complicatingthe installation of
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new tires. The recommendationsclude standardreli-
able software designpracticesand basic cryptographic
recommendation3\Ve believe thatour analysisandrec-
ommendation®n TPMS can provide guidancetowards
designingmoresecurdn-carwirelessnetworks.
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