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Abstract

Wirelessnetworks arebeingintegratedinto themodern
automobile. The security and privacy implications of
suchin-carnetworks,however, have arenot well under-
stoodas their transmissionspropagatebeyond the con-
�nes of a car's body. To understandtherisksassociated
with thesewirelesssystems,thispaperpresentsaprivacy
andsecurityevaluationof wirelessTire PressureMoni-
toring Systemsusingboth laboratoryexperimentswith
isolatedtire pressuresensormodulesand experiments
with a completevehicle system. We show that eaves-
droppingis easilypossibleat a distanceof roughly40m
from a passingvehicle. Further, reverse-engineeringof
the underlying protocolsrevealedstatic 32 bit identi-
�ers andthatmessagescanbeeasilytriggeredremotely,
which raisesprivacy concernsasvehiclescanbetracked
throughtheseidenti�ers. Further, currentprotocolsdo
not employ authenticationandvehicle implementations
do not performbasicinput validation,therebyallowing
for remotespoo�ng of sensormessages.We validated
this experimentallyby triggering tire pressurewarning
messagesin a moving vehicle from a customizedsoft-
ware radio attackplatform locatedin a nearbyvehicle.
Finally, thepaperconcludeswith a setof recommenda-
tionsfor improving theprivacy andsecurityof tire pres-
suremonitoring systemsand other forthcoming in-car
wirelesssensornetworks.

1 Intr oduction

The quest for increasedsafety and ef�ciency of au-
tomotive transportationsystemis leading car makers
to integrate wirelesscommunicationsystemsinto au-
tomobiles. While vehicle-to-vehicle and vehicle-to-
infrastructuresystems[22] havereceivedmuchattention,
the �rst wirelessnetwork installedin every new vehicle
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is actually an in-vehiclesensornetwork: the tire pres-
suremonitoringsystem(TPMS).The wide deployment
of TPMSsin the United Statesis an outgrowth of the
TREAD Act [35] resultingfrom the Ford-Firestonetire
failure controversy [17]. Beyond preventing tire fail-
ure, alerting drivers aboutunderin�ated tires promises
to increaseoverallroadsafetyandfuel economybecause
propertire in�ation improvestraction,brakingdistances,
andtire rolling resistance.Thesebene�ts have recently
ledto similarlegislationin theEuropeanUnion[7] which
mandatesTPMSsonall new vehiclesstartingin 2012.

Tire PressureMonitoring Systemscontinuouslymea-
sureair pressureinsideall tiresof passengercars,trucks,
andmultipurposepassengervehicles,andalertdriversif
any tire is signi�cantly underin�ated. While bothdirect
andindirectmeasurementtechnologiesexist, only direct
measurementhasthe measurementsensitivity required
by the TREAD Act andis thusthe only onein produc-
tion. A directmeasurementsystemusesbattery-powered
pressuresensorsinside eachtire to measuretire pres-
sureandcantypically detectany lossgreaterthan1.45
psi [40]. Sincea wired connectionfrom a rotatingtire
to thevehicle's electroniccontrol unit is dif�cult to im-
plement,thesensormodulecommunicatesits datavia a
radiofrequency (RF)transmitter. Thereceiving tire pres-
surecontrolunit, in turn,analyzesthedataandcansend
resultsor commandsto the central car computerover
theController-areaNetwork (CAN) to triggera warning
messageon thevehicledashboard,for example.Indirect
measurementsystemsinfer pressuredifferencesbetween
tires from differencesin therotationalspeed,which can
be measuredusing the anti-lock brakingsystem(ABS)
sensors.A lower-pressuretirehasto rotatefasterto travel
the samedistanceasa higher-pressuretire. The disad-
vantagesof this approacharethat it is lessaccurate,re-
quirescalibrationby thedriver, andcannotdetectthesi-
multaneouslossof pressurefrom all tires (for example,
dueto temperaturechanges).While initial versionsof the
TREAD Act allowed indirect technology, updatedrul-



ingsby theUnitedStatesNationalHighway Transporta-
tion SafetyAdministration(NHTSA) have requiredall
new carssold or manufacturedafter 2008in theUnited
Statesto beequippedwith directTPMS[35] dueto these
disadvantages.

1.1 Security and PrivacyRisks

Security and privacy aspectsof vehicle-to-vehicle and
vehicle-to-infrastructurecommunicationhave received
signi�cant considerationby both practitionersand re-
searchers[3,36]. However, thealreadydeployed in-car
sensorcommunicationsystemshave received little at-
tention,because(i) the shortcommunicationrangeand
metalvehiclebodymayrendereavesdroppingandspoof-
ing attacksdif�cult and(ii) tire pressureinformationap-
pearsto be relatively innocuous. While we agreethat
the safety-criticalapplicationscenariosfor vehicle-to-
vehiclecommunicationsfacehighersecurityandprivacy
risks,webelievethatevencurrenttire pressuremeasure-
mentsystemspresentpotentialfor misuse.

First, wirelessdevicesareknown to presenttracking
risksthroughexplicit identi�ers in protocols[20] or iden-
ti�able patternsin waveforms[10]. Sinceautomobiles
havebecomeanessentialelementof oursocialfabric—
they allow usto commuteto andfrom work; they helpus
takecareof errandslikeshoppingandtakingourchildren
to daycare— trackingautomobilespresentssubstantial
risks to locationprivacy. Thereis signi�cant interestin
wirelesstrackingof cars,at leastfor traf�c monitoring
purposes.Severalentitiesareusingmobiletoll tagread-
ers [4] to monitor traf�c �o ws. Tracking through the
TPMSsystem,if possible,would raisegreaterconcerns
becausethe useof TPMS is not voluntaryandthey are
hardto deactivate.

Second,wirelessis easierto jam or spoofbecauseno
physicalconnectionis necessary. While spoo�ng a low
tire pressurereadingsdoesnot appearto be critical at
�rst, it will leadto a dashboardwarningandwill likely
causethe driver to pull over and inspectthe tire. This
presentsampleopportunitiesfor mischiefandcriminal
activities, if pastexperienceis any indication. Drivers
havebeenwilling to tinkerwith traf�c light timing to re-
ducetheir commutetime [6]. It hasalsobeenreported
that highway robbersmake drivers pull over by punc-
turing the car tires [23] or by simply signalinga driver
thata tire problemexists. If nothingelse,repeatedfalse
alarmswill underminedrivers' faith in the systemand
leadthemto ignoresubsequentTPMS-relatedwarnings,
therebymakingtheTMPSsystemineffective.

To what extent theserisks apply to TPMS andmore
generallyto in-carsensorsystemsremainsunknown. A
key questionto judge theserisks is whetherthe range
at which messagescanbeoverheardor spoofedis large

enoughto make suchattacksfeasiblefrom outsidethe
vehicle. While similar rangequestionshave recently
beeninvestigatedfor RFID devices[27], theradioprop-
agationenvironmentwithin an automobileis different
enoughto warrantstudybecausethemetalbodyof a car
couldshieldRFfrom escapingor enteringacar. It is also
unclearwhethertheTPMSmessagerateis high enough
to make trackingvehiclesfeasible. This paperaims to
�ll thisvoid, andpresentsasecurityandprivacy analysis
of state-of-theart commercialtire pressuremonitoring
systems,aswell asdetailedmeasurementsfor thecom-
municationrangefor in-carsensortransmissions.

1.2 Contributions

Following our experimental analysis of two popular
TPMSsusedin a largefractionof vehiclesin theUnited
States,this paperpresentsthefollowing contributions:

Lack of security measures. TPMS communications
are basedon standardmodulation schemesand
simple protocols. Sincethe protocolsdo not rely
on cryptographic mechanisms,the communica-
tion can be reverse-engineered,as we did using
GNU Radio [2] in conjunctionwith the Universal
SoftwareRadioPeripheral(USRP)[1], a low-cost
public software radio platform. Moreover, the
implementationof the in-car system appearsto
fully trust all received messages. We found no
evidenceof basicsecuritypractices,suchas input
validation, being followed. Therefore, spoo�ng
attacksandbatterydrainattacksaremadepossible
andcancauseTPMSto malfunction.

Signi�cant communication range. While thevehicle's
metalbodydoesshieldthesignal,wefounda larger
than expectedeavesdroppingrange. TPMS mes-
sagescanbecorrectlyreceivedup to 10mfrom the
carwith a cheapantennaandup to 40mwith a ba-
sic low noiseampli�er. This meansan adversary
canoverhearor spooftransmissionsfrom theroad-
sideor possiblyfrom anearbyvehicle,andthusthe
transmissionpowersbeingusedarenot low enough
to justify thelackof othersecuritymeasures.

Vehicletracking. Eachin-tire sensormodulecontainsa
32-bit immutableidenti�er in every message.The
lengthof theidenti�er �eld renderstire sensormod-
ule IDs suf�ciently uniqueto trackcars. Although
tracking vehiclesis possiblethroughvision-based
automaticlicenseplate identi�cation, or through
toll tag or other wirelesscar components,track-
ing throughTPMS identi�ers raisesnew concerns,
becausethesetransmittersare dif�cult for drivers
to deactivate as they are available in all new cars
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andbecausewirelesstrackingis a low-costsolution
comparedto employing vision technology.

Defenses.We discusssecuritymechanismsthatareap-
plicable to this low-power in-car sensorscenario
without takingaway theeaseof operationwhenin-
stalling a new tire. The mechanismsincluderela-
tively straightforwarddesignchangesin additionto
recommendationsfor cryptographicprotocolsthat
will signi�cantly mitigateTMPSsecurityrisks.

The insightsobtainedcanbene�t the designof other
emerging wirelessin-car sensingsystems.Modernau-
tomobilescontainroughly threemilesof wire [31], and
this will only increaseas we make our motor vehicles
moreintelligent throughmoreon-boardelectroniccom-
ponents,rangingfrom navigation systemsto entertain-
mentsystemsto in-car sensors.Increasingthe amount
of wires directly affectscar weight andwire complex-
ity, whichdecreasesfuel economy[13] andimposesdif-
�culties on fault diagnosis[31]. For this reason,wire-
lesstechnologieswill increasinglybeusedin andaround
thecarto collectcontrol/statusdataof thecar'selectron-
ics [16,33]. Thus,understandingandaddressingthevul-
nerabilitiesassociatedwith internalautomotivecommu-
nications,andTPMS in particular, is essentialto ensur-
ing that thenew wave of intelligentautomotive applica-
tionswill besafelydeployedwithin ourcars.

1.3 Outline

We begin in Section2 by presentingan overview of
TPMS and raising related security and privacy con-
cerns. Although the speci�cs of the TPMS communi-
cationprotocolsareproprietary, we presentour reverse-
engineeringeffort thatrevealsthedetailsof theprotocols
in Section3. Then, we discussour study on the sus-
ceptibility of TPMS to eavesdroppingin Section4 and
messagespoo�ng attacksin Section5. After complet-
ing oursecurityandprivacy analysis,werecommendde-
fensemechanismsto secureTPMSin Section6. Finally,
wewrapupourpaperby presentingrelatedwork in Sec-
tion 7 beforeconcludingin Section8.

2 TPMS Overview and Goals

TPMS architecture. A typical direct TPMS contains
the following components:TPM sensors�tted into the
backof thevalve stemof eachtire, a TPM electriccon-
trol unit (ECU), a receiving unit (either integratedwith
the ECU or stand-alone),a dashboardTPM warning
light, andoneor four antennasconnectedto thereceiving
unit. The TPM sensorsperiodicallybroadcastthe pres-
sureand temperaturemeasurementstogetherwith their

ECU /
Receiver

Pressure
disp lay

Warning
Lamp TP sensor

Antenna

Dash p anel

Figure1: TPMSarchitecturewith four antennas.

identi�ers. The TPM ECU/receiver receives the pack-
etsandperformsthe following operationsbeforesend-
ing messagesto the TPM warning light. First, sinceit
canreceivepacketsfrom sensorsbelongingto neighbor-
ing cars,it �lters out thosepackets.Second,it performs
temperaturecompensation,whereit normalizesthepres-
surereadingsandevaluatestire pressurechanges.The
exact designof thesystemdiffersacrosssuppliers,par-
ticularly in termsof antennacon�guration andcommu-
nicationprotocols.A four-antennacon�guration is nor-
mally usedin high-endcarmodels,wherebyanantenna
is mountedin eachwheelhousingbehindthewheelarch
shellandconnectedto a receiving unit throughhigh fre-
quency antennacables,asdepictedin Figure1. Thefour-
antennasystemprolongssensorbatterylife, sincethean-
tennasaremountedcloseto theTPM sensorswhich re-
ducestherequiredsensortransmissionpower. However,
to reduceautomobilecost,themajority of carmanufac-
toriesuseoneantenna,whichis typically mountedonthe
rearwindow [11,39].
Communication protocols. The communicationspro-

tocolsusedbetweensensorsandTPM ECUsarepropri-
etary. From supplierwebsitesandmarketing materials,
however, onelearnsthatTPMSdatatransmissionscom-
monly usethe315MHz or 433 MHz bands(UHF) and
ASK (AmplitudeShift Keying) or FSK(Frequency Shift
Keying) modulation.Eachtire pressuresensorcarriesan
identi�er (ID). Before the TPMS ECU canacceptdata
reportedby tire pressuresensors,IDs of the sensorand
thepositionof thewheelthatit is mountedonhaveto be
enteredto theTPMSECU eithermanuallyin mostcars
or automaticallyin somehigh-endcars.This is typically
doneduring tire installation. Afterwards,the ID of the
sensorbecomesthekey informationthatassiststheECU
in determiningtheorigin of thedatapacket and�ltering
outpacketstransmittedby othervehicles.

To prolong batterylife, tire pressuresensorsare de-
signedto sleepmostof thetimeandwakeup in two sce-
narios: (1) when the car startsto travel at high speeds
(over 40 km/h), the sensorsarerequiredto monitor tire
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pressures;(2) during diagnosisand the initial sensor
ID binding phases,the sensorsarerequiredto transmit
theirIDs orotherinformationto facilitatetheprocedures.
Thus,thetire pressuresensorswill wake up in response
to two triggering mechanisms:a speedhigher than 40
km/h detectedby an on-boardaccelerometeror an RF
activationsignal.

The RF activation signalsoperateat 125 kHz in the
low frequency (LF) radio frequency bandandcanonly
wake up sensorswithin a shortrange,dueto thegener-
ally poor characteristicsof RF antennasat that low fre-
quency. According to manualsfrom different tire sen-
sor manufacturers,the activation signalcanbe eithera
tone or a modulatedsignal. In either case,the LF re-
ceiver on the tire sensor�lters the incomingactivation
signal and wakes up the sensoronly when a matching
signalis recognized.Activationsignalsaremainly used
by cardealersto installanddiagnosetire sensors,andare
manufacturer-speci�c.

2.1 Security and PrivacyAnalysisGoals

Our analysiswill concentrateon trackingrisks through
eavesdroppingon sensor identi�ers and on message
spoo�ng risks to insertforgeddatain the vehicleECU.
The presenceof an identi�er raisesthe specterof lo-
cation privacy concerns. If the sensorIDs were cap-
turedat roadsidetrackingpointsandstoredin databases,
third partiescould infer or prove that thedriver hasvis-
ited potentiallysensitive locationssuchasmedicalclin-
ics,political meetings,or nightclubs.A similar example
is seenwith electronictoll recordsthat arecapturedat
highwayentryandexit pointsby privateentitiesfor traf-
�c monitoringpurposes.In somestates,theserecords
arefrequentlysubpoenaedfor civil lawsuits. If tracking
throughthe tire pressuremonitoring systemwere pos-
sible, this would createadditionalconcerns,particularly
becausethe systemwill soonbe presentin all carsand
cannoteasilybedeactivatedby a driver.

Besidestheseprivacy risks, we will considerattacks
whereanadversaryinterfereswith thenormaloperations
of TPMSby actively injectingforgedmessages.For in-
stance,anadversarycouldattemptto sendalow pressure
packet to triggera low pressurewarning. Alternatively,
theadversarycouldcycle throughafew forgedlow pres-
surepacketsanda few normalpressurepackets,causing
thelow pressurewarninglights to turn on andoff. Such
attacks,if possible,couldunderminedrivers' faith in the
systemandpotentiallyleadthemto ignoreTPMS-related
warningscompletely. Lastbut not least,sincetheTPM
sensorsalwaysrespondto the correspondingactivation
signal,an adversarythat continuouslytransmitsactiva-
tion signalscan force the tire sensorsto sendpackets
constantly, greatlyreducingthelifetime of TPMS.

To evaluatethe privacy and securityrisks of sucha
system,we will addressthe issueslisted below in the
following sections.

Dif�culty of reverseengineering. Many potential at-
tackers are unlikely to have accessto insider in-
formationandmustthereforereconstructtheproto-
cols,bothto beableto extractIDs to trackvehicles
and to spoof messages.The level of information
necessarydiffersamongattacks;replaysfor exam-
ple might only requireknowledgeof thefrequency
bandbut moresophisticatedspoo�ng requirespro-
tocol details.For spoo�ng attackswe alsoconsider
whetheroff-the-shelfradioscangenerateandtrans-
mit thepacketsappropriately.

Identi�er characteristics. Trackingrequiresobserving
identifying characteristicsfrom a message,so that
multiple messagescanbe linked to thesamevehi-
cle. The successof tracking is closely tied to the
answersto: (1) Are the sensorIDs usedtemporar-
ily or over long time intervals?(2) Doesthelength
of thesensorID suf�ce to uniquelyidentify a car?
SincethesensorIDs aremeantto primarily identify
their positionsin thecar, they maynot be globally
uniqueandmayrendertrackingdif�cult.

Transmissionrangeand fr equency. Tracking further
dependsonwhetheraroad-sidetrackingunit will be
likely to overheara transmissionfrom acarpassing
athighspeed.Thisrequiresunderstandingtherange
andmessagingfrequency of packet transmissions.
To avoid interferencebetweencarsandto prolong
thebatterylife, thetransmissionpowersof thesen-
sorsaredeliberatelychosento below. Is it possible
to trackvehicleswith suchlow transmissionpower
combinedwith low messagingfrequency?

Security measures. The easeof messagespoo�ng de-
pendson the useof securitymeasuresin TPMSs.
Thekey questionsto makemessagespoo�ngaprac-
tical threat include: (1) Are messagesauthenti-
cated?(2) Doesthevehicleuseconsistency checks
and�ltering mechanismsto rejectsuspiciouspack-
ets?(3) How long, if possible,doesit take theECU
to completelyrecover from a spoo�ng attack?

3 Reverse Engineering TPMS Communi-
cation Protocols

Analyzingsecurityandprivacy risksbeginswith obtain-
ing a thoroughcomprehensionof theprotocolsfor spe-
ci�c sensorsystems. To elaborate,oneneedsto know
the modulationschemes,encodingschemes,and mes-
sageformats,in additionto theactivationandreporting
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Figure2: Equipmentusedfor packet snif�ng. At the bottom,
from left to right aretheATEQ VT55 TPMStrigger tool, two
tire pressuresensors(TPS-AandTPS-B),anda low noiseam-
pli�er (LNA). At thetop is onelaptopconnectedwith a USRP
with aTVRX daughterboardattached.

methodologiesto properlydecodeor spoofsensormes-
sages.Apart from accessto aninsideror theactualspec-
i�cations, this informationrequiresreverse-engineering
by anadversary. To convey thelevel of dif�culty of this
processfor in-car sensorprotocols,we provide a brief
walk-throughof ourapproachbelow, wherewebegin by
presentingrelevanthardware.

Tir e pressure sensorequipment. We selectedtwo
representativetire pressuresensorsthatemploy different
modulationschemes.Both sensorsareusedin automo-
bileswith high marketsharesin theUS.To preventmis-
useof the information here,we refer to thesesensors
simply astire pressure sensorA (TPS-A)andtire pres-
sure sensorB (TPS-B). To helpour process,we alsoac-
quireda TPMStrigger tool, which is availablefor a few
hundreddollars. Suchtools are handhelddevices that
can activate and decodeinformation from a variety of
tire sensorimplementations.Thesetoolsarecommonly
usedby cartechniciansandmechanicsfor troubleshoot-
ing. For our experiments,we useda TPMStrigger tool
from ATEQ[8] (ATEQVT55).

Raw signal sniffer. Reverseengineeringthe TPMS
protocolsrequiresthe captureand analysisof raw sig-
nal data. For this, we usedGNU Radio [2] in con-
junction with the UniversalSoftware Radio Peripheral
(USRP)[1]. GNU Radiois anopensource,freesoftware
toolkit thatprovidesa library of signalprocessingblocks
that run on a hostprocessingplatform. Algorithms im-
plementedusing GNU Radio can receive datadirectly
from theUSRP, which is thehardwarethatprovidesRF
accessvia an assortmentof daughterboards.They in-
cludetheTVRX daughterboardcapableof receiving RF
in therangeof 50Mhz to 870MHz andtheLFRX daugh-
terboardableto receive from DC to 30 MHz. For con-
venience,we initially usedanAgilent 89600VectorSig-
nalAnalyzer(VSA) for datacapture(but suchequipment

is not necessary).The pressuresensormodules,trigger
tool, andsoftwareradioplatformareshown in Figure 2.

3.1 ReverseEngineeringWalk Through

While our public domainsearchresultedin only high-
level knowledgeaboutthe TPM communicationproto-
col speci�cs, anticipatingsensoractivity in the315/433
MHz bandsdid provide us with a startingpoint for our
reverseengineeringanalysis.

Webeganby collectingafew transmissionsfrom each
of theTPM sensors.TheVSA wasusedto narrow down
thespectralbandwidthnecessaryfor fully capturingthe
transmissions.Thesensorswereplacedcloseto theVSA
receiving antennawhile weusedtheATEQVT55 to trig-
ger the sensors.Although initial datacollectionswere
obtainedusingthe VSA, the researchteamswitchedto
usingtheUSRPto illustratethatour �ndings (andsubse-
quentlyourattacks)canbeachievedwith low-costhard-
ware. An addedbene�t of usingtheUSRPfor the data
collectionsis thatit is capableof providing synchronized
collectsfor the LF andHF frequency bands— thusal-
lowing us to extract important timing information be-
tweentheactivationsignalsandthesensorresponses.To
performthesecollects,the TVRX andLFRX daughter-
boardswereusedto provide accessto the properradio
frequencies.Oncethe sensorburstswerecollected,we
beganour signalanalysisin MATLAB to understandthe
modulationandencodingschemes.The�nal stepwasto
mapout themessageformat.

Determine coarse physical layer characteristics.
The �rst phaseof characterizingthe sensorsinvolved
measuringburst widths, bandwidth,andother physical
layer properties. We observed that burst widths were
on the orderof 15 ms. During this initial analysis,we
notedthateachsensortransmittedmultiple burstsin re-
sponseto their respectiveactivationsignals.TPS-Aused
4 bursts,while TPS-B respondedwith 5 bursts. Indi-
vidual burstsin the seriesweredeterminedto be exact
copiesof eachother, thuseachburstencapsulatesacom-
pletesensorreport.

Identify the modulation scheme. Analysis of the
basebandwaveforms revealedtwo distinct modulation
schemes. TPS-A employed amplitude shift keying
(ASK), while TPS-B employed a hybrid modulation
scheme— simultaneoususageof ASK and frequency
shift keying (FSK).We speculatethatthehybridscheme
is usedfor two reasons:(1) to maximizeoperabilitywith
TPM readersand(2) to mitigatetheeffectsof anadverse
channelduringnormaloperation.Figure3 illustratesthe
differencesbetweenthesensors'transmissionin boththe
time andfrequency domains. The modulationschemes
arealsoobservablein theseplots.
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Figure3: A comparisonof FFT andsignalstrengthtime series
betweenTSP-AandTSP-Bsensors.

Resolve the encodingscheme.Despitethe different
modulationschemes,it was immediatelyapparentthat
both sensorswereutilizing Manchesterencoding(after
distinct preamblesequences).The baudrate is directly
observableunderManchesterencodingandwason the
orderof 5 kBd. The next stepwasto determinethe bit
mappingsfrom theManchesterencodedsignal. In order
to accomplishthis goal, we leveragedknowledgeof a
known bit sequencein eachmessage.We knew thesen-
sorID becauseit wasprintedoneachsensorandassumed
that this bit sequencemustbecontainedin themessage.
WefoundthatapplyingdifferentialManchesterdecoding
generateda bit sequencecontainingthesensorID.

Reconstructing the messageformat. While both
sensorsused differential Manchesterencoding, their
packet formatsdifferedsigni�cantly. Thus,ournext step
was to determinethe messagemappingsfor the restof
thebitsfor eachsensor. To understandthesizeandmean-
ing of eachbit�eld, wemanipulatedsensortransmissions
by varying a singleparameterandobserved which bits
changedin the message.For instance,we adjustedthe
temperatureusinghotgunsandrefrigerators,or adjusted
thepressure.By simultaneouslyusingtheATEQ VT55,
we werealsoableto observe theactualtransmittedval-
uesandcorrelatethemwith our decodedbits. Usingthis
approach,wemanagedto determinethemajorityof mes-
sage�elds andtheir meaningsfor bothTPS-AandTPS-
B. Theseincludedtemperature,pressure,andsensorID,
as illustratedin Figure4. We alsoidenti�ed the useof
a CRCchecksumanddeterminedtheCRCpolynomials
througha bruteforcesearch.

At this point, we did not yet understandthemeaning
of a few bits in themessage.Wewerelaterableto recon-
structtheseby generatingmessageswith oursoftwarera-
dio, changingthesebits,andobservingtheoutputof the

preamble Sensor ID Pressure Temperature Flags Checksum

Figure4: An illustration of a packet format. Note the size is
notproportionalto realpacket �elds.

TPMStool or a realcar. It turnedout thatthesewerepa-
rameterslikebatterystatus,overwhichwe hadnodirect
controlby purelymanipulatingthesensormodule.More
detailsonmessagespoo�ng arepresentedin Section5.

3.2 LessonsLearned

The aforementionedreverse-engineeringcanbe accom-
plished with a reasonablebackgroundin communica-
tions andcomputerengineering.It took a few daysfor
aPhD-level engineerexperiencedwith reverseengineer-
ing to build aninitial system.It tookseveralweeksfor an
MS-level studentwith noprior experiencein reverseen-
gineeringandGNU Radioprogrammingto understand
and reproducethe attack. The equipmentused (the
VTEQ VT55 andUSRPattachedwith TVRX) is openly
availableandcosts$1500at currentmarketprices.

Perhapsoneof themostdif�cult issuesinvolvedbaud
rateestimation.SinceManchesterencodingis used,our
initial baudrate estimatesinvolved averagingthe gaps
betweenthetransitionedgesof thesignal.However, the
jitter (mostlikely associatedwith thelocal oscillatorsof
the sensors)makes it almost impossibleto estimatea
baudrateaccurateenoughfor a simplesoftware-based
decoderto work correctly. To addressthis problem,we
modi�ed our decodersto be self-adjustableto compen-
satefor theestimationerrorsthroughouttheburst.

Thereverseengineeringrevealedthefollowing obser-
vations. First, it is evident that encryptionhasnot been
used—whichmakesthesystemvulnerableto variousat-
tacks.Second,eachmessagecontainsa 28-bit or 32-bit
sensorID dependingon the type of sensor. Regardless
of thesensortype,theIDs donot changeduringthesen-
sors' lifetimes.

Giventhatthereare254.4million registeredpassenger
vehiclesin United States[34], one28-bit SensorID is
enoughto track eachregisteredcar. Even in the future
when the numberof carsmay exceed256 million, we
canstill identify a car usinga collectionof tire IDs —
a 4-tupleof tire IDs. Assuminga uniform distribution
acrossthe 28-bit ID space,the probability of an exact
matchof two cars' IDs is 4!=2112 without considering
theordering.To determinehow many carsR canbeon
the road in the US with a guaranteethat thereis a less
thanP chanceof any two or morecarshaving thesame
ID-set,is a classicalbirthdayproblemcalculation:

R =

r
2113

4!
ln(

1
1 � P

)
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Figure5: Block chartof thelive decoder/eavesdropper.

To achieve a matchrateof larger thanP = 1%, more
than1015 carsneedto be on the road,which is signif-
icantly more than 1 billion cars. This calculation,of
course,is predicatedon theassumptionof a uniform al-
locationacrossthe28-bit ID space.Evenif werelaxthis
assumptionandassume20bitsof entropy in asingle28-
bit ID space,we would still needroughly38 billion cars
in theUSto geta matchrateof morethanP = 1%.

We notethat this calculationis basedon theunrealis-
tic assumptionthatall 38billion carsareco-located,and
areusingthesamemodulationandcodingschemes.Ul-
timately, it is very unlikely to have two carsthatwould
befalselymistakenfor eachother.

4 Feasibility of Eavesdropping

A critical questionfor evaluatingprivacy implicationsof
in-carwirelessnetworksis whetherthetransmissionscan
beeasilyoverheardfrom outsidethevehiclebody. While
tire pressuredatadoesnot requirestrongcon�dentiality,
theTPMSprotocolscontainidenti�ers that canbe used
to trackthelocationsof a device. In practice,theproba-
bility thata transmissioncanbeobservedby astationary
receiver dependsnot only on the communicationrange
but also on the messagingfrequency and speedof the
vehicle underobservation, becausethesefactorsaffect
whethera transmissionoccursin communicationrange.

The transmissionpower of pressuresensorsis rela-
tively smallto prolongsensorbatterylifetime andreduce
cross-interference.Additionally, the NHTSA requires
tire pressuresensorsto transmitdataonly onceevery60
secondsto 90seconds.Thelow transmissionpower, low
datareport rate,andhigh travel speedsof automobiles
raisequestionsaboutthefeasibilityof eavesdropping.

In this section,we experimentallyevaluatethe range
of TPMScommunicationsandfurtherevaluatethefeasi-
bility of tracking.This rangestudywill useTPS-Asen-
sors,sincetheirTPMSusesa four-antennastructureand
operatesat a lower transmissionpower. It shouldthere-
forebemoredif�cult to overhear.

4.1 Eavesdropping System

During the reverse engineeringsteps, we developed
two Matlab decoders: one for decodingASK mod-
ulated TPS-A and the other for decoding the FSK

modulatedTPS-B. In order to reuseour decodersyet
be able to constantly monitor the channel and only
recorduseful datausing GNU radio togetherwith the
USRP, we createda live decoder/eavesdropperleverag-
ing pipes. We usedthe GNU Radio standardPython
scriptusrp rx cfile.py to samplechannelsatarate
of 250kHz, wheretherecordeddatawasthenpipedto a
packet detector. Oncethepacket detectoridenti�es high
energy in thechannel,it extractsthecompletepacketand
passesthe correspondingdatato the decoderto extract
thepressure,temperature,andthesensorID. If decoding
is successful,thesensorID will be outputto thescreen
andtheraw packetsignalalongwith thetime stampwill
be storedfor later analysis. To be able to capturedata
from multiple differentTPMS systems,the eavesdrop-
ping systemwould alsoneeda modulationclassi�er to
recognizesthemodulationschemeandchoosethecorre-
spondingdecoder. For example,Liedtke's[29] algorithm
couldbeusedto differentiateASK2 andFSK2. Suchan
eavesdroppingsystemis depictedin Fig. 5.

In early experiments,we observed that the decoding
scriptgeneratesmucherraticdatafrom interferenceand
artifactsof thedynamicchannelenvironment.To address
this problem,we madethescriptmorerobustandadded
a �lter to discarderroneousdata. This �lter dropsall
signalsthat do not match TPS-A or TPS-B. We have
testedour live decoderon the interstatehighway I-26
(Columbia,SouthCarolina)with two carsrunningin par-
allel at speedsexceeding110km/h.

4.2 Eavesdropping Range

Wemeasuredtheeavesdroppingrangein bothindoorand
outdoorscenariosby having theATEQVT55 triggerthe
sensors.In both scenarios,we �x ed the locationof the
USRP at the origin (0; 0) in Figure 7 and moved the
sensoralongthe y-axis. In the indoor environment,we
studiedthe receptionrangeof stand-alonesensorsin a
hallway. In the outdoorenvironment,we drove oneof
theauthors'carsaroundto measurethe receptionrange
of the sensorsmountedin its front left wheelwhile the
car's body wasparallel to the x-axis, asshown in Fig-
ure 7. In our experiment,we noticedthatwe wereable
to decodethepacketswhenthereceivedsignalstrengthis
larger thantheambientnoise�oor . Theresultingsignal
strengthover the areawherepacketscould be decoded
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Figure6: Comparisonof eavesdroppingrangeof TPS-A.

successfullyand the ambientnoise �oors are depicted
in Figure6 (a). The resultsshow that both the outdoor
andindooreavesdroppingrangesareroughly10.7m, the
vehiclebody appearsonly to have a minor attenuation
effectwith regardto a receiverpositionedbroadside.

We next performedthesamesetof rangeexperiments
while installingalow noiseampli�er (LNA) betweenthe
antennaandtheUSRPradiofront end,asshown in Fig-
ure 2. As indicatedin Figure6, the signal strengthof
thesensortransmissionsstill decreasedwith distanceand
the noise�oor wasraisedbecauseof the LNA, but the
LNA ampli�ed thereceivedsignalstrengthandimproved
thedecodingrangefrom 10.7metersto 40 meters.This
showsthatwith someinexpensivehardwareasigni�cant
eavesdroppingrangecanbeachieved,arangethatallows
signalsto beeasilyobservedfrom theroadside.

Note that other ways to boostreceiving rangeexist.
Examplesincludetheuseof directionalantennasor more
sensitive omnidirectionalantennas.We refer readersto
theantennastudiesin [9,15,42] for furtherinformation.

4.3 Eavesdropping Angle Study

We now investigatewhetherthe car body hasa larger
attenuationeffect if the receiver is locatedat different
angularpositions. We alsostudywhetheroneUSRPis
enoughto sniff packetsfrom all four tire sensors.

The effectof car body. In our �rst setof experiments,
we studiedtheeffectof thecar'smetallicbodyonsignal
attenuationto determinethenumberof requiredUSRPs.
We placedtheUSRPantennaat theorigin of thecoordi-
nate,asshown in Figure7, andpositionthecaratseveral
pointson the line of y = 0:5 with its body parallel to
thex-axis.Eavesdroppingat thesepointsrevealedthatit
is veryhardto receivepacketsfrom four tiressimultane-
ously. A setof receivedsignalstrength(RSS)measure-
mentswhenthe front left wheelwaslocatedat (0; 0:5)
metersare summarizedin Table 1. Resultsshow that
the USRPcan receive packets transmittedby the front

left, front right and rear left sensors,but not from the
rearright sensordueto thesignaldegradationcausedby
thecar's metallicbody. Thus,to assurereceiving pack-
etsfrom all four sensors,at leasttwo observationspots
mayberequired,with eachlocatedon eithersideof the
car. For instance,two USRPscanbeplacedat different
spots,or two antennasconnectedto thesameUSRPcan
bemetersapart.

The eavesdropping angle at various distances.We
studiedthe rangeassociatedwith one USRPreceiving
packets transmittedby the front left wheel. Again, we
placed the USRP antennaat the origin and recorded
packetswhenthecarmovedalongtrajectoriesparallelto
thex-axis,asshown in Figure7. Thesetrajectorieswere
1.5 metersapart. Along eachtrajectory, we recorded
RSSat thelocationsfrom wheretheUSRPcoulddecode
packets. Thecoloredregion in Figure11, therefore,de-
notestheeavesdroppingrange,andthecontoursillustrate
theRSSdistributionof thereceivedpackets.

From Figure11, we observe that the maximumhori-
zontaleavesdroppingrange,r max , changesasa function
of thedistancebetweenthetrajectoryandtheUSRPan-
tenna,d. Additionally, theeavesdroppingrangesonboth
sidesof the USRPantennaare asymmetricdue to the
car's metallic body. Without the re�ection and imped-
iment of the car body, the USRPis able to receive the
packetsat furtherdistanceswhenthecar is approaching
ratherthanleaving. Thenumericalresultsof r max , ' 1,
the maximumeavesdroppinganglewhenthe car is ap-
proachingtheUSRP, and' 2, themaximumanglewhen
thecaris leaving theUSRP, arelistedin Figure8. Since

Location RSS(dB) Location RSS(dB)
Frontleft -41.8 Rearleft -55.0
Frontright -54.4 Rearright N/A

Table1: RSSwhenUSPRis located0.5metersaway from the
front left wheel.
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the widest rangeof 9.1 metersat the parallel trajectory
was3 metersaway from thex-axis,anUSRPshouldbe
placed2.5metersawayfrom thelanemarksto maximize
thechanceof packet reception,assumingcarstravel 0.5
meteraway from lanemarks.

Messagingrate. According to NHTSA regulations,
TPMS sensorstransmit pressureinformation every 60
to 90 seconds.Our measurementscon�rmed that both
TPS-AandTPS-Bsensorstransmitonepacket every 60
secondsor so. Interestingly, contraryto documentation
(where sensorsshould report data periodically after a
speedhigher than 40 km/h), both sensorsperiodically
transmitpacket even whencarsarestationary. Further-
more,TPS-Btransmitsperiodicpacketseven whenthe
caris not running.

4.4 LessonsLearned: Feasibility of Track-
ing Automobiles

Thesurprisingrangeof 40mmakesit possibleto capture
a packet andits identi�ers from the roadside,if the car
is stationary(e.g.,a traf�c light or a parkinglot). Given
thata TPMSsensoronly sendonemessageper minute,
trackingbecomesdif�cult athigherspeeds.Consider, for
example,a passive trackingsystemdeployed along the
roadsideat highway entry andexit ramps,which seeks
to extracttheuniquesensorID for eachcarandlink en-
try andexit locationsaswell assubsequenttrips. To en-
surecapturingatleastonepacket,arow of snifferswould
be requiredto cover the stretchof roadthat takesa car
60 secondsto travel. The numberof requiredsniffers,
npassiv e = ceil(v � T=rmax ), wherev is the speedof
thevehicle,T is themessagereportperiod,andr max is
thedetectionrangeof thesniffer. Usingthesnif�ng sys-
tem describedin previous sectionswherer max = 9:1
m, 110 sniffers arerequiredto guaranteecapturingone
packet transmittedby a car traveling at 60 km/h. De-
ploying sucha trackingsystemappearscost-prohibitive.

It is possibleto trackwith fewer sniffers,however, by
leveragingtheactivationsignal.Thetrackingstationcan
sendthe125kHzactivationsignalto triggera transmis-
sionby thesensor. To achievethis, thetriggersandsnif-
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Figure11: Studytheangleof eavesdroppingwith LNA.

fers shouldbe deployed in a way suchthat they meet
thefollowing requirementsregardlessof thecars' travel
speeds:(1) the transmissionrangeof the triggershould
belargeenoughsothatthepassingcaris ableto receive
the completeactivation signal; (2) thesniffer shouldbe
placedatadistancefrom theactivationsendersothatthe
car is in thesniffers' eavesdroppingrangewhenit starts
to transmit;and(3) thecarshouldstaywithin theeaves-
droppingrangebeforeit �nishes thetransmission.

To determinethecon�gurationof thesniffersandthe
triggers,weconductedanepitomicalstudyusingaUSRP
with two daughterboardsattached,onerecordingat 125
kHz and the other recordingat 315 MHz. Our results
aredepictedin Figure9 andshow thattheactivationsig-
nal of TPS-Blastsapproximately359 ms. The sensors
start to transmit530 ms after the beginning of the acti-
vationsignal,andthedatatakes15 msto transmit.This
means,thatto triggeracartravelingat60km/h,thetrig-
gershouldhaveatransmissionrangeof at least6 meters.
Sinceasniffer caneavesdropup to 9.1meters,it suf�ces
to placethe sniffer right next to the trigger. Additional
snifferscouldbeplaceddown the roadto capturepack-
etsof carstravelingat higherspeeds.

To determinethefeasibility of this approach,we have
conducteda roadsideexperimentusingtheATEQ VT55
which hasa transmissionrangeof 0.5 meters.We were
able to activateandextract the ID of a targetedTPMS
sensormoving at thespeedof 35km/husingonesniffer.
WenotethatATEQVT55wasdeliberatelydesignedwith
shorttransmissionrangeto avoid activatingmultiplecars
in thedealership.With adifferentradiofrontend,suchas
usinga matchingantennafor 125kHz, onecanincrease
the transmissionrangeof the trigger easily andenable
capturingpacketsfrom carsathigherspeeds.

Comparison betweentracking via TPMS and Au-
tomatic Number Plate Reading. Automatic Number
PlateReading(ANPR) technologieshavebeenproposed
to track automobilesand leverageLicensePlate Cap-
ture Cameras(LPCC) to recognizelicenseplate num-
bers.Dueto thedifferencebetweenunderlyingtechnolo-
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d (m) ' 1 (� ) ' 2(� ) r max (m)
1.5 72.8 66.8 8.5
3.0 59.1 52.4 9.1
4.5 45.3 31.8 7.5
6.0 33.1 20.7 6.3
7.5 19.6 7.7 3.8

Figure 8: The eavesdroppinganglesand
rangeswhenthe car is traveling at various
trajectories.

0 0.2 0.4 0.6 0.8 1 1.2 1.4
0

0.5

1

Time (seconds)

N
or

m
al

iz
ed

 M
ag

ni
tu

de

 

 

Activation
Data

Figure9: Time seriesof activationand
datasignals.

Figure10: Frequency mixer andUSRP
with two daughterboardsare used to
transmitdatapacketsat 315/433MHz.

gies,TPMSandANPRsystemsexhibit differentcharac-
teristics. First, ANPR allows for moredirect linkageto
individualsthroughlaw enforcementdatabases.ANPR
requires,however, line of sight (LOS) and its accuracy
canbe affectedby weatherconditions(e.g. light or hu-
midity) or thedirt ontheplate.In anidealconditionwith
excellentmodernsystems,thereadratefor licenseplates
is approximately90% [25]. A goodqualityANPRcam-
era can recognizenumberplatesat 10 meters[5]. On
thecontrary, theability to eavesdropontheRFtransmis-
sion of TPMS packetsdoesnot dependon illumination
or LOS. The probability of identifying the sensorID is
around99%whentheeavesdropperis placed2.5meters
away from the lane marks. Second,the LOS require-
mentforcestheANPRto beinstalledin visiblelocations.
Thus,amotivateddrivercantakealternativeroutesor re-
move/coverthelicenseplatesto avoid beingdetected.In
comparison,the useof TPMS is harderto circumvent,
andthe ability to eavesdropwithout LOS could leadto
morepervasiveautomobiletracking.Althoughswapping
or hidinglicenseplatesrequireslesstechnicalsophistica-
tion, it alsoimposesmuchhigherlegal risksthandeacti-
vatingTPMSunits.

5 Feasibility of Packet Spoo�ng

Beingableto eavesdropon TPMScommunicationfrom
a distanceallows us to further explore the feasibility of
insertingforgeddatainto safety-criticalin-vehiclesys-
tems. Such a threat presentspotentially even greater
risks than the tracking risks discussedso far. While
the TPMS is not yet a highly safety-criticalsystem,we
experimentedwith spoo�ng attacksto understand:(1)
whetherthereceiversensitivity of anin-carradiois high
enoughto allow spoo�ng from outsidethe vehicleor a
neighboringvehicle, and (2) securitymechanismsand
practicesin suchsystems.In particular, wewerecurious
whetherthesystemusesauthentication,inputvalidation,
or �ltering mechanismsto rejectsuspiciouspackets.

The packet spoo�ng system. Our live eavesdrop-
percandetectTPMStransmissionanddecodebothASK

modulatedTPS-A messagesand FSK modulatedTPS-
B messagesin real time. Our packet spoo�ng systemis
built on top of our live eavesdropper, asshown in Fig-
ure12. ThePacket Generatortakestwo setsof parame-
ters—sensortypeandsensorID from theeavesdropper;
temperature, pressure, andstatus�a gs from users—and
generatesa properlyformulatedmessage.It thenmodu-
latesthemessageatbaseband(usingASK or FSK)while
insertingtheproperpreamble.Finally, the roguesensor
packetsareupconvertedand transmitted(eithercontin-
uously or just once)at the desiredfrequency (315/433
MHz) usinga customizedGNU radiopythonscript. We
notethatoncethesensorID andsensortypearecaptured
wecancreateandrepeatedlytransmittheforgedmessage
at apre-de�nedperiod.

At the time of our experimentation,there were no
USRP daughterboardsavailable that were capableof
transmittingat 315/433MHz. So,we useda frequency
mixing approachwherewe leveragedtwo XCVR2450
daughterboardsand a frequency mixer (mini-circuits
ZLW11H) asdepictedin Fig.10. By transmittinga tone
out of one XCVR2450 into the LO port of the mixer,
we wereableto mix down the spoofedpacket from the
otherXCVR2450to theappropriatefrequency. For 315
MHz, we useda toneat 5.0GHz andthespoofedpacket
at 5.315GHz.1

To validateour system,we decodedspoofedpackets
with the TPMS trigger tool. Figure13 shows a screen
snapshotof the ATEQ VT55 after receiving a spoofed
packetwith asensorID of “DEADBEEF” andatire pres-
sureof 0 PSI.This testingalsoallowedusto understand
themeaningof remainingstatus�ags in theprotocol.

5.1 Exploring VehicleSecurity

We next usedthis setupto sendvariousforgedpackets
to a car usingTPS-A sensors(belongingto oneof the

1For 433 MHz, the spoofedpacket wastransmittedat 5.433GHz.
We have alsosuccessfullyconductedthe experimentusingtwo RFX-
1800daughterboards,whoseoperationalfrequenciesarefrom 1.5GHz
to 2.1GHz.
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Figure12: Block chartof thepacket spoo�ng system.

authors)at a rateof 40packetspersecond.We madethe
following observations.

No authentication. ThevehicleECU ignorespackets
with a sensorID that doesnot matchoneof the known
IDs of its tires, but appearsto acceptall otherpackets.
For example,we transmittedforgedpacketswith theID
of the left front tire anda pressureof 0 PSIandfound0
PSIimmediatelyre�ectedon thedashboardtire pressure
display. By transmittingmessageswith the alert bit set
wewereableto immediatelyilluminatethelow-pressure
warning light2, andwith about2 secondsdelaythe ve-
hicle's general-informationwarning light, as shown in
Figure14.

No input validation and weak �ltering . We forged
packetsat a rateof 40 packetsper second.Neitherthis
increasedrate, nor the occasionaldifferent reportsby
the real tire pressuresensorseemedto raiseany suspi-
cion in theECU or any alert thatsomethingwaswrong.
The dashboardsimply displayedthe spoofedtire pres-
sure. We next transmittedtwo packetswith very differ-
entpressurevaluesalternatelyat a rateof 40packetsper
second. The dashboarddisplay appearedto randomly
alternatebetweenthesevalues. Similarly, when alter-
natingbetweenpacketswith andwithout the alert �ag,
we observed the warning lights switchedon andoff at
non-deterministictime intervals. Occasionally, the dis-
play seemedto freezeon onevalue. Theseobservations
suggestthatTPMSECUemploystrivial �ltering mecha-
nismswhichcanbeeasilyconfusedby spoofedpackets.

Interestingly, the illumination of the low-pressure
warning light dependsonly on the alert bit—the light
turns on even if the rest of the messagereportsa nor-
mal tire pressureof 32 PSI! This further illustratesthat
theECU doesnotappearto useany inputvalidation.

Lar ge range of attacks. We �rst investigatedthe
effectivenessof packet spoo�ng whenvehiclesaresta-
tionary. We measuredtheattackrangewhenthepacket
spoo�ng systemwasangledtowardstheheadof thecar,
andwe observeda packet spoo�ng rangeof 38 meters.
For the purposeof proving the concept,we only used
low-costantennasandradiodevicesin our experiments.
We believe that the rangeof packet spoo�ng can be
greatlyexpandedby applyingampli�ers, high-gainan-
tennas,or antennaarrays.

2To discover this bit we hadto de�ate onetire andobserve thetire
pressuresensorsresponse.Simply settinga low pressurebit or report-
ing low pressurevaluesdid not triggerany alertin thevehicle.

Feasibility of Inter -VehicleSpoo�ng. We deployed
theattacksagainstwilling participantson highway I-26
to determineif they areviableat high speeds.Two cars
ownedby the authorswereinvolved in the experiment.
The victim car hadTPS-A sensorsinstalledandthe at-
tacker's carwasequippedwith our packet spoo�ng sys-
tem. Throughoutour experiment,we transmittedalert
packetsusingthefront-left-tireID of thetargetcar, while
thevictim carwastraveling to theright of theattacker's
car. We observed that the attacker was able to trigger
boththelow-pressurewarninglight andthecar'scentral-
warning light on the victim's car when traveling at 55
km/h and110km/h, respectively. Additionally, thelow-
pressure-warninglight illuminatedimmediatelyafterthe
attackerenteredthepacketspoo�ng range.

5.2 Exploring the Logic of ECU Filtering

Forginga TPMSpacketandtransmittingit at a high rate
of 40 packetsper secondwasuseful to validatepacket
spoo�ng attacksand to gaugethe spoo�ng range. Be-
yondthis, though,it wasunclearwhethertherewerefur-
thervulnerabilitiesin theECUlogic. To characterizethe
logic of the ECU �ltering mechanisms,we designeda
varietyof spoo�ng attacks.Thekey questionsto bean-
sweredinclude:(1) whatis theminimumrequirementto
triggertheTPMSwarninglight once,(2)whatis themin-
imum requirementto keepthe TPMS warning light on
for anextendedamountof time, and(3) canwe perma-
nently illuminate any warning light even after stopping
thespoo�ng attack?

Sofar, we haveobservedtwo levelsof warninglights:
TPMS Low-PressureWarning light (TPMS-LPW) and
thevehicle'sgeneral-informationwarninglight illustrat-
ing `CheckTire Pressure'.In this section,we explored
the logic of �ltering strategies related to the TPMS-
LPW light in detail. The logic controlling thevehicle's
general-informationwarning light canbe explored in a
similarmanner.

5.2.1 Triggering the TPMS-LPW Light

To understandthe minimum requirementof triggering
the TPMS-LPWlight, we startedwith transmittingone
spoofedpacket with the rear-left-tire ID andeavesdrop-
ping the entire transmission.We observed that (1) one
spoofedpacket wasnot suf�cient to trigger the TPMS-
LPW light; and (2) as a responseto this packet, the
TPMS ECU immediately sent two activation signals
throughthe antennamountedcloseto the rear left tire,
causingthe rear left sensorto transmit eight packets.
Hence,althougha singlespoofedpacket doesnot cause
theECU to displayany warning,it doesopena vulnera-
bility to batterydrainattacks.
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Figure13: TheTPMStrigger tool dis-
playsthe spoofedpacket with the sen-
sor ID “DEADBEEF”. We crossedout
the brandof TP sensorsto avoid legal
issues.

(a) (b)

Figure14: Dashpanelsnapshots:(a) the tire pressureof left front tire displayed
as0 PSIandthe low tire pressurewarninglight wasilluminatedimmediatelyafter
sendingspoofedalertpacketswith 0 PSI;(b) thecarcomputerturnedonthegeneral
warninglight around2 secondsafterkeepingsendingspoofedpackets.

Next, we graduallyincreasedthe numberof spoofed
packets, and we found that transmitting four spoofed
packetsin onesecondsuf�ces to illuminate the TPMS-
LPW light. Additionally, we found that those four
spoofedpacketshave to be at least225 ms apart,oth-
erwisemultiple spoofedpacketswill becountedasone.
When the interval betweentwo consecutive spoofed
packetsis larger than4 secondsor so, the TPMS-LPW
no longerilluminates. This indicatesthatTPMSadopts
two detectionwindows with sizesof 240 ms (a packet
lasts for 15 ms) and 4 seconds.A 240-mswindow is
consideredpositive for low tire pressureif at leastone
low-pressurepacket hasbeenreceived in that window
regardlessof thepresenceof numerousnormalpackets.
Four 240-mswindows needto be positive to illuminate
theTPMS-LPWlight. However, thecounterfor positive
240-mswindows will beresetif no low-pressurepacket
is receivedwithin a4-swindow.

AlthoughtheTPMSECU doesusea countingthresh-
old andwindow-baseddetectionstrategies,they arede-
signedto copewith occasionallycorruptedpacketsin a
benignsituationand are unableto deal with malicious
spoo�ng. Surprisingly, althoughthe TPMS ECU does
receive eight normal packets transmittedby sensorsas
a responseto its queries,it still concludesthe low-tire-
pressurestatusbasedon oneforgedpacket, ignoringthe
majorityof normalpackets!

5.2.2 RepeatedlyTriggering the TPMS-LPW Light

The TPMS-LPW light turns off a few secondsif only
four forged packets are received. To understandhow
to sustainthe warning light, we repeatedlytransmitted
spoofedpacketsandincreasedthespoo�ng periodgrad-
ually. TheTPMS-LPWlight remainedilluminatedwhen
we transmittedthe low-pressurepacket at a ratehigher
thanonepacketper240ms,e.g.,onepacketperdetection
window. Spoo�ng at a ratebetweenonepacket per240
ms to 4 secondscausedthe TPMS-LPWlight to toggle
betweenon andoff. However, spoo�ng at a rateslower
than4 secondscouldnot activatetheTPMS-LPWlight,

whichcon�rmed our prior experimentresults.Figure15
depictsthemeasuredTPMS-LPWlight on-durationsand
off-durationswhenthespoo�ng periodsincreasedfrom
44msto 4 seconds.

As we increasedthespoo�ng period,theTPMS-LPW
light remainedon for about6 secondson average,but
the TPMS-LPW light stayedoff for an incrementing
amountof time which wasproportionalto the spoo�ng
period. Therefore,it is very likely that theTPMS-ECU
adoptsa timer to control the minimum on-durationand
theoff-durationof TPMS-LPWlight canbemodeledas
tof f = 3:5x + 4, wherex is the spoo�ng period. The
off-durationincludestheamountof time to observe four
low-pressureforgedmessagesplustheminimumwaiting
durationfor the TPMS-ECUto remainoff, e.g.,4 sec-
onds. In fact, this con�rms our observationthat thereis
a waiting periodof approximately4 secondsbeforethe
TPMSwarninglight was�rst illuminated.

5.2.3 Beyond Triggering the TPMS-LPW Light

Our previousspoo�ng attacksdemonstratedthatwe can
producefalseTPMS-LPWwarnings. In fact, transmit-
ting forgedpacketsat a ratehigherthanonepacket per
secondalso triggeredthe vehicle's general-information
warning light illustrating `Check Tire Pressure'. De-
pendingon the spoo�ng period, the gap betweenthe
illumination of the TPMS-LPW light and the vehicle's
general-informationwarninglight variedbetweena few
secondsto 130seconds— andtheTPMS-LPWlight re-
mainedilluminatedafterwards.

Throughoutourexperiments,wetypicallyexposedthe
carto spoofedpacketsfor adurationof severalminutesat
a time. While theTPMS-LPWlight usuallydisappeared
about6 secondsafter stoppingspoofedmessagetrans-
missions,we wereonceunableto resetthelight evenby
turning off andrestartingthe ignition. It did, however,
resetafterabout10minutesof driving.

To our surprise,at the endof only two daysof spo-
radicexperimentsinvolving triggeringtheTPMSwarn-
ing onandoff, wemanagedto crashtheTPMSECUand
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Figure15: TPMSlow-pressurewarninglight on andoff dura-
tion vs. spoo�ng periods.

completelydisabledthe service. The vehicle's general-
informationwarninglight illustrating`CheckTPMSSys-
tem' wasactivatedandno tire pressureinformationwas
displayedon thedashboard,asshown in Figure16. We
attemptedto resetthe systemby sendinggoodpackets,
restartingthecar, driving on thehighway for hours,and
unpluggingthe car battery. None of theseendeavors
weresuccessful.Eventually, avisit to adealershiprecov-
eredthesystemat thecostof replacingtheTPMSECU.
This incidentsuggeststhatit maybefeasibleto crashthe
entireTPMSandthedegreeof suchanattackcanbeso
severethat theowner hasno option but to seektheser-
vicesof adealership.Wenotethatonecaneasilyexplore
thelogic of avehicle'sgeneral-informationwarninglight
usingsimilarmethodsfor TPMS-LPWlight. We did not
pursuefurtheranalysisdueto theprohibitive costof re-
pairingtheTPMSECU.

5.3 LessonsLearned

Thesuccessfulimplementationof aseriesof spoo�ngat-
tacksrevealedthattheECU relieson sensorIDs to �lter
packets,andthe implemented�lter mechanismsarenot
effective in rejectingpackets with con�icting informa-
tion or abnormalpackets transmittedat extremelyhigh
rates.In fact,thecurrent�ler mechanismsintroducese-
curity risks. For instance,the TPMS ECU will trigger
thesensorsto transmitseveralpacketsafterreceivingone
spoofedmessage.Thosepackets,however, arenot lever-
agedto detectcon�icts andinsteadcanbe exploited to
launchbatterydrainattacks.In summary, theabsenceof
authenticationmechanismsandweak�lter mechanisms
openmany loopholesfor adversariesto explorefor more
`creative' attacks.Furthermore,despitetheunavailabil-
ity of aradiofrontendthatcantransmitat315/433MHz,
we managedto launchthe spoo�ng attackusinga fre-
quency mixer. Thisresultis bothencouragingandalarm-
ing sinceit shows that an adversarycan spoof packets
even without easyaccessto transceiversthat operateat
thetargetfrequency band.

(a) (b)

Figure16: DashpanelsnapshotsindicatingtheTPMSsystem
error (this error cannotbe resetwithout the help of a dealer-
ship): (a) the vehicle's general-informationwarninglight; (b)
tire pressurereadingsarenolongerdisplayedasaresultof sys-
temfunctionerrors.

6 ProtectingTPMS Systemsfr om Attacks

Thereareseveral stepsthat canimprove the TPMS de-
pendability and security. Someof the problemsarise
from poor systemdesign,while other issuesaretied to
thelackof cryptographicmechanisms.

6.1 ReliableSoftware Design

The�rst recommendationthatwe make is thatsoftware
runningon TPMSshouldfollow basicreliablesoftware
designpractices.In particular, we have observedthat it
waspossibleto convince the TPMS control unit to dis-
play readingsthatwereclearlyimpossible.For example,
theTPMSpacket formatincludesa �eld for tire pressure
aswell asaseparate�eld for warning�ags relatedto tire
pressure.Unfortunately, the relationshipbetweenthese
�elds werenot checked by the TPMS ECU whenpro-
cessingcommunicationsfrom thesensors.As notedear-
lier, wewereableto sendapacketcontainingalegitimate
tire pressurevaluewhile alsocontaininga low tire pres-
surewarning �ag. The resultwas that the driver's dis-
play indicatedthatthetire hadlow pressureeventhough
its pressurewasnormal. A straightforward �x for this
problem(andothersimilarproblems)wouldbeto update
the softwareon the TPMS control unit to performcon-
sistency checksbetweenthevaluesin thedata�elds and
the warning �ags. Similarly, when launchingmessage
spoo�ng attacks,althoughthe control unit doesquery
sensorsto con�rm the low pressure,it neglectsthe le-
gitimatepacket responsescompletely. The control unit
could have employed somedetectionmechanismto, at
least,raiseanalarmwhendetectingfrequentcon�icting
information,or haveenforcedsomemajority logic oper-
ationsto �lter out suspicioustransmissions.

6.2 Impr oving Data Packet Format

Onefundamentalreasonthat eavesdroppingandspoof-
ing attacksarefeasiblein TPMSsystemsis thatpackets
aretransmittedin plaintext. To prevent theseattacks,a
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�rst line of defenseis to encryptTPM packets3. Theba-
sicpacketformatin aTPMSsystemincludedasensorID
�eld, �elds for temperatureandtire pressure,�elds for
variouswarning �ags, anda checksum.Unfortunately,
thecurrentpacket formatusedis ill-suited for properen-
cryption,sincenaively encryptingthecurrentpacket for-
matwouldstill supportdictionary-basedcryptanalysisas
well asreplayattacksagainstthesystem.For thisreason,
we recommendthatanadditionalsequencenumber�eld
be addedto the packet to ensurefreshnessof a packet.
Further, requiringthat thesequencenumber�eld be in-
crementedduring eachtransmissionwould ensurethat
subsequentencryptedpacketsfrom thesamesourcebe-
comeindistinguishable,therebymaking eavesdropping
andcryptanalysissigni�cantly harder. We also recom-
mendthatanadditionalcryptographicchecksum(e.g. a
messageauthenticationcode)beplacedprior to theCRC
checksumto preventmessageforgery.

Such a changein the payload would require that
TPMSsensorshave a smallamountmemoryin orderto
storecryptographickeys,aswell astheability to perform
encryption.An obviousconcernis theselectionof cryp-
tographicalgorithmsthataresuf�ciently light-weight to
beimplementedon thesimpleprocessorwithin a TPMS
sensor, yet alsoresistantto cryptanalysis.A secondary
concernis theinstallationof cryptographickeys. We en-
vision that thesensorswithin a tire would be have keys
pre-installed,and that the correspondingkeys could be
enteredinto theECU at thefactory, dealership,or a cer-
ti�ed garage.Althoughit is unlikely thatencryptionand
authenticationkeys would needto bechanged,it would
be a simplematterto piggy-backa rekeying command
on the 125kHz activation signal in a mannerthat only
certi�ed entitiescouldupdatekeys.

6.3 Preventing SpoofedActivation

The spoo�ng of an activation signal forces sensorsto
emitpacketsandfacilitatestrackingandbatterydrainat-
tacks.Althoughactivationsignalsarevery simple,they
canconvey aminimalamountof bits. Thus,usinga long
packet formatwith encryptionandauthenticationis un-
suitable,andinsteadwesuggestthatthefew bitsthey can
convey beusedasasequencing�eld, wherethesequenc-
ing follows a one-way functionchainin a manneranal-
ogousto one-timesignatures.Thus,theECU would be
responsiblefor maintainingtheone-way functionchain,
and the TPMS sensorwould simply hashthe observed
sequencenumberand comparewith the previous se-
quencenumber. This would provide a simplemeansof
�ltering out falseactivationsignals. We notethat other

3We notethat encryptingthe entiremessage(or at leastall �elds
thatarenot constantacrossdifferentcars)is essentialasotherwisethe
ability to readthese�elds would supportaprivacy breach.

legitimate sourcesof activation signalsare specialized
entities,suchas dealersand garages,and suchentities
could accessan ECU to acquirethe positionwithin the
hashchainin orderto resettheir activationunitsappro-
priatelyto allow themto sendvalid activationsignals.

7 RelatedWork

Wirelessdeviceshavebecomeaninseparablepartof our
social fabric. As such,mucheffort hasbeendedicated
to analyzethetheir privacy andsecurityissues.Devices
beingstudiedincludeRFID systems[27,30,41], mass-
market UbiComp devices [38], householdrobots [14],
and implantablemedical devices [21]. Although our
work falls in thesamecategory andcomplementsthose
works,TPMSin automobilesexhibitsdistinctivefeatures
with regardto theradiopropagationenvironment(strong
re�ection within andoff metalcarbodies),easeof access
by adversaries(carsareleft unattendedin public), span
of usage,a tight linkage to the owners,etc. All these
characteristicshave motivatedthis in-depthstudyon the
securityandprivacy of TPMS.

One relatedarea of researchis location privacy in
wirelessnetworks, which hasattractedmuch attention
since wireless devices are known to presenttracking
risks throughexplicit identi�ers in protocolsor identi-
�able patternsin waveforms. In the areaof WLAN,
Brik et al. have shown the possibility to identify users
by monitoring radiometricsignatures[10]. Gruteseret
al. [19] demonstratedthatonecanidentify a user's loca-
tion throughlink- andapplication-layerinformation. A
commoncountermeasureagainstbreachinglocationpri-
vacy is to frequentlydisposeuseridentity. For instance,
Jianget al. [24] proposeda pseudonym schemewhere
userschangeMAC addresseseachsession. Similarly,
Greensteinet al. [18] have suggestedan identi�er-free
mechanismto protectuseridentities,wherebyuserscan
changeaddressesfor eachpacket.

In cellularsystems,Leeet al. have shown thatthelo-
cation informationof roaminguserscanbe releasedto
third parties[28], andproposedusingthetemporarymo-
bile subscriberidenti�er tocopewith thelocationprivacy
concern. IPv6 alsohasprivacy concernscausedby the
�x edportionof theaddress[32], andthustheuseof peri-
odicallyvaryingpseudo-randomaddresseshasbeenrec-
ommended.The useof pseudonymsis not suf�cient to
preventautomobiletrackingsincethesensorsreporttire
pressureand temperaturereadings,which can be used
to build asignatureof thecar. Furthermore,pseudonyms
cannotdefendagainstpacketspoo�ngattackssuchaswe
haveexaminedin this paper.

Securityandprivacy in wirelesssensornetworkshave
beenstudiedextensively. Perrigetal. [37] haveproposed
a suiteof securityprotocolsto providedatacon�dential-
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ity andauthenticationfor resource-constrainedsensors.
Randomkey predistributionschemes[12] havebeenpro-
posedto establishpairwisekeys betweensensorson de-
mand. Thosekey managementschemescannotwork
well with TPMS, sincesensornetworks are concerned
with establishingkeys amonga largenumberof sensors
while the TPMS focuseson establishingkeys between
four sensorsandtheECU only.

Lastly, we noterelatedwork on thesecurityof a car's
computersystem[26]. Their work involved analyzing
thecomputersecuritywithin a carby directly mounting
a maliciouscomponentinto a car's internalnetwork via
the On BroadDiagnostics(OBD) port (typically under
the dashboard),and differs from our work in that we
wereableto remotelyaffect an automobile's securityat
distancesof 40meterswithoutenteringthecaratall.

8 Concluding Remarks

Tire PressureMonitoring Systems(TPMS) are the �rst
in-carwirelessnetwork to beintegratedinto all new cars
in theUS andwill soonbedeployedin theEU. This pa-
per hasevaluatedthe privacy andsecurityimplications
of TPMS by experimentallyevaluatingtwo representa-
tivetire pressuremonitoringsystems.Ourstudyrevealed
severalsecurityandprivacy concerns.First, we reverse
engineeredthe protocolsusing the GNU Radio in con-
junction with the UniversalSoftware Radio Peripheral
(USRP)andfound that: (i) the TPMS doesnot employ
any cryptographicmechanismsand(ii) transmitsa �x ed
sensorID in eachpacket, which raisesthepossibilityof
trackingvehiclesthroughtheseidenti�ers. Sensortrans-
missionscanbetriggeredfrom roadsidestationsthrough
an activation signal. We further found that neitherthe
heavy shieldingfrom themetalliccarbodynor the low-
power transmissionhasreducedtherangeof eavesdrop-
ping suf�ciently to reduceeavesdroppingconcerns. In
fact, TPMS packetscanbe interceptedup to 40 meters
from apassingcarusingtheGNU Radioplatformwith a
low-cost, low-noiseampli�er. We note that the eaves-
dropping rangecould be further increasedwith direc-
tionalantennas,for example.

We also found out that current implementationsdo
not appearto follow basicsecuritypractices.Messages
arenot authenticatedandthevehicleECU alsodoesnot
appearto useinput validation. We wereable to inject
spoofedmessagesand illuminate the low tire pressure
warninglightsonacartravelingathighwayspeedsfrom
anothernearbycar, andmanagedto disablethe TPMS
ECUby leveragingpacketspoo�ng to repeatedlyturnon
andoff warninglights.

Finally, we have recommendedsecuritymechanisms
thatcanalleviate thesecurityandprivacy concernspre-
sentedwithout unduly complicatingthe installationof

new tires. The recommendationsincludestandardreli-
able software designpracticesand basiccryptographic
recommendations.We believe thatour analysisandrec-
ommendationson TPMS canprovide guidancetowards
designingmoresecurein-carwirelessnetworks.
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