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Abstract
Obtaining user opinion (using votes) is essential to ranking user-generated online content. However, any content
voting system is susceptible to the Sybil attack where adversaries can out-vote real users by creating many Sybil
identities. In this paper, we present SumUp, a Sybilresilient vote aggregation system that leverages the trust
network among users to defend against Sybil attacks.
SumUp uses the technique of adaptive vote flow aggregation to limit the number of bogus votes cast by adversaries to no more than the number of attack edges in the
trust network (with high probability). Using user feedback on votes, SumUp further restricts the voting power
of adversaries who continuously misbehave to below the
number of their attack edges. Using detailed evaluation
of several existing social networks (YouTube, Flickr), we
show SumUp’s ability to handle Sybil attacks. By applying SumUp on the voting trace of Digg, a popular news
voting site, we have found strong evidence of attack on
many articles marked “popular” by Digg.

1 Introduction
The Web 2.0 revolution has fueled a massive proliferation of user-generated content. While allowing users to
publish information has led to democratization of Web
content and promoted diversity, it has also made the Web
increasingly vulnerable to content pollution from spammers, advertisers and adversarial users misusing the system. Therefore, the ability to rank content accurately is
key to the survival and the popularity of many usercontent hosting sites. Similarly, content rating is also indispensable in peer-to-peer ﬁle sharing systems to help
users avoid mislabeled or low quality content [7, 16, 25].
People have long realized the importance of incorporating user opinion in rating online content. Traditional
ranking algorithms such as PageRank [2] and HITS [12]
rely on implicit user opinions reﬂected in the link structures of hypertext documents. For arbitrary content types,
user opinion can be obtained in the form of explicit
votes. Many popular websites today rely on user votes to
rank news (Digg, Reddit), videos (YouTube), documents
(Scribd) and consumer reviews (Yelp, Amazon).
Content rating based on users’ votes is prone to vote
manipulation by malicious users. Defending against vote
manipulation is difﬁcult due to the Sybil attack where
the attacker can out-vote real users by creating many
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Sybil identities. The popularity of content-hosting sites
has made such attacks very proﬁtable as malicious entities can promote low-quality content to a wide audience.
Successful Sybil attacks have been observed in the wild.
For example, online polling on the best computer science
school motivated students to deploy automatic scripts to
vote for their schools repeatedly [9]. There are even commercial services that help paying clients promote their
content to the top spot on popular sites such as YouTube
by voting from a large number of Sybil accounts [22].
In this paper, we present SumUp, a Sybil-resilient online content voting system that prevents adversaries from
arbitrarily distorting voting results. SumUp leverages the
trust relationships that already exist among users (e.g. in
the form of social relationships). Since it takes human efforts to establish a trust link, the attacker is unlikely to
possess many attack edges (links from honest users to an
adversarial identity). Nevertheless, he may create many
links among Sybil identities themselves.
SumUp addresses the vote aggregation problem which
can be stated as follows: Given m votes on a given object,
of which an arbitrary fraction may be from Sybil identities created by an attacker, how do we collect votes in
a Sybil resilient manner? A Sybil-resilient vote aggregation solution should satisfy three properties. First, the solution should collect a signiﬁcant fraction of votes from
honest users. Second, if the attacker has eA attack edges,
the maximum number of bogus votes should be bounded
by eA , independent of the attacker’s ability to create many
Sybil identities behind him. Third, if the attacker repeatedly casts bogus votes, his ability to vote in the future
should be diminished. SumUp achieves all three properties with high probability in the face of Sybil attacks. The
key idea in SumUp is the adaptive vote flow technique
that appropriately assigns and adjusts link capacities in
the trust graph to collect the net vote for an object.
Previous works have also exploited the use of trust networks to limit Sybil attacks [3,15,18,26,27,30], but none
directly addresses the vote aggregation problem. SybilLimit [26] performs admission control so that at most
O(log n) Sybil identities are accepted per attack edge
among n honest identities. As SybilLimit results in 10∼30
bogus votes per attack edge in a million-user system [26],
SumUp provides notable improvement by limiting bogus
votes to one per attack edge. Additionally, SumUp leverages user feedback to further diminish the voting power
of adversaries that repeatedly vote maliciously.
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In SumUp, each vote collector assigns capacities to
links in the trust graph and computes a set of approximate max-ﬂow paths from itself to all voters. Because
only votes on paths with non-zero ﬂows are counted, the
number of bogus votes collected is limited by the total capacity of attack edges instead of links among Sybil identities. Typically, the number of voters on a given object
is much smaller than the total user population (n). Based
on this insight, SumUp assigns Cmax units of capacity in
total, thereby limiting the number of votes that can be collected to be Cmax . SumUp adjusts Cmax automatically
according to the number of honest voters for each object
so that it can aggregate a large fraction of votes from honest users. As Cmax is far less than n, the number of bogus votes collected on a single object (i.e. the attack capacity) is no more than the number of attack edges (eA ).
SumUp’s security guarantee on bogus votes is probabilistic. If a vote collector happens to be close to an attack
edge (a low probability event), the attack capacity could
be much higher than eA . By re-assigning link capacities
using feedback, SumUp can restrict the attack capacity to
be below eA even if the vote collector happens to be close
to some attack edges.
Using a detailed evaluation of several existing social
networks (YouTube, Flickr), we show that SumUp successfully limits the number of bogus votes to the number of attack edges and is also able to collect > 90% of
votes from honest voters. By applying SumUp to the voting trace and social network of Digg (an online news voting site), we have found hundreds of suspicious articles
that have been marked “popular” by Digg. Based on manual sampling, we believe that at least 50% of suspicious
articles exhibit strong evidence of Sybil attacks.
This paper is organized as follows. In Section 2, we discuss related work and in Section 3 we deﬁne the system
model and the vote aggregation problem. Section 4 outlines the overall approach of SumUp and Sections 5 and
6 present the detailed design. In Section 7, we describe our
evaluation results. Finally in Section 8, we discuss how to
extend SumUp to decentralize setup and we conclude in
Section 9.

2 Related Work
Ranking content is arguably one of the Web’s most important problems. As users are the ultimate consumers of
content, incorporating their opinions in the form of either
explicit or implicit votes becomes an essential ingredient
in many ranking systems. This section summarizes related
work in vote-based ranking systems. Speciﬁcally, we examine how existing systems cope with Sybil attacks [6]
and compare their approaches to SumUp.

2.1 Hyperlink-based ranking
PageRank [2] and HITS [12] are two popular ranking algorithms that exploit the implicit human judgment embed-
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ded in the hyperlink structure of web pages. A hyperlink
from page A to page B can be viewed as an implicit endorsement (or vote) of page B by the creator of page A. In
both algorithms, a page has a higher ranking if it is linked
to by more pages with high rankings. Both PageRank and
HITS are vulnerable to Sybil attacks. The attacker can
signiﬁcantly amplify the ranking of a page A by creating
many web pages that link to each other and also to A. To
mitigate this attack, the ranking system must probabilistically reset its PageRank computation from a small set of
trusted web pages with probability ǫ [20]. Despite probabilistic resets, Sybil attacks can still amplify the PageRank
of an attacker’s page by a factor of 1/ǫ [29], resulting in a
big win for the attacker because ǫ is small.

2.2 User Reputation Systems
A user reputation system computes a reputation value for
each identity in order to distinguish well-behaved identities from misbehaving ones. It is possible to use a user
reputation system for vote aggregation: the voting system
can either count votes only from users whose reputations
are above a threshold or weigh each vote using the voter’s
reputation. Like SumUp, existing reputation systems mitigate attacks by exploiting two resources: the trust network
among users and explicit user feedback on others’ behaviors. We discuss the strengths and limitations of existing
reputation systems in the context of vote aggregation and
how SumUp builds upon ideas from prior work.
Feedback based reputations In EigenTrust [11] and
Credence [25], each user independently computes personalized reputation values for all users based on past transactions or voting histories. In EigenTrust, a user increases
(or decreases) another user’s rating upon a good (or bad)
transaction. In Credence [25], a user gives a high (or low)
rating to another user if their voting records on the same
set of ﬁle objects are similar (or dissimilar). Because not
all pairs of users are known to each other based on direct
interaction or votes on overlapping sets of objects, both
Credence and EigenTrust use a PageRank-style algorithm
to propagate the reputations of known users in order to
calculate the reputations of unknown users. As such, both
systems suffer from the same vulnerability as PageRank
where an attacker can amplify the reputation of a Sybil
identity by a factor of 1/ǫ.
Neither EigenTrust nor Credence provide provable
guarantees on the damage of Sybil attacks under arbitrary
attack strategies. In contrast, SumUp bounds the voting
power of an attacker on a single object to be no more than
the number of attack edges he possesses irrespective of the
attack strategies in use. SumUp uses only negative feedback as opposed to EigenTrust and Credence that use both
positive and negative feedback. Using only negative feedback has the advantage that an attacker cannot boost his
attack capacity easily by casting correct votes on objects
that he does not care about.
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DSybil [28] is a feedback-based recommendation system that provides provable guarantees on the damages of
arbitrary attack strategies. DSybil differs from SumUp in
its goals. SumUp is a vote aggregation system which allows for arbitrary ranking algorithms to incorporate collected votes to rank objects. For example, the ranking algorithm can rank objects by the number of votes collected.
In contrast, DSybil’s recommendation algorithm is ﬁxed:
it recommends a random object among all objects whose
sum of the weighted vote count exceeds a certain threshold.
Trust network-based reputations A number of proposals from the semantic web and peer-to-peer literature
rely on the trust network between users to compute reputations [3, 8, 15, 21, 30]. Like SumUp, these proposals exploit the fact that it is difﬁcult for an attacker to obtain
many trust edges from honest users because trust links
reﬂect ofﬂine social relationships. Of the existing work,
Advogato [15], Appleseed [30] and Sybilproof [3] are resilient to Sybil attacks in the sense that an attacker cannot
boost his reputation by creating a large number of Sybil
identities “behind” him. Unfortunately, a Sybil-resilient
user reputation scheme does not directly translate into a
Sybil-resilient voting system: Advogato only computes a
non-zero reputation for a small set of identities, disallowing a majority of users from being able to vote. Although
an attacker cannot improve his reputation with Sybil identities in Appleseed and Sybilproof, the reputation of Sybil
identities is almost as good as that of the attacker’s nonSybil accounts. Together, these reputable Sybil identities
can cast many bogus votes.

2.3 Sybil Defense using trust networks
Many proposals use trust networks to defend against Sybil
attacks in the context of different applications: SybilGuard [27] and SybilLimit [26] help a node admit another node in a decentralized system such that the admitted node is likely to be an honest node instead of a
Sybil identity. Ostra [18] limits the rate of unwanted communication that adversaries can inﬂict on honest nodes.
Sybil-resilient DHTs [5, 14] ensure that DHT routing is
correct in the face of Sybil attacks. Kaleidoscope [23]
distributes proxy identities to honest clients while minimizing the chances of exposing them to the censor with
many Sybil identities. SumUp builds on their insights and
addresses a different problem, namely, aggregating votes
for online content rating. Like SybilLimit, SumUp bounds
the power of attackers according to the number of attack
edges. In SybilLimit, each attack edge results in O(log n)
Sybil identities accepted by honest nodes. In SumUp, each
attack edge leads to at most one vote with high probability.
Additionally, SumUp uses user feedback on bogus votes
to further reduce the attack capacity to below the number
of attack edges. The feedback mechanism of SumUp is
inspired by Ostra [18].
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3 The Vote Aggregation Problem
In this section, we outline the system model and formalize
the vote aggregation problem that SumUp addresses.
System model: We describe SumUp in a centralized
setup where a trusted central authority maintains all the
information in the system and performs vote aggregation
using SumUp in order to rate content. This centralized
mode of operation is suitable for web sites such as Digg,
YouTube and Facebook, where all users’ votes and their
trust relationships are collected and maintained by a single trusted entity. We describe how SumUp can be applied
in a distributed setting in Section 8.
SumUp leverages the trust network among users to defend against Sybil attacks [3,15,26,27,30]. Each trust link
is directional. However, the creation of each link requires
the consent of both users. Typically, user i creates a trust
link to j if i has an ofﬂine social relationship to j. Similar to previous work [18, 26], SumUp requires that links
are difﬁcult to establish. As a result, an attacker only possesses a small number of attack edges (eA ) from honest
users to colluding adversarial identities. Even though eA
is small, the attacker can create many Sybil identities and
link them to adversarial entities. We refer to votes from
colluding adversaries and their Sybil identities as bogus
votes.
SumUp aggregates votes from one or more trusted vote
collectors. A trusted collector is required in order to break
the symmetry between honest nodes and Sybil nodes [3].
SumUp can operate in two modes depending on the choice
of trusted vote collectors. In personalized vote aggregation, SumUp uses each user as his own vote collector to
collect the votes of others. As each user collects a different number of votes on the same object, she also has a
different (personalized) ranking of content. In global vote
aggregation, SumUp uses one or more pre-selected vote
collectors to collect votes on behalf of all users. Global
vote aggregation has the advantage of allowing for a single global ranking of all objects; however, its performance
relies on the proper selection of trusted collectors.
Vote Aggregation Problem: Any identity in the trust
network including Sybils can cast a vote on any object to
express his opinion on that object. In the simplest case,
each vote is either positive or negative (+1 or -1). Alternatively, to make a vote more expressive, its value can vary
within a range with higher values indicating more favorable opinions. A vote aggregation system collects votes
on a given object. Based on collected votes and various
other features, a separate ranking system determines the
ﬁnal ranking of an object. The design of the ﬁnal ranking system is outside the scope of this paper. However, we
note that many ranking algorithms utilize both the number
of votes and the average value of votes to determine an
object’s rank [2, 12]. Therefore, to enable arbitrary ranking algorithms, a vote aggregation system should collect
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Figure 1: SumUp computes a set of approximate max-ﬂow
paths from the vote collector s to all voters (A,B,C,D). Straight
lines denote trust links and curly dotted lines represent the vote
ﬂow paths along multiple links. Vote ﬂow paths to honest voters are “congested” at links close to the collector while paths to
Sybil voters are also congested at far-away attack edges.

a signiﬁcant fraction of votes from honest voters.
A voting system can also let the vote collector provide negative feedback on malicious votes. In personalized vote aggregation, each collector gives feedback according to his personal taste. In global vote aggregation,
the vote collector(s) should only provide objective feedback, e.g. negative feedback for positive votes on corrupted ﬁles. Such feedback is available for a very small
subset of objects.
We describe the desired properties of a vote aggregation
system. Let G = (V, E) be a trust network with vote collector s ∈ V . V is comprised of an unknown set of honest
users Vh ⊂ V (including s) and the attacker controls all
vertices in V \ Vh , many of which represent Sybil identities. Let eA represent the number of attack edges from
honest users in Vh to V \ Vh . Given that nodes in G cast
votes on a speciﬁc object, a vote aggregation mechanism
should achieve three properties:
1. Collect a large fraction of votes from honest users.
2. Limit the number of bogus votes from the attacker
by eA independent of the number of Sybil identities
in V \ Vh .
3. Eventually ignore votes from nodes that repeatedly
cast bogus votes using feedback.

4 Basic Approach
This section describes the intuition behind adaptive vote
flow that SumUp uses to address the vote aggregation
problem. The key idea of this approach is to appropriately
assign link capacities to bound the attack capacity.
In order to limit the number of votes that Sybil identities can propagate for an object, SumUp computes a set of
max-ﬂow paths in the trust graph from the vote collector
to all voters on a given object. Each vote ﬂow consumes
one unit of capacity along each link traversed. Figure 1
gives an example of the resulting ﬂows from the collector s to voters A,B,C,D. When all links are assigned unit
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capacity, the attack capacity using the max-ﬂow based approach is bounded by eA .
The concept of max-ﬂow has been applied in several
reputation systems based on trust networks [3, 15]. When
applied in the context of vote aggregation, the challenge is
that links close to the vote collector tend to become “congested” (as shown in Figure 1), thereby limiting the total
number of votes collected to be no more than the collector’s node degree. Since practical trust networks are sparse
with small median node degrees, only a few honest votes
can be collected. We cannot simply enhance the capacity of each link to increase the number of votes collected
since doing so also increases the attack capacity. Hence, a
ﬂow-based vote aggregation system faces the tradeoff between the maximum number of honest votes it can collect
and the number of potentially bogus votes collected.
The adaptive vote flow technique addresses this tradeoff by exploiting two basic observations. First, the number
of honest users voting for an object, even a popular one,
is signiﬁcantly smaller than the total number of users. For
example, 99% of popular articles on Digg have fewer than
4000 votes which represents 1% of active users. Second,
vote ﬂow paths to honest voters tend to be only “congested” at links close to the vote collector while paths
to Sybil voters are also congested at a few attack edges.
When eA is small, attack edges tend to be far away from
the vote collector. As shown in Figure 1, vote ﬂow paths
to honest voters A and B are congested at the link l1 while
paths to Sybil identities C and D are congested at both l2
and attack edge l3 .
The adaptive vote ﬂow computation uses three key
ideas. First, the algorithm restricts the maximum number of votes collected on an object to a value Cmax . As
Cmax is used to assign the overall capacity in the trust
graph, a small Cmax results in less capacity for the attacker. SumUp can adaptively adjust Cmax to collect a
large fraction of honest votes on any given object. When
the number of honest voters is O(nα ) where α < 1, the
expected number of bogus votes is limited to 1 + o(1) per
attack edge (Section 5.4).
The second important aspect of SumUp relates to capacity assignment, i.e. how to assign capacities to each
trust link in order to collect a large fraction of honest votes
and only a few bogus ones? In SumUp, the vote collector distributes Cmax tickets downstream in a breadth-ﬁrst
search manner within the trust network. The capacity assigned to a link is the number of tickets distributed along
the link plus one. As Figure 2 illustrates, the ticket distribution process introduces a vote envelope around the vote
collector s; beyond the envelope all links have capacity
1. The vote envelope contains Cmax nodes that can be
viewed as entry points. There is enough capacity within
the envelope to collect Cmax votes from entry points. On
the other hand, an attack edge beyond the envelope can
propagate at most 1 vote regardless of the number of Sybil
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Figure 2: Through ticket distribution, SumUp creates a vote envelope around the collector. The capacities of links beyond the
envelope are assigned to be one, limiting the attack capacity to
be at most one per attack edge for adversaries outside this envelope. There is enough capacity within the envelope, such that
nodes inside act like entry points for outside voters.

identities behind that edge. SumUp re-distributes tickets
based on feedback to deal with attack edges within the
envelope.
The ﬁnal key idea in SumUp is to leverage user feedback to penalize attack edges that continuously propagate bogus votes. One cannot penalize individual identities since the attacker may always propagate bogus votes
using new Sybil identities. Since an attack edge is always
present in the path from the vote collector to a malicious
voter [18], SumUp re-adjusts capacity assignment across
links to reduce the capacity of penalized attack edges.

5 SumUp Design
In this section, we present the basic capacity assignment
algorithm that achieves two of the three desired properties
discussed in Section 3: (a) Collect a large fraction of votes
from honest users; (b) Restrict the number of bogus votes
to one per attack edge with high probability. Later in Section 6, we show how to adjust capacity based on feedback
to deal with repeatedly misbehaved adversarial nodes.
We describe how link capacities are assigned given a
particular Cmax in Section 5.1 and present a fast algorithm to calculate approximate max-ﬂow paths in Section 5.2. In Section 5.3, we introduce an additional optimization strategy that prunes links in the trust network
so as to reduce the number of attack edges. We formally
analyze the security properties of SumUp in Section 5.4
and show how to adaptively set Cmax in Section 5.5.

5.1 Capacity assignment
The goal of capacity assignment is twofold. On the one
hand, the assignment should allow the vote collector to
gather a large fraction of honest votes. On the other hand,
the assignment should minimize the attack capacity such
that CA ≈ eA .
As Figure 2 illustrates, the basic idea of capacity assignment is to construct a vote envelope around the vote
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Figure 3: Each link shows the number of tickets distributed to
that link from s (Cmax =6). A node consumes one ticket and
distributes the remaining evenly via its outgoing links to the next
level. Tickets are not distributed to links pointing to the same
level (B→A), or to a lower level (E→B). The capacity of each
link is equal to one plus the number of tickets.

collector with at least Cmax entry points. The goal is
to minimize the chances of including an attack edge in
the envelope and to ensure that there is enough capacity
within the envelope so that all vote ﬂows from Cmax entry points can reach the collector.
We achieve this goal using a ticket distribution mechanism which results in decreasing capacities for links with
increasing distance from the vote collector. The distribution mechanism is best described using a propagation
model where the vote collector is to spread Cmax tickets
across all links in the trust graph. Each ticket corresponds
to a capacity value of 1. We associate each node with a
level according to its shortest path distance from the vote
collector, s. Node s is at level 0. Tickets are distributed to
nodes one level at a time. If a node at level l has received
tin tickets from nodes at level l − 1, the node consumes
one ticket and re-distributes the remaining tickets evenly
across all its outgoing links to nodes at level l + 1, i.e.
tout = tin − 1. The capacity value of each link is set to
be one plus the number of tickets distributed on that link.
Tickets are not distributed to links connecting nodes at
the same level or from a higher to lower level. The set of
nodes with positive incoming tickets fall within the vote
envelope and thus represent the entry points.
Ticket distribution ensures that all Cmax entry points
have positive vote ﬂows to the vote collector. Therefore,
if there exists an edge-independent path connecting one of
the entry points to an outside voter, the corresponding vote
can be collected. We show in Section 5.4 that such a path
exists with good probability. When Cmax is much smaller
than the number of honest nodes (n), the vote envelope is
very small. Therefore, all attack edges reside outside the
envelope, resulting in CA ≈ eA with high probability.
Figure 3 illustrates an example of the ticket distribution
process. The vote collector (s) is to distribute Cmax =6
tickets among all links. Each node collects tickets from
its lower level neighbors, keeps one to itself and re-
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distributes the rest evenly across all outgoing links to the
next level. In Figure 3, s sends 3 tickets down each of its
outgoing links. Since A has more outgoing links (3) than
its remaining tickets (2), link A→D receives no tickets.
Tickets are not distributed to links between nodes at the
same level (B→A) or to links from a higher to lower level
(E→B). The ﬁnal number of tickets distributed on each
link is shown in Figure 3. Except for immediate outgoing
edges from the vote collector, the capacity value of each
link is equal to the amount of tickets it receives plus one.

5.2 Approximate Max-flow calculation
Once capacity assignment is done, the task remains to calculate the set of max-ﬂow paths from the vote collector to
all voters on a given object. It is possible to use existing
max-ﬂow algorithms such as Ford-Fulkerson and Preﬂow
push [4] to compute vote ﬂows. Unfortunately, these existing algorithms require O(E) running time to ﬁnd each
vote ﬂow, where E is the number of edges in the graph.
Since vote aggregation only aims to collect a large fraction
of honest votes, it is not necessary to compute exact maxﬂow paths. In particular, we can exploit the structure of
capacity assignment to compute a set of approximate vote
ﬂows in O(∆) time, where ∆ is the diameter of the graph.
For expander-like networks, ∆ = O(log n). For practical
social networks with a few million users, ∆ ≈ 20.
Our approximation algorithm works incrementally by
ﬁnding one vote ﬂow for a voter at a time. Unlike the
classic Ford-Fulkerson algorithm, our approximation performs a greedy search from the voter to the collector in
O(∆) time instead of a breadth-ﬁrst-search from the collector which takes O(E) running time. Starting at a voter,
the greedy search strategy attempts to explore a node at
a lower level if there exists an incoming link with positive capacity. Since it is not always possible to ﬁnd such
a candidate for exploration, the approximation algorithm
allows a threshold (t) of non-greedy steps which explores
nodes at the same or a higher level. Therefore, the number of nodes visited by the greedy search is bounded by
(∆ + 2t). Greedy search works well in practice. For links
within the vote envelope, there is more capacity for lowerlevel links and hence greedy search is more likely to ﬁnd
a non-zero capacity path by exploring lower-level nodes.
For links outside the vote envelope, greedy search results
in short paths to one of the vote entry points.

neighbors an adversarial node has, the easier for it to trick
an honest node into trusting it. Therefore, the number of
attack edges in the pruned network is likely to be smaller
than those in the original network. On the other hand,
pruning is unlikely to affect honest users since each honest
node only attempts to cast one vote via one of its incoming
links.
Since it is not possible to accurately discern honest
identities from Sybil identities, we give all identities the
chance to have their votes collected. In other words, pruning should never disconnect a node. The minimally connected network that satisﬁes this requirement is a tree
rooted at the vote collector. A tree topology minimizes
attack edges but is also overly restrictive for honest nodes
because each node has exactly one path from the collector: if that path is saturated, a vote cannot be collected.
A better tradeoff is to allow each node to have at most
din thres > 1 incoming links in the pruned network
so that honest nodes have a large set of diverse paths
while limiting each adversarial node to only din thres attack edges. We examine the speciﬁc parameter choice of
din thres in Section 7.
Pruning each node to have at most din thres incoming
links is done in several steps. First, we remove all links except those connecting nodes at a lower level (l) to neighbors at the next level (l + 1). Next, we remove a subset of
incoming links at each node so that the remaining links do
not exceed din thres . In the third step, we add back links
removed in step one for nodes with fewer than din thres
incoming links. Finally, we add one outgoing link back
to nodes that have no outgoing links after step three, with
priority given to links going to the next level. By preferentially preserving links from lower to higher levels, pruning
does not interfere with SumUp’s capacity assignment and
ﬂow computation.

5.4 Security Properties

This section provides a formal analysis of the security
properties of SumUp assuming an expander graph. Various measurement studies have shown that social networks
are indeed expander-like [13]. The link pruning optimization does not destroy a graph’s expander property because
it preserves the level of each node in the original graph.
Our analysis provides bounds on the expected attack
capacity, CA , and the expected fraction of votes collected
if Cmax honest users vote. The average-case analysis
assumes that each attack edge is a random link in the
5.3 Optimization via link pruning
graph. For personalized vote aggregation, the expectation
We introduce an optimization strategy that performs link is taken over all vote collectors which include all honest
pruning to reduce the number of attack edges, thereby re- nodes. In the unfortunate but rare scenario where an adducing the attack capacity. Pruning is performed prior to versarial node is close to the vote collector, we can use
link capacity assignment and its goal is to bound the in- feedback to re-adjust link capacities (Section 6).
degree of each node to a small value, din thres . As a result, the number of attack edges is reduced if some ad- Theorem 5.1 Given that the trust network G on n nodes
versarial nodes have more than din thres incoming edges is a bounded degree expander graph, the expected capacA)
from honest nodes. We speculate that the more honest ity per attack edge is E(C
= 1 + O( Cmax
log Cmax )
eA
n
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which is 1 + o(1) if Cmax = O(nα ) for α < 1. If of the min-cut value because each vote ﬂow only uses one
eA · Cmax ≪ n, the capacity per attack edge is bounded of an honest voter’s d incoming links. Therefore, the fraction of votes that can be collected is at least (d − λ2 ) ·
by 1 with high probability.
Cmax
2
Cmax (n − Cmax )/(n · d · Cmax ) = d−λ
d (1 −
n ).
Proof Sketch Let Li represent the number of nodes at For well-connected graphs like expanders, λ2 is well seplevel i with L0 = 1. Let Ei be the number of edges point- arated from d, so that a signiﬁcant fraction of votes can be
ing from level i − 1 to level i. Notice that Ei ≥ Li . Let collected.
Ti be the number of tickets propagated from level i − 1
to i with T0 = Cmax . The number of tickets at each level 5.5 Setting Cmax adaptively
is reduced by the number of nodes at the previous level
When nv honest users vote on an object, SumUp should
(i.e. Ti = Ti−1 − Li−1 ). Therefore, the number of levideally set Cmax to be nv in order to collect a large fracels with non-zero tickets is at most O(log(Cmax )) as Li
tion of honest votes on that object. In practice, nv /n is
grows exponentially in an expander graph. For a randomly
very small for any object, even a very popular one. Hence,
placed attack edge, the probability of its being at level i is
Cmax = nv ≪ n and the expected capacity per attack
at most Li /n. Therefore, the expected capacity
� Liof Tai ran- edge is 1. We note that even if nv ≈ n, the attack capacity
dom attack edge can be calculated as 1 + i ( n · Ei ) <
is still bounded by O(log n) per attack edge.
�
Cmax
1 + i ( Lni · Cmax
log Cmax ). Therefore,
Li ) = 1 + O( n
It is impossible to precisely calculate the number of
if Cmax = O(nα ) for α < 1, the expected attack capacity honest votes (nv ). However, we can use the actual numper attack edge is 1 + o(1).
ber of votes collected by SumUp as a lower bound estiSince the number of nodes within the vote envelope is mate for nv . Based on this intuition, SumUp adaptively
at most Cmax , the probability of a random attack edge sets Cmax according to the number of votes collected for
being located outside the envelope is 1− Cmax
n . Therefore, each object. The adaptation works as follows: For a given
the probability that any of the eA attack edges lies within object, SumUp starts with a small initial value for Cmax ,
eA
the vote envelope is 1−(1− Cmax
< eA ·Cnmax . Hence, e.g. Cmax = 100. Subsequently, if the number of actual
n )
α
if eA · Cmax = n where α < 1, the attack capacity is votes collected exceeds ρCmax where ρ is a constant less
bounded by 1 with high probability.
than 1, SumUp doubles the Cmax in use and re-runs the
capacity assignment and vote collection procedures. The
Theorem 5.1 is for expected capacity per attack edge. doubling of C
max continues until the number of collected
In the worse case when the vote collector is adjacent to votes becomes less than ρC
max .
some adversarial nodes, the attack capacity can be a sigWe show that this adaptive strategy is robust, i.e. the
niﬁcant fraction of Cmax . Such rare worst case scenarios maximum value of the resulting C
max will not dramatiare addressed in Section 6.
cally exceed nv regardless of the number of bogus votes
Theorem 5.2 Given that the trust network G on n nodes cast by adversarial nodes. Since adversarial nodes atis a d-regular expander graph, the expected fraction of tempt to cast enough bogus votes to saturate attack cacollected is at most nv + CA
votes that can be collected out of Cmax honest voters is pacity, the number of votes
Cmax
where
C
=
e
(1
+
log Cmax ). The doubling of
Cmax
d−λ2
A
A
n
d (1− n ) where λ2 is the second largest eigenvalue
C
stops
when
the
number
of collected votes is less
max
of the adjacency matrix of G.
than ρCmax . Therefore, the maximum value of Cmax that
Proof Sketch SumUp creates a vote envelop consisting stops the adaptation is one that satisﬁes the following inof Cmax entry points via which votes are collected. To equality:
prove that there exists a large fraction of vote ﬂows, we
argue that the minimum cut of the graph between the set
Cmax
nv + eA (1 +
log Cmax ) < ρCmax
of Cmax entry points and an arbitrary set of Cmax honest
n
voters is large.
Since log Cmax ≤ log n, the adaptation terminates with
Expanders are well-connected graphs. In particular, the
′
= (nv + eA )/(ρ − logn n ). As ρ ≫ logn n , we derive
Expander mixing lemma [19] states that for any set S and Cmax
′
T in a d-regular expander graph, the expected number of Cmax = ρ1 (nv +eA ). The adaptive strategy doubles Cmax
edges between S and T is (d − λ2 )|S| · |T |/n, where every iteration, hence it overshoots by at most a factor
λ2 is the second largest eigenvalue of the adjacency ma- of two. Therefore, the resulting Cmax found is Cmax =
trix of G. Let S be a set of nodes containing Cmax en- ρ2 (nv + eA ). As we can see, the attacker can only affect
try points and T be a set of nodes containing Cmax hon- the Cmax found by an additive factor of eA . Since eA is
est voters, thus |S| + |T | = n and |S| ≥ Cmax , |T | ≥ small, the attacker has negligible inﬂuence on the Cmax
Cmax . Therefore, the min-cut value between S and T is found.
The previous analysis is done for the expected case with
= (d − λ2 )|S| · |T |/n ≥ (d − λ2 ) · Cmax (n − Cmax )/n.
The number of vote ﬂows between S and T is at least 1/d random attack edges. Even in a worst case scenario where
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some attack edges are very close to the vote collector, the
adaptive strategy is still resilient against manipulation. In
the worst case scenario, the attack capacity is proportional
to Cmax , i.e. CA = xCmax . Since no vote aggregation
scheme can defend against an attacker who controls a majority of immediate links from the vote collector, we are
only interested in the case where x < 0.5. The adaptive strategy stops increasing Cmax when nv + xCmax <
2nv
ρCmax , thus resulting in Cmax ≤ ρ−x
. As we can see, ρ
must be greater than x to prevent the attacker from causing SumUp to increase Cmax to inﬁnity. Therefore, we set
ρ = 0.5 by default.

6 Leveraging user feedback
The basic design presented in Section 5 does not address
the worst case scenario where CA could be much higher
than eA . Furthermore, the basic design only bounds the
number of bogus votes collected on a single object. As
a result, adversaries can still cast up to eA bogus votes
on every object in the system. In this section, we utilize
feedback to address both problems.
SumUp maintains a penalty value for each link and uses
the penalty in two ways. First, we adjust each link’s capacity assignment so that links with higher penalties have
lower capacities. This helps reduce CA when some attack
edges happen to be close to the vote collector. Second, we
eliminate links whose penalties have exceeded a certain
threshold. Therefore, if adversaries continuously misbehave, the attack capacity will drop below eA over time.
We describe how SumUp calculates and uses penalty in
the rest of the section.

6.1 Incorporating negative feedback
The vote collector can choose to associate negative feedback with voters if he believes their votes are malicious.
Feedback may be performed for a very small set of
objects-for example, when the collector ﬁnds out that an
object is a bogus ﬁle or a virus.
SumUp keeps track of a penalty value, pi , for each link
i in the trust network. For each voter receiving negative
feedback, SumUp increments the penalty values for all
links along the path to that voter. Speciﬁcally, if the link
being penalized has capacity ci , SumUp increments the
link’s penalty by 1/ci . Scaling the increment by ci is intuitive; links with high capacities are close to the vote collector and hence are more likely to propagate some bogus
votes even if they are honest links. Therefore, SumUp imposes a lesser penalty on high capacity links.
It is necessary to penalize all links along the path instead of just the immediate link to the voter because that
voter might be a Sybil identity created by some other attacker along the path. Punishing a link to a Sybil identity
is useless as adversaries can easily create more such links.
This way of incorporating negative feedback is inspired
by Ostra [18]. Unlike Ostra, SumUp uses a customized
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ﬂow network per vote collector and only allows the collector to incorporate feedback for its associated network
in order to ensure that feedback is always trustworthy.

6.2 Capacity adjustment
The capacity assignment in Section 5.1 lets each node distribute incoming tickets evenly across all outgoing links.
In the absence of feedback, it is reasonable to assume that
all outgoing links are equally trustworthy and hence to
assign them the same number of tickets. When negative
feedback is available, a node should distribute fewer tickets to outgoing links with higher penalty values. Such adjustment is particularly useful in circumstances where adversaries are close to the vote collector and hence might
receive a large number of tickets.
The goal of capacity adjustment is to compute a weight,
w(pi ), as a function of the link’s penalty. The number of tickets a node distributes to its outgoing link i
is proportional
to the link’s weight, i.e. ti = tout ∗
�
w(pi )/ ∀i∈nbrs w(pi ). The question then becomes how
to compute w(pi ). Clearly, a link with a high penalty value
should have a smaller weight, i.e. w(pi )<w(pj ) if pi >pi .
Another desirable property is that if the penalties on two
links increase by the same amount, the ratio of their
weights remains unchanged. In other words, the weight
w(pi )
w(pi +p′ )
function should satisfy: ∀p′ , pi , pj , w(p
= w(p
′ .
j)
j +p )
This requirement matches our intuition that if two links
have accumulated the same amount of additional penalties over a period of time, the relative capacities between
them should remain the same. Since the exponential function satisﬁes both requirements, we use w(pi ) = 0.2pi by
default.

6.3 Eliminating links using feedback
Capacity adjustment cannot reduce the attack capacity to
below eA since each link is assigned a minimum capacity
value of one. To further reduce eA , we eliminate those
links that received high amounts of negative feedback.
We use a heuristic for link elimination: we remove a
link if its penalty exceeds a threshold value. We use a default threshold of ﬁve. Since we already prune the trust
network (Section 5.3) before performing capacity assignment, we add back a previously pruned link if one exists
after eliminating an incoming link. The reason why link
elimination is useful can be explained intuitively: if adversaries continuously cast bogus votes on different objects
over time, all attack edges will be eliminated eventually.
On the other hand, although an honest user might have
one of its incoming links eliminated because of a downstream attacker casting bad votes, he is unlikely to experience another elimination due to the same attacker since
the attack edge connecting him to that attacker has also
been eliminated. Despite this intuitive argument, there always exist pathological scenarios where link elimination
affects some honest users, leaving them with no voting
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YouTube [18]
Flickr [17]
Synthetic [24]

Nodes
×1000
446
1,530
3000

Edges
×1000
3,458
21,399
24,248

Degree
50%(90%)
2 (12)
1 (15)
6 (15)

Directed?
No
Yes
No

Table 1: Statistics of the social network traces or synthetic
model used for evaluating SumUp. All statistics are for the
strongly connected component (SCC).

power. To address such potential drawbacks, we re-enact
eliminated links at a slow rate over time. We evaluate the
effect of link elimination in Section 7.

7 Evaluation

1.6
1.4
1.2
1
0.8
0.6
0.4
YouTube
Flickr
Synthetic

0.2
0
0.001

0.01

0.1

Number of honest voters / total nodes

Figure 4: The average capacity per attack edge as a function

In this section, we demonstrate SumUp’s security property using real-world social networks and voting traces.
Our key results are:
1. For all networks under evaluation, SumUp bounds
the average number of bogus votes collected to be no
more than eA while being able to collect >90% of
honest votes when less than 1% of honest users vote.
2. By incorporating feedback from the vote collector,
SumUp dramatically cuts down the attack capacity
for adversaries that continuously cast bogus votes.
3. We apply SumUp to the voting trace and social network of Digg [1], a news aggregation site that uses
votes to rank user-submitted news articles. SumUp
has detected hundreds of suspicious articles that have
been marked as “popular” by Digg. Based on manual sampling, we believe at least 50% of suspicious
articles found by SumUp exhibit strong evidence of
Sybil attacks.

7.1 Experimental Setup
For the evaluation, we use a number of network datasets
from different online social networking sites [17] as well
as a synthetic social network [24] as the underlying trust
network. SumUp works for different types of trust networks as long as an attacker cannot obtain many attack
edges easily in those networks. Table 1 gives the statistics of various datasets. For undirected networks, we treat
each link as a pair of directed links. Unless explicitly mentioned, we use the YouTube network by default.
To evaluate the Sybil-resilience of SumUp, we inject
eA = 100 attack edges by adding 10 adversarial nodes
each with links from 10 random honest nodes in the network. The attacker always casts the maximum bogus votes
to saturate his capacity. Each experimental run involves
a randomly chosen vote collector and a subset of nodes
which serve as honest voters. SumUp adaptively adjusts
Cmax using an initial value of 100 and ρ = 0.5. By default, the threshold of allowed non-greedy steps is 20. We
plot the average statistic across ﬁve experimental runs in
all graphs. In Section 7.6, we apply SumUp on the real
world voting trace of Digg to examine how SumUp can
be used to resist Sybil attacks in the wild.
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Avg capacity of an attack edge (CA/eA)

Network

of the fraction of honest nodes that vote. The average capacity
per attack edge remains close to 1, even if 1/10 of honest nodes
vote.

7.2 Sybil-resilience of the basic design
The main goal of SumUp is to limit attack capacity while
allowing honest users to vote. Figure 4 shows that the
average attack capacity per attack edge remains close to
1 even when the number of honest voters approaches
10%. Furthermore, as shown in Figure 5, SumUp manages to collect more than 90% of all honest votes in all
networks. Link pruning is disabled in these experiments.
The three networks under evaluation have very different
sizes and degree distributions (see Table 1). The fact that
all three networks exhibit similar performance suggests
that SumUp is robust against the topological details. Since
SumUp adaptively sets Cmax in these experiments, the results also conﬁrm that adaptation works well in ﬁnding a
Cmax that can collect most of the honest votes without
signiﬁcantly increasing attack capacity. We point out that
the results in Figure 4 correspond to a random vote collector. For an unlucky vote collector close to an attack edge,
he may experience a much larger than average attack capacity. In personalized vote collection, there are few unlucky collectors. These unlucky vote collectors need to
use their own feedback on bogus votes to reduce attack
capacity.
Benefits of pruning: The link pruning optimization, introduced in Section 5.3, further reduces the attack capacity by capping the number of attack edges an adversarial
node can have. As Figure 6 shows, pruning does not affect the fraction of honest votes collected if the threshold
din thres is greater than 3. Figure 6 represents data from
the YouTube network and the results for other networks
are similar. SumUp uses the default threshold (din thres )
of 3. Figure 7 shows that the average attack capacity is
greatly reduced when adversarial nodes have more than 3
attack edges. Since pruning attempts to restrict each node
to at most 3 incoming links, additional attack edges are
excluded from vote ﬂow computation.
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Frac of honest votes collected

frac of honest votes collected

1

0.8

0.6

0.4
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0.6

0.4
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0
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0
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0.1

Figure 5: The fraction of votes collected as a function of fraction of honest nodes that vote. SumUp collects more than 80%
votes, even 1/10 honest nodes vote.

for non-greedy steps. More than 70% votes are collected even
with a small threshold (10) for non-greedy steps.

Running time (millisec)

frac of honest votes collected

0.1

Figure 8: The fraction of votes collected for different threshold
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Figure 6: The fraction of votes collected for different din

thres

(YouTube graph). More than 90% votes are collected when
din thres = 3.

Avg capacity per attack edge (CA/eA)

0.01
Number of honest voters / total nodes
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Figure 7: Average attack capacity per attack edge decreases as
the number of attack edges per adversary increases.
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non-greedy steps = 0
non-greedy steps = 10
non-greedy steps = 20
max-flow

Figure 9: The running time of one vote collector gathering up
to 1000 votes. The Ford-Fulkerson max-ﬂow algorithm takes 50
seconds to collect 1000 votes for the YouTube graph.

7.3 Effectiveness of greedy search
SumUp uses a fast greedy algorithm to calculate approximate max vote ﬂows to voters. Greedy search enables
SumUp to collect a majority of votes while using a small
threshold (t) of non-greedy steps. Figure 8 shows the fraction of honest votes collected for the pruned YouTube
graph. As we can see, with a small threshold of 20, the
fraction of votes collected is more than 80%. Even when
disallowing non-greedy steps completely, SumUp manages to collect > 40% of votes.
Figure 9 shows the running time of greedy-search for
different networks. The experiments are performed on
a single machine with an AMD Opteron 2.5GHz CPU
and 8GB memory. SumUp takes around 5ms to collect
1000 votes from a single vote collector on YouTube and
Flickr. The synthetic network incurs more running time as
its links are more congested than those in YouTube and
Flickr. The average non-greedy steps taken in the synthetic network is 6.5 as opposed to 0.8 for the YouTube
graph. Greedy-search dramatically reduces the ﬂow computation time. As a comparison, the Ford-Fulkerson maxﬂow algorithm requires 50 seconds to collect 1000 votes
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Figure 10: Average attack capacity per attack edge as a function
of voters. SumUp is better than SybilLimit in the average case.

for the YouTube graph.

7.4 Comparison with SybilLimit
SybilLimit is a node admission protocol that leverages the
trust network to allow an honest node to accept other honest nodes with high probability. It bounds the number of
Sybil nodes accepted to be O(log n). We can apply SybilLimit for vote aggregation by letting each vote collector
compute a ﬁxed set of accepted users based on the trust
network. Subsequently, a vote is collected if and only if it
comes from one of the accepted users. In contrast, SumUp
does not calculate a ﬁxed set of allowed users; rather, it
dynamically determines the set of voters that count toward
each object. Such dynamic calculation allows SumUp to
settle on a small Cmax while still collecting most of the
honest votes. A small Cmax allows SumUp to bound attack capacity by eA .
Figure 10 compares the average attack capacity in
SumUp to that of SybilLimit for the un-pruned YouTube
network. The attack capacity in SybilLimit refers to the
number of Sybil nodes that are accepted by the vote collector. Since SybilLimit aims to accept nodes instead of
votes, its attack capacity remains O(log n) regardless of
the number of actual honest voters. Our implementation
of SybilLimit uses the optimal set of parameters (w = 15,
r = 3000) we determined manually. As Figure 10 shows,
while SybilLimit allows 30 bogus votes per attack edge,
SumUp results in approximately 1 vote per attack edge
when the fraction of honest voters is less than 10%. When
all nodes vote, SumUp leads to much lower attack capacity than SybilLimit even though both have the same
O(log n) asymptotic bound per attack edge. This is due
to two reasons. First, SumUp’s bound of 1 + log n in
Theorem 5.1 is a loose upper bound of the actual average capacity. Second, since links pointing to lower-level
nodes are not eligible for ticket distribution, many incoming links of an adversarial nodes have zero tickets and thus
are assigned capacity of one.
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Figure 11: The change in attack capacity as adversaries continuously cast bogus votes (YouTube graph). Capacity adjustment
and link elimination dramatically reduce CA while still allowing
SumUp to collect more than 80% of the honest votes.

7.5 Benefits of incorporating feedback
We evaluate the beneﬁts of capacity adjustment and link
elimination when the vote collector provides feedback
on the bogus votes collected. Figure 11 corresponds to
the worst case scenario where one of the vote collector’s four outgoing links is an attack edge. At every time
step, there are 400 random honest users voting on an object and the attacker also votes with its maximum capacity. When collecting votes on the ﬁrst object at time step
2nv
1, adaption results in Cmax = ρ−x
= 3200 because
nv = 400, ρ = 0.5, x = 1/4. Therefore, the attacker manages to cast 41 Cmax = 800 votes and outvote honest users.
After incorporating the vote collector’s feedback after the
ﬁrst time step, the adjacent attack edge incurs a penalty
of 1 which results in drastically reduced CA (97). If the
vote collector continues to provide feedback on malicious
votes, 90% of attack edges are eliminated after only 12
time steps. After another 10 time steps, all attack edges
are eliminated, reducing CA to zero. However, because of
our decision to slowly add back eliminated links, the attack capacity doesn’t remains at zero forever. Figure 11
also shows that link elimination has little effects on honest nodes as the fraction of honest votes collected always
remains above 80%.

7.6 Defending Digg against Sybil attacks
In this section, we ask the following questions: Is there
evidence of Sybil attacks in real world content voting systems? Can SumUp successfully limit bogus votes from
Sybil identities? We apply SumUp to the voting trace and
social network crawled from Digg to show the real world
beneﬁts of SumUp.
Digg [1] is a popular news aggregation site where any
registered user can submit an article for others to vote on.
A positive vote on an article is called a digg. A negative
vote is called a bury. Digg marks a subset of submitted articles as “popular” articles and displays them on its front
page. In subsequent discussions, we use the terms pop-
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3,002,907
5,063,244
466,326
4,908,958
10(1, 9)
10(2, 11)
6,494,987
(137,480)
24(2, 15)
862(650, 1810)

1

popular articles

0.9
0.8
0.7
0.6

CDF

Number of Nodes
Number of Edges
Number of Nodes in SCC
Number of Edges in SCC
Out degree avg(50%, 90%)
In degree avg(50%, 90%)
Number of submitted (popular) articles
2004/12/01-2008/09/21
Diggs on all articles
avg(50%, 90%)
Diggs on popular articles
avg(50%, 90%)
Hours since submission before a popular
article is marked as popular.
avg (50,%,90%)
Number of submitted (popular) articles
with bury data available
2008/08/13-2008/09/15

0.5
0.4
0.3
0.2
0.1
0

0

0.2

0.4

0.6

0.8

1

diggs collected by SumUp / diggs before becoming popular

16(13, 23)
38,033
(5,794)

Table 2: Basic statistics of the crawled Digg dataset. The
strongly connected component (SCC) of Digg consists of
466,326 nodes.
1

0.8

front page of Digg which has several million page views
per day. Our goal is to apply SumUp on the voting trace
to reduce the number of successful attacks on the popularity marking mechanism of Digg. Unfortunately, unlike
experiments done in Section 7.2 and Section 7.5, there is
no ground truth about which Digg users are adversaries.
Instead, we have to use SumUp itself to ﬁnd evidence of
attacks and rely on manual sampling and other types of
data to cross check the correctness of results.

CDF

0.6

Figure 13: The distribution of the fraction of diggs collected by
SumUp over all diggs before an article is marked as popular.

Digg’s popularity ranking algorithm is intentionally not
revealed to the public in order to mitigate gaming of the
system. Nevertheless, we speculate that the number of
0.2
diggs is a top contributor to an article’s popularity status.
popular articles
Figure 12 shows the distribution of the number of diggs
all articles
0
0
50
100
150
200
250
300
350
400
an article received before it was marked as popular. Since
Number of diggs
more than 90% of popular articles are marked as such
Figure 12: Distribution of diggs for all popular articles before within 24 hours after submission, we also plot the number
being marked as popular and for all articles within 24 hours after of diggs received within 24 hours of submission for all arsubmission.
ticles. The large difference between the two distributions
indicates that the number of diggs plays an important role
ular or popularity only to refer to the popularity status in determining an article’s popularity status.
of an article as marked by Digg. A Digg user can creInstead of simply adding up the actual number of diggs,
ate a “follow” link to another user if he wants to browse what if Digg uses SumUp to collect all votes on an article?
all articles submitted by that user. We have crawled Digg We use the identity of Kevin Rose, the founder of Digg,
to obtain the voting trace on all submitted articles since as the vote collector to aggregate all diggs on an article
Digg’s launch (2004/12/01-2008/09/21) as well as the before it is marked as popular. Figure 13 shows the districomplete “follow” network between users. Unfortunately, bution of the fraction of votes collected by SumUp over
unlike diggs, bury data is only available as a live stream. all diggs before an article is marked as popular. Our preFurthermore, Digg does not reveal the user identity that vious evaluation on various network topologies suggests
cast a bury, preventing us from evaluating SumUp’s feed- that SumUp should be able to collect at least 90% of all
back mechanism. We have been streaming bury data since votes. However, in Figure 13, there are a fair number of
2008/08/13. Table 2 shows the basic statistics of the Digg popular articles with much fewer than the expected frac“follow” network and the two voting traces, one with bury tion of diggs collected. For example, SumUp only mandata and one without. Although the strongly connected ages to collect less than 50% of votes for 0.5% of popucomponent (SCC) consists of only 15% of total nodes, lar articles. We hypothesize that the reason for collecting
88% of votes come from nodes in the SCC.
fewer than the expected votes is due to real world Sybil
There is enormous incentive for an attacker to get a sub- attacks.
0.4

mitted article marked as popular, thus promoting it to the
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Since there is no ground truth data to verify whether
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20%

30%

40%

50%

41
5
1
2
11
1
10

131
4
0
2
7
3
14

300
2
0
0
8
6
14

800
1
0
0
10
4
15

Table 3: Manual classiﬁcation of 30 randomly sampled suspicious articles. We use different thresholds of the fraction of collected diggs for marking suspicious articles. An article is labeled
as having many new voters if > 30% of its votes are from users
who registered on the same day as the article’s submission date.

few collected diggs are indeed the result of attacks, we
resort to manual inspection. We classify a popular article
as suspicious if its fraction of diggs collected is less than
a given threshold. Table 3 shows the result of manually
inspecting 30 random articles out of all suspicious articles. The random samples for different thresholds are chosen independently. There are a number of obvious bogus
articles such as advertisements, phishing articles and obscure political opinions. Of the remaining, we ﬁnd many
of them have an unusually large fraction (>30%) of new
voters who registered on the same day as the article’s submission time. Some articles also have very few total diggs
since becoming popular, a rare event since an article typically receives hundreds of votes after being shown on the
front page of Digg. We ﬁnd no obvious evidence of attack for roughly half of the sampled articles. Interviews
with Digg attackers [10] reveal that, although there is a
fair amount of attack activities on Digg, attackers do not
usually promote obviously bogus material. This is likely
due to Digg being a highly monitored system with fewer
than a hundred articles becoming popular every day. Instead, attackers try to help paid customers promote normal or even good content or to boost their proﬁles within
the Digg community.
As further evidence that a lower than expected fraction
of collected diggs signals a possible attack, we examine
Digg’s bury data for articles submitted after 2008/08/13,
of which 5794 are marked as popular. Figure 14 plots the
correlation between the average number of bury votes on
an article after it became popular vs. the fraction of the
diggs SumUp collected before it was marked as popular.
As Figure 14 reveals, the higher the fraction of diggs collected by SumUp, the fewer bury votes an article received
after being marked as popular. Assuming most bury votes
come from honest users that genuinely dislike the article,
a large number of bury votes is a good indicator that the
article is of dubious quality.
What are the voting patterns for suspicious articles?
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Figure 14: The average number of buries an article received
after it was marked as popular as a function of the fraction of
diggs collected by SumUp before it is marked as popular. The
Figure covers 5, 794 popular articles with bury data available.
Since 88% diggs come from nodes within the SCC, we
expect only 12% of diggs to originate from the rest of the
network, which mostly consists of nodes with no incoming follow links. For most suspicious articles, the reason
that SumUp collecting fewer than expected diggs is due
to an unusually large fraction of votes coming from outside the SCC component. Since Digg’s popularity marking algorithm is not known, attackers might not bother to
connect their Sybil identities to the SCC or to each other.
Interestingly, we found 5 suspicious articles with sophisticated voting patterns where one voter is linked to many
identities (∼ 30) that also vote on the same article. We believe the many identities behind that single voter are likely
Sybil identities because those identities were all created
on the same day as the article’s submission. Additionally,
those identities all have similar usernames.

8 SumUp in a Decentralized Setting
Even though SumUp is presented in a centralized setup
such as a content-hosting Web site, it can also be implemented in a distributed fashion in order to rank objects
in peer-to-peer systems. We outline one such distributed
design for SumUp. In the peer-to-peer environment, each
node and its corresponding user is identiﬁed by a selfgenerated public key. A pair of users create a trust link
relationship between them by signing the trust statement
with their private keys. Nodes gossip with each other or
perform a crawl of the network to obtain a complete trust
network between any pair of public keys. This is different from Ostra [18] and SybilLimit [26] which address
the harder problem of decentralized routing where each
user only knows about a small neighborhood around himself in the trust graph. In the peer-to-peer setup, each user
naturally acts as his own vote collector to aggregate votes
and compute a personalized ranking of objects. To obtain
all votes on an object, a node can either perform ﬂooding
(like in Credence [25]) or retrieve votes stored in a dis-
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tributed hash table. In the latter case, it is important that [12] K LEINBERG , J. Authoritative sources in a hyperlinked environment. In Proc. 9th ACM-SIAM Symposium on Discrete Algorithms
the DHT itself be resilient against Sybil attacks. Recent
(1998).
work on Sybil-resilient DHTs [5, 14] addresses this chal[13] L ESKOVEC , J., L ANG , K., D ASGUPTA , A., AND M AHONEY,
lenge.

9 Conclusion
This paper presented SumUp, a content voting system
that leverages the trust network among users to defend
against Sybil attacks. By using the technique of adaptive
vote ﬂow aggregation, SumUp aggregates a collection of
votes with strong security guarantees: with high probability, the number of bogus votes collected is bounded
by the number of attack edges while the number of honest votes collected is high. We demonstrate the real-world
beneﬁts of SumUp by evaluating it on the voting trace of
Digg: SumUp detected many suspicious articles marked
as “popular” by Digg. We have found strong evidence of
Sybil attacks on many of these suspicious articles.
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