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Employee Monitoring implementation

3. My Employee Monitoring deployment experience
2. Final thoughts
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Raytheon
Introduction/Disclaimers

| Om only addressing electronic
| i.e. not video surveillance

Al Om no expert
I My field experience is solely with Raytheon Oakley Sureview
I Aka DLP (Data Leak Protection)

A This is my first USENIX talk, so please be patient

Al walk a fine | ine ée.
Irré&m in I T Security, not Market|
I This talk had to be approved i by a lot of people

A | assumed 50% of you are 18t timers at LISA
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Raytheon
Introduction/Disclaimers

A Why | proposed this talk:

I Outside of Marketing literature, | find little published
about actual experience with employee monitoring
Infrastructures

ALet 0s gShowmonthands:

I How many of you have had either direct experience
with employee monitoring systems, or have seen a talk
or presentation about an actual deployment?

(1 6m not counting | og corr e
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The Issue: Critical Data Leakage

. ldentity theft,
account skimming, funds diversion

. Mergers and acquisition plans,
non-public financial information, private
research

A Retail organizations: Pricing information,
personal information on credit card holders,
CCVs on cards.

A Public companies: Earnings information not

yet distributed to the market, new product
nh, n Information before release, intellectual property.
A The government: National secrets, classified

and personal

>

>
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How does the leakage occur?

A EXxfiltration

Classified/Proprietary/Pll data leaks
Classified and Proprietary Data spills
Employee computer policy violations
Espionage

Advanced Persistent Threat (APT) activity
Social Networking site leaks
Unencrypted removable media

A Insider Threat
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Malicious Insider Definition:

A Current or former employee, contractor, or
other business partner who
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and

I intentionally exceeded or misused that
access in a manner that

I negatively affected the confidentiality,
Integrity, or availability of the
organi zationos i nf
systems.

(Definition Source : Software Engineering Institute, RSA Conference 2010)
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Raytheon
Trusted Malicious Insider:

A Why is it hard to spot Trusted Malicious Insiders?

I Can insert code in systems
. Code insertion is a normal activity of trusted users
How do you distinguish normal from abnormal?
I Can override system controls designed to detect/deter such
activity
Manual override is a normal activity of trusted users
How do you distinguish normal from abnormal?

INSIDER THREAT
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Raytheon

Why do you care about data exfiltration?

Cost
_lability
_0ss of R&D investments

_0oss of competitive advantages
A Brand degradation

>

>

>

Bottom Line

Copyright © 2010 Raytheon Company. All rights reserved. Page 10



Raytheon

What can be done about the threat?
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A Employee Monitoring is one way to mitigate threat

I A lot of Data Exfiltration is due to honest people
cutting corners due to schedule pressure, lack of
familiarity with Anewo sec
encryption), avoiding inconvenience, etc.

I Monitoring can be a critical component to policy
enforcement

What good are speed limit signs if no one gets a ticket?

I For Malicious Trusted User threat, Monitoring can
Alert on suspicious outbound traffic
Perform Continuous logging

Attribute 1 ndividual actions of
radar o

Confirm failed physical access attempts
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Food for thought: If you were designing it, what Raytheon

would be design considerations?

A Policy violations?
I Wi | | It catch AProprietaryo mai

A Threat triggers?
I We happen to really care about APT activity
I Agent tamper is a must

A Network connectivity reliance?

A Susceptibility to false positives?

AL o F

Policy Violations Threat Triggers Network Connectivity System Integrity
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Enterprise Scale Employee Monitoring

General Considerations
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Employee Monitoring considerations

Copyright © 2010 Raytheon Company. All rights reserved.

A Step 1: Identify Assets at Risk

. Identity theft, account
skimming, funds diversion

: Mergers and acquisition plans, non-
public financial information, private research

Retail organizations: Pricing information, personal
information on credit card holders, CCVs on cards.

Public companies: Earnings information not yet
distributed to the market, new product information before
release, intellectual property.

The government: National secrets, classified and
personal

Yes, this is a repeat from a previous slide
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Employee Monitoring considerations

AThink through and anticipate nl

A Intentisto
| reduce false positives —
I create good policy Reduce fake  Policy Data Triggers

positives collection Alerts

I allow better data collection for timeline recreation
I determine appropriate triggers and alerts

Let 6s see how this wor
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Raytheon
Employee Monitoring considerations

A Typical Customer data or IP loss investigations involve:
I Thefts of customer lists or data for financial gain
I Leaks of IP or customer data for revenge
I Unintentional leaks (e.g., laptop theft)

A SO to assist In those investigations:

I Capturing certain activities (historical leading indicators) would
give potential early warning of data loss, fraud activity

I That Al eading indicator event
monitoring
.
Frher /O%mm
B Customer Data 010101010/

0101010101000 1.8
Leaks

Copyright © 2010 Raytheon Company. All rights reserved. Page 16

(



Log leading indicators (potential triggers)

Raytheon

A IP/Customer Data Loss A Fraud countermeasures
countermeasures I Manual disconnects from the
I Cut/paste from databases network
I Downloads to removable media (CD, I Inappropriate/unusual use of
USB drive, etc) encryption
I Unusual off hours access
I Unusual mobile storage use (e.g.,
Gigs, not MBs)
I Screenshots (e.g., from Sensitive
drawings)
Leading Indicators Triggered Events A Policy Violations

Cut/paste from Downloads to Unusual off hours Inappropriate use of

database removable media access Encryption
Unusual use Mobile Unusual disconnect
Storage from network

Copyright © 2010 Raytheon Company. All rights reserved.

Screenshots of
protected designs
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Raytheon
Log leading indicators (potential triggers)

A Compliance investigations

I The reverse of a loss investigation: rather than logging policy
violations, you benefit from logging compliance events

I Time stamp or video replay shows proper sequence followed

EVENTS REPLAY
@ - =i=]
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Raytheon

Employee Monitoring considerations

A Create Profile(s), those most likely to put assets at risk,

Employees who have resigned or about to resign
Contractors, outsourced call or service center employees
Former employees given access for any reason
Technically sophisticated users

Employees w/privileged access, e.g. sysadmins

A Employees on HR radar should be subject to stricter policies.
A Leading indicators:

Conflicts with coworkers (especially angry/violent)
Sudden performance drops
Unusual tardiness, absenteeism

HR RADAR
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