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Codebooks

Early Telegraphy

• Early telegraphy, especially

overseas, was very

expensive: $100 for twenty

words trans-Atlantic in

1866.

• Messages were no longer

sealed; a telegraph operator

saw them

• The solution was code

books

• Precedent: optical

semaphore networks; naval

signaling flags

Samuel Morse’s 1844

telegraph key.

(Alfred Harrell, 1974. c©Smithsonian Institution,

http://www.si.edu. Image 74-2491. Used by

permission.)

Steven M. Bellovin August 13, 2009 2



Codebooks

Four Focus Areas

• Compression — reducing transmission cost

• Correction — detecting and correcting errors

• Confidentiality — protecting the content of a message

• Comprehension — understanding other cultures, distant in

time and space
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Codebooks

“England Expects that Every
Man Will Do His Duty”

• Sir Home Popham: the first

true “conversational” naval

code (1803)

• Important common sentences

— but also enough words to

convey more or less any

message

• Note optional parameter

• Nelson’s famous signal (1805)

was sent using this code

• (Nelson originally said

“confides”, but that word

wasn’t in the code book)
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Codebooks

The 1896 Atlas Universal Traveler’s
and Business Cipher Code
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Codebooks

Notable Points

• Codewords are either English words or look more or less like

English words

• Plaintext organized into categories, e.g., “Customs

Authorities”

• Plaintext and codewords are both in collating sequence

order (a “one-part code”)

• Specialized areas of discourse, but many variant sentences

within each area

• Macro substitution

Steven M. Bellovin August 13, 2009 6



Codebooks

Numerical Tables

Tables were used for dates, quantities, etc. Note the ambiguity

in units: JYCFO could be 41 gallons, 41 kilogrammes, 41 sacks, or

41 metres
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Codebooks

Size Matters Not
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Codebooks

Domain-Specific Compression

• Many professions had their own code books

• Even explosives manufacturers had their own code

• Example: in the The Theatrical Cipher Code, DISORB meant

do not want drunkards and FILIATION meant chorus girls

who are shapely and good looking

• We still use domain-specific compression: Lempel-Ziv does

not work nearly as well as JPEG and MP3 on pictures or

audio files
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Codebooks

The Theatrical Cipher Code (1905)
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Codebooks

Too Many Phrases?

• In the ABC Code, Sixth Edition, there were some very

unusual phrases. . .

• ENBET: Captain is insane

• PAASG: Arrived here (at ---), encountered a severe gale

and heavy seas, which carried away boats and wheel,

stanchions and bulwarks, broke mast and jib-boom, all

sails gone

• ENIMP: Captured by pirates (21 different code words dealing

with captures; two whole pages on arrests!)

• In the 1930 International Police Telegraph Code, IOL is

Wishes to join Foreign Legion
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Codebooks

Compression Metrics

• The goal was not to minimize characters sent, it was to

minimize cost

• Cost was affected by telegraph company tariffs and

international regulations

• Permissible “words” changed over time: words in the local

language, words in one of several languages, pseudo-words

that were “pronounceable”, ten letters with a certain vowel

density — and ultimately, any five-letter sequence
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Codebooks

Correction
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Codebooks

Error Correction

• What about errors during transmission?

• In the police code, SUB is Vienna, but SYB is Jerusalem —

and U and Y are adjacent on the keyboard

• Morse code had its own errors: .. . (F) could easily be

received as IN (.. .), ER (. . .), or UR (.. .)
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Codebooks

A U.S. Supreme Court Case

The plaintiff wanted this sent:

DESPOT AM EXCEEDINGLY BUSY BAY ALL KINDS QUO PERHAPS

BRACKEN HALF OF IT MINCE MOMENT PROMPTLY OF PURCHASES

It was received as

DESTROY AM EXCEEDINGLY BUSY BUY ALL KINDS QUO PERHAPS

BRACKEN HALF OF IT MINCE MOMENT PROMPTLY OF PURCHASE

What was meant? Who is liable?
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Codebooks

Issues

• The message was mixed plaintext and code

• BAY was a code word; buy is plaintext. The two differ by a

single dot (“ ... . . ” versus “ ... .. . ”)

• As a result, the plaintiff’s agent bought unwanted goods,

resulting in a large loss

• The plaintiff had not requested reverse transmission as an

error-check
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Codebooks

Techniques

• Terminal indices

• Mutilation Tables

• Check digits

• Two-letter differences

• Avoidance of common words
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Codebooks

Mutilation Tables

Look up the first two letters in the upper left, move across to
the middle letter, move down to the lower table. Context often
permits disambiguation of the possible original words from the
five possibilities.
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Codebooks

Check Digits

Checksum calculations in the 1936 Cosmos Trading Code
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Codebooks

Checksum Calculations Are Hard. . .

Note the paste-over in the example.
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Codebooks

Building a Vocabulary is Hard

Transposition
HALAN HAALN

IBLAN IBALN

LELAN LEALN

OGLAN OGALN

QILAN QIALN

UMLAN UMALN

WOLAN WOALN

ATLAN ATALN

BULAN BUALN

EXLAN EXALN

FYLAN FYALN

Letter Distance
BEBPY BEEPY

CIBPY CIEPY

DOBPY DOEPY

FUBPY FUEPY

GABPY GAEPY

TAUMY TAZMY

WIUMY WIZMY

YOUMY YOZMY

Errors are in the Acme and Bentley code books. (Data from

Jim Reeds.)
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Codebooks

Common Words

• Many people mixed plaintext and codewords

• Better-designed codes avoided codewords that could be

confused with plaintext in that field of discourse

• Not everyone got it right: the 1900 Tourist’s Telegraphic

Code did use SUBWAY, REVOLT, and SAVAGERY

• Perhaps their class of tourist didn’t encounter such

things. . .
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Codebooks

Confidentiality
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Codebooks

Confidentiality

• Paper letters were sealed, and thus were (theoretically)

secure from sender to receiver

• Telegrams were handled by an intermediary, who could read

them

• Many people perceived a need for encryption
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Codebooks

The Secret Corresponding Vocabulary
(1845)

Encode to a letter/number pair. Encrypt by adding or
subtracting a prearranged value from the number. For greater
security, apply a monoalphabetic substitution to the letter.
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Codebooks

Threat Models

“On the 1st February, 1870, the telegraph system throughout

the United Kingdom passes into the hands of the Government,

who will work the lines by Post Office officials. In other words,

those who have hitherto so judiciously and satisfactorily

managed the delivery of our sealed letters will in future be

entrusted also with the transmission and delivery of our open

letters in the shape of telegraphic communications, which will

thus be exposed not only to the gaze of public officials, but

from the necessity of the case must be read by them.”

Slater’s Telegraphic Code
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Codebooks

Slater’s Code Book

• Long-lived: 1870–1939

• Encode to 5-digit numbers

• Use additives, transpositions, or combinations

• Map the resulting numbers to other code words

• Note: the resulting message was quite expensive: there was

no error detection or compression, and the code words were

expensive under later tariffs. But the code lasted for almost

70 years.
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Codebooks

Bloomer’s Commercial Cryptograph: A
Telegraph Code and Double

Index—Holocryptic Cipher (1874)

• Holocryptic: “wholly hidden or secret; spec. of a cipher

incapable of being read except by those who have the key”

(OED)

• Standard code words, code numbers, and phrases

• Suggestions for additives, transposition of code words, and

user-generated two-part code variant

• Different additives could be used for different words (the

holocryptic part)

• Room for user-created two-part codes
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Codebooks

Room for a Two-Part Code

Users were instructed to write their own numbers for codewords

in column 3, and the corresponding decoding number for

plaintext sentences in column 6 (the double-index technique).
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Codebooks

Labor versus Management

• Railway workers had their own code, sometimes used to

arrange strikes via the railway’s own telegraph wires

• Management had its own secrecy codes

• From the examples I have, labor did a better job with their

cryptography. . .
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Codebooks

Sheahan’s Code
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Codebooks

The New York Central’s Code
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Codebooks

A Cryptanalytic Assessment

• Few approached Slater’s or Bloomer’s sophistication

• Most commercial codes used a constant additive, then

mapped back to code word space

• Governments were often no better:

“When a single key number is used, the number may

be alternately added and subtracted. Other methods

will readily occur. The use of 50 or 100, while easy to

remember, should be avoided.”

(U.S. War Department, 1904)
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Codebooks

Why Map to Code Word Space?

• Code words were cheaper than numeric groups

• Code words had error-detecting and error-correcting

properties
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Codebooks

Comprehension
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Codebooks

Comprehension

• “A code reflects the world at a particular instant, and as

the world moves on it outmodes the code. New products,

new ways of doing things, new political or economic facts

begin to make its vocabulary old-fashioned.” (Kahn)

• Code books present a picture of a given era

• Code books could also be used for translation
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Codebooks

A Bygone Age

• NASUM: Marriage has been arranged between (Unicode,

1897)

• MORDAX: Will lunch with you today (Unicode)

• 23697: Roman Catholic intrigue (China Inland Mission

Private Telegraph Code, 1907)

• N.O.M.: Send women on shore to wash (Popham’s Naval

Signal Code, under “Military and Technical Terms”, 1816)

• Professions: HKO (castle-keeper) and HKZ (boy)

(International Police Telegraph Code, 1930)
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Codebooks

Translations
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Codebooks

Sending Chinese Characters

• 4-digit/3-letter link-layer

encoding for each

Chinese character

• Widely used in China

until about 10 years ago

— faxes and cell phones

have taken over

• Code points are still

used today to enter

names on official forms:

dialect-independent,

unambiguous, etc.
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Codebooks

Code Points for Other Alphabets
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Codebooks

Cultural Norms: A Woodblock
Tibetan Codebook (1949/1985)
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Codebooks

Cultural Norms: An Illuminated
Persian Government Codebook (1901)

Steven M. Bellovin August 13, 2009 42



Codebooks

Pervasive Codes: Catalogs
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Codebooks

Code Books Were Expensive

• Some code books contained

advertisements

• Usually, these were

business-oriented; some,

though, were aimed at

households

• An 1896 code book cost

$5.00; in 1915, a room at

the Biltmore Hotel in New

York could cost $2.50.

• (Note: about 5% of their

rooms didn’t have private

baths. . . )
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Codebooks

There Was a Confidentiality Threat!

• The Official Secrets Act (1920) required British cable

companies to turn over copies of all international telegrams

• (An American executive — of a company with strong

British ties — assured Congress that it was all for show. . . )

• To protect its own traffic, Britain strove to expand the

“All-Red Route”
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Codebooks

Copyright

• Under U.S. law of the time, books were not protected by

copyright unless they were first printed in the U.S. (The

U.S. didn’t sign the Berne Convention until 1976.)

• The ABC Code was (legally) reprinted within the US

• The code words were used to build other codes

• But — importation of U.S. editions into the British Empire

was illegal

• British publishers sometimes printed first in the U.S., just

to protect copyright
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Codebooks

Compiling Your Own Code?
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Codebooks

Copyright Infringement Without the
Internet

Was the U.S. considered “civilised” then?
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Codebooks

The Telegraph Stack
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Codebooks

Different Layers

• Codes were used for

compression, confidentiality,

and compression

• There were different layers —

and each function could be

done at each layer

• There were different tradeoffs

Telegraph

Plaintext

Codebook

Teletype
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Codebooks

The Plaintext Layer

• Compression: Restricted word choice; stylized sentences;

sentence fragments that will be concatenated

• Semantic confidentiality — combine numerical fields based

on knowledge of ranges

• Encode numbers via code book even if not otherwise

needed, because words are easier to transmit correctly
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Codebooks

The Link Layer

• Confidentiality: avoid exposed links (radio; links not on the

All-Red Route)

• Correction: different links have different error properties

• Compression metrics
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Codebooks

(What’s a Teletype?)

(Picture courtesy of Perry Metzger; taken at Bletchley Park)
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Codebooks

Compression Metrics

• Optimize cost, not transmission time

• Codebooks evolved as tariffs evolved

• An adversarial process between code compilers and

telegraph companies

• This is a security interaction!
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Codebooks

End-to-End vs. Hop-by-Hop

Codebook

Teletype Teletype

Plaintext Plaintext

Codebook

TeletypeTeletype

Telegrams were often sent via multiple hops, and sometimes to

a decoding service. Confidentiality at a lower layer protected

that layer, or perhaps even that hop, but not the end-to-end

message. VPNs often have that problem today.
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A DNS Analog
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Codebooks

Parting Thoughts

• Telegraph codebooks were used in Australia until at least

1972, and China until around 2000

• What we do today is the evolution of what was done then

• Huffman didn’t invent compression; Hamming didn’t invent

error correction; NIST didn’t invent encryption
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Thanks to. . .

• Jim Reeds

• Hang Zhao, Seung Geol Choi Evelyn Guzman, Malek Ben

Salem, Arezu Moghadam, and Ted Lemon

• The research libraries and librarians of the world

• Google Books

Draft paper at papers/codebooks.pdf on my web page.
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