Design and Implementation ofHighly Scalable E-mail SystemsSystems Architect,Belgacom Skynet SA/NVblk.beSenior Software Engin, Inc.npc.comCopyright ' 2000 Brad Knowles, all rights reserved

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.2¥Less �Implementation�¥More �Fundamentals & Architecture�—This stuff is ha—This stuff is surprisingly hard, even for experis¥Nick unable to attend

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.3¥Review of Major Publications¥Review of Typical POP3 Implementations—¥Contrast with IMAP—s of protocol d¥Functional Architecture¥Detailed Architecture

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.4Information Sources¥— vs. Buy¥Frequently re-invent the—Small Scale—¥—Buy vs. Build¥Time-to-market crucial———

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.5Publication CategoriesIMAP�

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.6Publications Review¥Large Mailing Lis—Kolstad97—¥————Golanski2000¥POP3 Mail Systems———¥IMAP Mail Systems—Stevens97—¥—

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.7Publications Review¥POP3 Mail Systems———

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.8Review: Grubb96¥—NFS mail spool/hub configuration using 7th editionmailbox () format for ~5000 users could notscale to ~20,000 users

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.9Review: Grubb96¥——¥Front-ends �trickle� feed via smaller number of cached coto back-end servers—syslog ——

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.10Review: Grubb96¥Solutions, co— mailhubs CNAMEs—Turn on POP3 & IMAP2bis w/ 7th edition mailbox (—Provide users with POP3/IMAP clients——Convert POP3/IMAP2 mbox fi POP3/IMAP4 Cyrus on

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.11Review: Grubb96¥———¥Users have to know too much about post office configur¥Requires CNAME RR for each customer—

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.12Review: Christenson97¥—Existing information on architecture for roblarge-scale mail systems is scarce, doesn�t key issues, and doesn�t scale to required l

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.13Review: Christenson97¥—Front-end handle external communic¥¥— machines are —Modify LDA to handle authentication methodmailbox formats and quotas

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.14Review: Christenson97¥Solutions, continued—Back-end servers accept outgoing SMTP mail¥¥—All data (mailboxes and ) storedon NetApp NFS servers—Mail spool directories hashed and split acrossmultiple NFS serv

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.15Review: Christenson97¥Solutions, continued—Dynamically balance mailboxes or expand ¥¥—POP3 & LDA modified to use database for ustion, avoiding use of —Cluster & fail-over for user authentication d

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.16Review: Christenson97¥Solutions, continued—NFS file locking doesn�t work relia¥—Uses semantics of system call with exclusive write—Lock system needs to be replaced to scale furt¥¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.17Review: Christenson97¥—Does cover entire mail system in centralized fashion—NFS servers are—UDP & RPC are major security hazards—Customized code is expensive to maint—Specific to POP3, does not cover IMAP

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.18Review: Horman99¥—Define architecture to scale mail systemsy to multiple servers

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.19Review: Horman99¥—Multiplex SM¥—If recipient not local, must forward to correct server—With growth, amount of forwarding approaches 100%¥—No local recipients on front-end servers—Must always forward to correct back-end server¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.20Review: Horman99¥Solutions, continued—Multiplex POP3 & ¥—Must handle local connections—Must also proxy for remote connections¥—Dedicated content-free prox

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.21Review: Horman99¥Solutions, continued—Mailbox mig¥¥¥—How long are migrations remem—How long since this mailbox migr¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.22Review: Horman99¥Solutions, continued—Mailbox migration, conti¥¥¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.23Review: Horman99¥—Covers only POP3 and not IMAP—Proper load balancing requires programming forpeaks, not long-term averages—Focuses exclusively on �free� or �cheap� so—Too much time/space spent on less important issues—Not enough detail provided where needed

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.24Publications Review¥——

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.25Review: Stevens97¥—60,000 accou—4,000 peak concurrent logi—1.4 million logins per mon—500,000 mess—1,083 peak mes¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.26Review: Beattie99¥—Implement and document replacement mail sfor ~30,000 users¥¥¥IMAP & SMTP¥¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.27Review: Beattie99¥—Mix & match software on cluster of commoditycomputers running Unix-lik—UW ———WING (Web IMAP/NNTP Gateway)———Custom account & cluster management tools

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.28Review: Beattie99¥Solutions, continued—Two front-end servers are firewalls & ¥—IMAP servers hold all per-user ¥IMAP, POP3, & SMTP (public)¥—Vacation messages—Forward files—Personal home page links

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.29Review: Beattie99¥Solutions, continued—WING servers hold only temporary da¥¥¥—Each user has DNS entry¥ uk¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.30Review: Beattie99¥Solutions, continued—Front-end machines are¥¥SMTP & HTTP login gateways¥¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.31Review: Beattie99¥Solutions, continued—¥¥¥—Automap games to handle mo¥ mail

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.32Review: Beattie99¥Solutions, continued—Failure analy¥IMAP—Mail stored on RAID5¨Immune to single disk fai¨If node dies, all users on that node lose access¥—Current sessions die—1/n login attempts fail until server manually removed from lists¥Switch = SPOF

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.33Review: Beattie99¥Solutions, continued—Failure analy¥—DNS continues—IP traffic dropped but can reconnect— failover currently manual¨Lose config changes since last sync—¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.34Review: Beattie99¥——2 IMAP servers, 2 WING servers¥82,000 total connections to IMAP servers¥113,000 mail deliveries by IMAP servers—95,000 lo—18,000 ou¥26,000 outgoing messages from WING¥66,000 IMAP sessions (including 38,000 WING)¥120,000 POP3 sessions

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.35Review: Beattie99¥—Very small scale¥¥¥¥¥—Too expensive too track

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.36Review: Beattie99¥—Not scalable, not enough functional decoof services¥doing way¥¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.37Publications Review¥—

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.38Review: Yasushi99¥—Build and describe distributed, replicated, clustered,lly load-balanced, functiohomogenous mail system

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.39Review: Yasushi99¥—Use commodity hardware and OS—Write all custom application code—Mailboxes fragmented at message level¥¥—All servers run all protocols¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.40Review: Yasushi99¥Solutions, continued—Soft limit of four distributed servers can beexceeded if one or more nodes is —Some affinity of distributed servers is maintained toreduce latency—y discover new resources—Detect and route around failures automatica—Balance cluster automatically across all nodes

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.41Review: Yasushi99¥Solutions, continued—Claims to be lock-free becausrequire only convergence to y over time—�Load� defined as boolean + integer¥¥—Node with full disk is always considered to be �very¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.42Review: Yasushi99¥Solutions, continued—Testing meth¥Avg. msg size 4.7KB w/ fat tail to 1MB¥¥¥¥¥¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.43Review: Yasushi99¥Solutions, continued—Testing resul¥¥Adding two SCSI disks to single node, it could handle¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.44Review: Yasushi99¥Solutions, continued—Testing impl¥1Gbps network, w/ ~562 million —~6500 msgs/sec. aggregate¥With replication, this drops to ~5200 and ~450 million

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.45Review: Yasushi99¥—Throws out all previous application work¥—Can�t list 100 IP addresses in DNS for POP services¥—Can�t list 100 IP addresses in DNS for MX services—Forced to use proxy front-ends or L4 load-balancswitches to hide the number of servers

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.46Review: Yasushi99¥—Microsoft OSes only ever use the first IP addresthen cache forever (until reboo—Forced to use L4 load balancing switches¥¥— implementations areequally ¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.47Review: Yasushi99¥—Can�t get around DNS UDP packet size restwith multiple IP addresses per name—If connection refused, skip to next name—Iff connection timed-out, go to next IP address for same name¥90 minutes to timeout—If you have a queue runner fired off every 60 minutes, youultimately wind up with all memory taken up and no mail flow

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.48Review: Yasushi99¥—Did not use standard benchmarking tools¥—ly, locking required¥¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.49Review: Yasushi99¥—Did not test suitable array odaemons, message size and arrival distribmailbox sizes, etc�¥¥¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.50Review: Yasushi99¥—IMAP implementation is only a subset � does include shared folders¥¥—SMTP server holds sender open while all writes are¥Violation of RFC 1123, section 5.3.2?¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.51Review: Yasushi99¥—Each server must implement all ¥—Load discovery protocol is b—Uses Linux async ¥Violation of RFC 1123, section 5.3.3¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.52Review: Yasushi99¥—Peak sustained rates do not scale linearly¥Msgs/sec. fi msgs/min. fi msgs/hr. fi msgs/day—Msgs/hr. * 10 = ~ msgs

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.53Review: Yasushi99¥—Good things¥Splitting mailboxes at message level¥¥¥¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.54Skynet Statistics¥—285,000 Accoun—225,000 Mailbox files—600,000 Alias—6800 Domains—150 GB Total mailbox storage¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.55Skynet Statistics¥POP3 Mailbox Sizes—80,000 Empty—690 KB Average—9282 bytes Median (50th p—1.1 MB90th percent—3.35 MB95th percent—12 MB99th percent—42.1 MB99.9th percent

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.56Skynet Statistics¥POP3 Connections—100 peak conttempts per se—2300 peak coattempts per minute—105,000 peak s/attempts per hour—??? peak connections per da—13.14 second typical daily average connection time—300 Max total simultaneous connections allowed

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.57Skynet Statistics33672360028185949

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.58Skynet Statistics¥Typical messages per day—450,000 inbound SMTP¥450,000 POP3 mailbox deliveries¥¥40,000 business SMTP—400,000 outbound SMTP

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.59Skynet Statistics¥Peak messages per hour—48,000 inbound SMTP—42,000 outbound SMTP

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.60Skynet Statistics¥Typical message volume per day—48 GB inbound¥25 GB POP3¥¥4.5 GB business—48 GB outbound

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.61Skynet Statistics¥Average message sizes—110 KB inbound¥60 KB POP3¥¥120 KB business—120 KB outbou

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.62Protocol Implementation Analysis¥—Typical impl—Qpopper �Server Mode�—Indexed Mail—Login Frequency —Mailbox Direct¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.63Analysis: Typical POP3¥User login¥Lock mailbox¥Create temp file¥Copy mailbox to temp file¥Truncate mailb¥Unlock mailbox¥Operate on temp fi—

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.64Analysis: Typical POP3¥User logout¥If any messages are being retain——If mailbox not empty¥Append new messages to temp file¥Truncate mailbox——¥Delete temp file

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.65Analysis: Qpopper �Server Mode�¥User login¥Lock mailbox¥Operate on mailbox—New mail messages wait to be added to mailbox¥User logout

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.66Analysis: Qpopper �Server Mode�¥Are messages being retained?—¥¥¥Move temp file to mailbox—No¥¥Unlock mailbox

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.67Analysis: Qpopper �Server Mode�¥—Big �win� if no mail is left on s¥—No �loss� if mail is left on serv¥—Still have to scan entire mailbox every time userlogs in, even if only to tell them they don�t have anynew messages

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.68Analysis: Indexed Mailbox¥User login¥Lock index¥index & mailbox¥If index newer, all questions can be answeredfrom index—Only need to lock mailbox if messages are de

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.69Analysis: Indexed Mailbox¥If mailbox newer—Lock mailbox— to last position specified by index, thenscan and update index¥Otherwise, like Qpopper �Server Mode�

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.70Analysis: Indexed Mailbox¥—Each message read from mailbox is handled by and large-siz—Greatly increases use of read-ahead cache—Assumes that LDA appends only—Assumes that LDA & POP3 server are onlymethods of reading or writing ma

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.71Analysis: Indexed Mailbox¥—Still have to update mailbox if messages are retainedand message status chang¥—In index, separately store header and bodystart+offset i—Store message status in ind—Generate message status header info on-the-fly

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.72Analysis: Indexed Mailbox + status¥—Twice as many read o—Fewer write operatio—More complex POP3 s¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.73Analysis: Limiting User Login¥—Some clients still login too frequently to check th¥—Require that at least minutes elapse before youallow updating of index—Tune for pain threshold of your users

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.74Analysis: Mailbox Directory¥Some POP3 implementations create a directorythat comprises the mailbox, and store onemessage per file—Trades smaller number of larger I/O operations formuch larger number of smaller I/O op—Avoids mailbox locking i—Creates message locking is

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.75Analysis: Mailbox Directory¥—The I/O operations it creates in trade are alls meta-data operati¥¥—May need to implement directory hashing mailbox to avoid excessively large di

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.76Analysis: Mailbox Directory¥—Typically has to scan entire directory tree to buildmailbox sta¥—Must each file or have file size encoded in file name¥—Must open and read each file—Can solve these problems by using ind¥Still doesn�t eliminate sync.

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.77Analysis: Mailbox Directory¥—More NFS-friendly—Avoids mailbox locking—Mechanism for creating filenames sufficientunique to virtually eliminate collisions on fil¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.78Analysis: Mailbox Directory¥—Christenson97 shows that 7th edition mailbox (—Still have issues with sync. ¥Now problem for NFS server vendor?——

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.79¥—Only one reader process at a time¥—Only one writer process at a time¥—Long-term mail storage is local to user—Large sites may not allow �leave on server�¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.80¥—There be more than one us readerand/or writer proc¥¥—Long-term mail storage is cent¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.81¥—edition mailbox (—¥One message per file¥Some typical POP3 enhancements not appl—

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.82Scaling Growth¥—Number of users is i—Number of messages sent/received per user is—Average size of messages is inc—Length of retention of messages increasing¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.83Scaling Growth¥—Disk storage requirements increasing expo—Number of I/O operations increasing exponent

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.84Scaling Growth¥Mitigating Factors—Disk storage space increasing exponenti¥—Disk rotational speed inc¥—Track-to-track latencies impro¥But not improving very quickly

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.85Scaling Growth¥—Disk storage requirements still increasi¥—Number of I/O operations increasing exponent¥¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.86Scaling: Future Improvements¥Single Instance Message Store—If storing message per file, store message only per machine and hard link other recipients to same¥¥an existing

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.87Scaling: Future Improvements¥Multi-session Single Instance Message Store—Generate MD5 or SHA-1 hash of message—Already in sys¥—Compare binary files, store if different, link otherwise¥——Further reduces disk storage capacity iss— synchronous meta-data I/O

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.88Scaling: Future Improvements¥Multi-session Single Instance in Bodypart Store—Recursively parse MIME message structure, store¥¥¥¥¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.89Scaling: Future Improvements¥Use Database for Everything—Eliminates s meta-data I/O problems¥—No database handles BLOBs properly—Large scale database reliability problems?

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.90Scaling: Future Improvements¥Use Message �heap�—Use INN timecaf-style files instead ofe¥—Append to one of small number of large files—Update database index¥—Mark space as available—Reclaim empty space at time of reduced load

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.91Scaling: Future Improvements¥Message �heap�, continued—Virtually eliminates all sync. -data updat—Could potentially be combined with previous singore ideas¥Probably not worth it—Does increase maintenance ov

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.92Scaling: Future Improvements¥From Yasushi99—Break mailboxes into component messag¥¥—Doesn�t help address either disk storage or sync.-data issues—Does address issues of reliability, load-bspeed, and perceived quality of service

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.93Scaling: Future Improvements¥Yasushi99, continued—Could be combined with INN timecaf/message �hea—Could calculate �load� for re-balancing of messageson different cri¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.94Best Current Practice¥Per message store server—Single instance message s¥—Hashed mailbox directories¥—Minimizes path length—Message locks in fast and reliable datab¥

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.95Best Current Practice¥Per message store server, continued—Most important headers and MIME structure in¥Most meta—User mailbox on single server (cluster)—Archive all messages at appl. level, if req�d—Clustered servers for HA

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.96Best Current Practice¥-data database kept outside ofmessage store servers¥Minimize interface protocols¥Use application proxies to distribute trafficacross number of message store servers¥Use Layer 4 load-balancing switches in HAmode to hide number of application proxies

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.97Best Current Practice¥Everything becomes LEGO“ building blocks¥However, scaling is still not quite linear—1 million uone servers—10 million ten servers—100 million usershundred servers

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.98Functional Architecture: Storage

?

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.99Detailed Architecture: Storage

LDA/MSA

Multi Switch 2.1InterScan VirusWall?InterScan eManager?Sendmail AdvancedOpenLDAP?iPlanet LDAP? �

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.100Functional Architecture: RetrievalLDA/MSA

SMSFax

IMAPIMAPIMAPIMAPIMAPIMAPIMAP

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.101IMAPDetailed Architecture: RetrievalLDA/MSASendmail AdvancedOpenLDAP?iPlanet LDAP?�

SMSFax

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.102SMTP/POP3 Benchmarking¥Standard Performance Evaluation C—¥Russell —¥Dan Christian, Mozilla —/>

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.103SMTP/POP3 Benchmarking¥Wietse Venema— & smtpstone¥Yasushi Saito—¥Stalker Software—SMTPTest & POP3Test/>

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.104SMTP/POP3 Benchmarking¥dREI C Systems—¥Quest Software—¥—/>

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.105¥�Design and Implementation of a Linux mail cluste Linux �99 Conference, June 1999.ps>¥�Drinking from the Fire(walls) Hose: AnoApproach to Very Large Mailing Lists�USENIX, LISA XII Proceedings, December 1998/

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.106¥ Bosserman Beckemeyer�A Highly Scalable Electronic Mail System UsingOpen Systems�USENIX, USENIX Symposium on Internets and Systems, December 1997npcl>¥�Performance Tuning Your System�O�Reilly Open Source Conference, August 1999npcpdf>

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.107¥ Exim Mail Transfer Agent in a Large ScaleApril 2000.gz>¥�How to Get There From Here: Scaling the EnterpWide Mail InfrastUSENIX, LISA X Proceedings, October 1996oitedu

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.108¥�High Capacity Email�Conference of Aust Linux Users, July 1999¥Knowles, B. Performance Tuning for Large Systems�SANE �98, November 1998

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.109¥ Sendmail for Large Mailing LiUSENIX, LISA XI Proceedings, October 1997l>¥Stevens, L.�Serving Internet Email for 60,000� Expo, February 1997.edu/lrs

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.110¥¥Yasushi, S., Bershadity, availability and performance inPorcupine: a highly scalable, cluster-based mail17th ACM Symposium on Operating SystemPrinciples (SOSP �99), December 1999

8 Dec 2000Copyright ' 2000 by Brad Knowles, all rights reserved.111¥Slides be made available——Or via my �papers� s —At very least, will be linked from my �papers� sub-