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Provenance (also known as pedigree or lineage) means the complete
history of a document. The provenance of a file, if available, has a
variety of applications. The scientific community can use provenance to
reproduce and validate results; the archival community can use
provenance to keep track of the chain of ownership and transformations
a document has undergone; business compliance software can use
provenance to build more informed information lifecycle management
(ILM) policies.

Unfortunately, in most computer systems today, provenance is an after-
thought and is maintained by hand or is implemented as an auxiliary
indexing structure parallel to the actual data. We believe that as all
information flows through the operating system, the operating system in
cooperation with the storage system should be responsible for the
collection and management of provenance. To this end, we are designing
a provenance-aware storage system (PASS): a system that transparently
collects and maintains provenance.

Building a PASS presents various interesting research questions that we
are currently exploring. In order to be useful, a PASS needs to
support queries on provenance in addition to collecting and maintaining
it. This raises the questions: How should we store provenance? What is
the appropriate query interface? Also, the conventional file access
control model is inadequate for provenance. For example, a user may
have read access to a file, but may not have access to the provenance
of the file.

This raises the question: what is the right security model for
provenance? Another important issue is network awareness: what should
be done with the provenance when data is transmitted across the wire?
And last, what criteria do we use to evaluate a PASS?



