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Simmons: Symlinks and Hard Links Don’t Belong in /etc
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When you go to edit /etc/rc0.d/S80lpd and find that script, youÕve just been alerted that
youÕre looking at a shared configuration. You still face the decision of whether to mod-
ify the master ($BASE/$STRIP) or copy it to the local dir and modify just that one, but
now you canÕt avoid making a conscious decision rather than letting the editor deter-
mine where the chips will fall. And no matter how you backed it up, cp or mv or CVS
or RCS, the right thing will happen when you restore.

The current implementation of Solaris rc*.d files was a conscious decision on some-
oneÕs part. The author was seduced by the attractive solution of hard links, and we
sysadmins get to live with it. The proposed solution above gives almost all the benefits
of the current system, but without the potential for easy error.

Unfortunately, others arenÕt as easy to fix. A quick glance at /etc in Solaris 2.6 shows
almost 70 symbolic links. Almost all have the same bad reason for existence: back-
wards compatibility to old OS versions. Some are sheer laziness on the part of the ven-
dor. For example, any link from /etc to ../sbin is present only so that old shell scripts
didnÕt have to be updated. ThatÕs 53 links in /etc/ that can simply go away. Similarly,
another batch are files that moved to /etc/inetd or /var/adm more years ago than I care
to remember. On my Solaris 2.6 box, cleaning up just the obvious ones would get rid
of all but three of the symlinks at the top of/etc.

Some of the ones left are things the vendor might have less control over./etc/termcap
is a good example. It is a symlink to /usr/share/lib/termcap. Its original move was done
for space-saving reasons in /. By replacing it with a symbolic link, neither the OS ven-
dor nor the third-party vendors had to make a change Ð even binaries continued
working properly.

But how many vendors are still shipping those binaries to run on current systems?
Zero, IÕd wager. ThatÕs not to say the code has been fixed. With the backwards-compat-
ible symlink in place, no one has any inducement to track down those legacy refer-
ences to /etc/termcap and fix them. This would mean work even for system admins,
whose users might have TERMCAP=/etc/termcap in various shell initialization files.
But once those are fixed, those same admins will never have to go back and repair the
broken links or mangled backup copies.

Frankly, symlinks and hard links in system areas are a recipe for problems with system
administration. IMHO they are present only because somebody didnÕt bother to fix
the wholesystem when making an improvement. We have been living with the unfin-
ished 1% (and the problems they cause) ever since. ItÕs time to fix it. We admins
should fix our legacy user definitions (e.g.,TERMCAP); thatÕs easy enough to do.

The problem with symlinks and hard links is easy to state. We need to state it to the
vendors and back it up with sample fixes such as provided above. Individual admins
can move this problem along by complaining to the OS vendors. SAGE can help by
stating the problem and carrying proposed solutions as the collective voice of the
admins.

Fixing the third-party vendor issues are harder. But most OS vendors have existing
processes by which they sunset certain OS features. We need to identify things such as
/etc/termcap that need to be placed into that sunset process and push to get them
there. Assuming itÕs not required by POSIX, thereÕs no reason that /etc/termcap should
have persisted this long. Simple recompiles should fix that particular problem; if we
can get the link removals into the sunset processes, weÕll eventually seen cleaner sys-
tems out there.

It can be done better, it should be done better. But it wonÕt unless we complain about
it.

���
�	����	�������
�	����	

�����������������������������

����
����������������

����	��������	�

�0


