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browser from trusting the certificate. Only the presence of revocation information
truly represents a barrier to trust.

Can you enable your existing enterprise applications or your operating system to make
use of OCSP? The answer is probably yes. If you invest in a commercial OCSP offering
of some kind, or if Microsoft or Apple or Sun integrate OCSP into their operating sys-
tem you might get real-time revocation information. As it is, there are many concerns
about OCSP’s ability to scale, given its high demands for cryptography on every query
and response. Various proposals are circulating to allow caching of answers, pre-sign-
ing of answers, and other mitigating techniques. Few, if any, of those improvements
are readily available in both server and client implementations.

Conclusion
Revocation is a dirty little secret in the PKI world. Those who understand its role in
secure transactions realize that current technologies simply fail to offer realistic solu-
tions for the teeming millions. Some system administrators, CTOs, and decision mak-
ers are just getting their feet wet in PKI technology. They are probably already
struggling to grasp the essentials — not to mention such subtle issues as how a certifi-
cate that appears valid is, in fact, invalid.

If you are considering investing in X.509 PKI technology, or if you have already
invested the equivalent of a developing nation’s economy in your PKI technology, ask
some hard questions about revocation. Are your end users using some kind of technol-
ogy (CDPs, OCSP, CRLs) to learn about revocation of your own certificates? Are your
collaborators able to get up-to-date revocation information about your certificates?
Are you able to get up-to-date revocation information about your collaborators’ cer-
tificates? What if your collaborators bought from a different PKI vendor?

Consider all the different applications where you might be applying PKI technology.
There are already many vendors hawking PKI-enabled email, Web browsing, B2B e-
commerce, instant messaging, and VPN technology. How can revocation information
be made available to each and every one of those applications?

Ultimately, security boils down to risk assessment and risk mitigation. Your organiza-
tion will have to assess the risk of trusting a revoked certificate, and decide what
amount of mitigation is required. The cost of that mitigation follows naturally from
that analysis. Expect to make compromises. The ideal is to maintain and manage revo-
cation information in all the places you use public key certificates. That ideal will
probably not be realistic or affordable without some fundamental change in the way
PKI companies and technologies operate.
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