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set input stdin

# Initialize variables.

set hex ""
set oldLine ""
set TcpFlag ""
set destPORT ""

# Define the parts of the regular expression

set addr {([0-9]+\.[0-9]+\.[0-9]+\.[0-9]+)}
set port {.([^ ]+)}
set sep {[ <>]+}
set flag {([^ ])}

# Read lines of data and process as necessary.

while {[set len [gets $input line]] = 0} {
if {$len < 2} continue

# A colon in position 2 means a header line xx:yy:zz.abc
if {[string first “:” $line] == 2} {

set m [regexp “$addr$port$sep$addr$port +$flag” \
$oldLine all srcIP srcPORT destIP destPORT TcpFlag]

if {([string length $hex]  $packetLen) &&
([string match 4 [string range [string trimleft $hex] 0 0]]) &&
([string match $destIPpattern $destIP]) &&
([string match $destPORTpattern $destPORT ]) &&
([string match $srcIPpattern $srcIP]) &&
([string match $srcPORTpattern $srcPORT ]) &&
([string match $flagPattern $TcpFlag ])} {
set txt [hex2Text $hex]
puts "\n$txt\n———————————-\n";
}

set oldLine $line
set hex "";

} else {
append hex "[string trim $line]"

}
}    

This code takes output from tcpdump and prints output that resembles this:

POST /cgi-bin/login.cgi HTTP/1.0
Accept: */*
Host: 192.168.9.63
User-Agent: Tcl http client package 2.3
Content-Type: application/x-www-form-urlencoded
Content-Length: 49

submitButton=Login&password=PASSWORD&loginName=loginID

As usual, the code described in this article is available at http://www.noucorp.com.
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