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The IEEE 802.11 committee was made aware of many of the failings of WEP by Jesse
Walker of Intel in October 2000. You can find his paper, as well as some of the others I
mentioned, through a nice page of links, http://www.cs.umd.edu/~waa/wireless.html,
which also includes a great paper by University of Maryland researchers that explains
802.11 in great detail. The IEEE will most likely do most of what Walker suggested,
which includes increasing the IV length, using a block cipher instead of RC4, and
using a cryptographic checksum that includes the keying material to prevent unde-
tectable modifications to the ciphertext.

I had already decided to wire my house with CAT 5 before I learned all this about
802.11. Bill Cheswick had mentioned to me that he wasn’t interested in turning his
house into a microwave oven. While Bill was exaggerating, the security implications of
802.11 have thoroughly convinced me that I will treat wireless like any broadcast
medium, and only use it with SSH or some other form of VPN. Mark Langston sug-
gests putting access points in your DMZ – since the wireless network is effectively as
much outside your building as it is inside.

I don’t want to sign off without mentioning something that appeared at Netcraft, the
Web surveyor’s site (http:// www.netcraft.com/survey), on Slashdot, and at the Gartner
Group’s site. You have probably heard of the Gartner Group: analysts who get paid for
their views about technology. On September 19, they posted an interesting opinion,
which I am including just in case someone convinces them to retract what was posted
at: http://www3.gartner.com/DisplayDocument?doc_cd=101034.

“Gartner recommends that enterprises hit by both Code Red and Nimda immediately
investigate alternatives to IIS, including moving Web applications to Web server soft-
ware from other vendors, such as iPlanet and Apache. Although these Web servers have
required some security patches, they have much better security records than IIS and
are not under active attack by the vast number of virus and worm writers. Gartner
remains concerned that viruses and worms will continue to attack IIS until Microsoft
has released a completely rewritten, thoroughly and publicly tested, new release of IIS.
Sufficient operational testing should follow to ensure that the initial wave of security
vulnerabilities every software product experiences has been uncovered and fixed. This
move should include any Microsoft .NET Web services, which requires the use of IIS.
Gartner believes that this rewriting will not occur before year-end 2002 (0.8 probabil-
ity).”

Well, Code Red actually used the Indexing Server, which runs separately from IIS, so
perhaps they should rewrite all of Win2K and XP. I can wait.

Wireless insecurity URLs:
A great page of links, including Jess Walker’s, the Berkeley paper, and an explanation of
802.11: http://www.cs.umd.edu/~waa/wireless.html

Early release of software for cracking the WEP encryption in 802.11b:
http://sourceforge.net/projects/wepcrack/ (also /airsnort).

The Fluhrer, Mantin, and Shamir paper explaining how to crack WEP:
http://www.eyetap.org/~rguerra/toronto2001/rc4_ksaproc.pdf

IEEE Standard 802.11 standards, paper (by order) or PDF:
http://standards.ieee.org/catalog/IEEE802.11.html

An interview with Peter Shipley about war driving:
http://www.starkrealities.com/shipley.html
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