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OCTOBER 2001 MUSINGS

From: Murray Stokely 
murray.stokely@windriver.com

I liked your Musings about the security
of open source operating systems, but
one thing sort of bugged me. It always
kind of irks me when I see ÒOpenBSDÓ
singled out above the other BSDs for
security.

Sure they did a stellar job a couple of
years ago by doing an incredible amount
of code review but the other BSDs have
caught on now. Singling out OpenBSD
is unfair for several reasons :

■ FreeBSD supports a number of
security-related features that the
OpenBSD team just does not have
the resources to develop, such as
Mandatory Access Controls
(DARPA-funded) and the lower-
level mechanisms that make this
work (See Robert WatsonÕs papers at
the last two Usenix conferences).

■ The FreeBSD installation program
prompts the user to decide if they
would like to run inetd at all. Even if
they choose yes, all services are
turned off by default and they will
have to be enabled in the installa-
tion program or turned on in the
inetd.conf file (which contains
nothing but commented out
entries).

■ FreeBSD offers the selection of
Òsecurity profilesÓ during installa-
tion. These profiles can prevent the
loading of kernel modules, chang-
ing of file flags, and various other
potentially risky activities.

■ FreeBSD has a very active security
team doing independent code
audits in addition to picking up all
of the OpenBSD and NetBSD secu-
rity changes. Indeed, our recent
release of FreeBSD 4.4 was delayed
for five days because of some secu-
rity-related NetBSD changes that we
wanted to include.
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■ There are many more eyes looking

over the FreeBSD code than the
OpenBSD code.

I certainly think that the OpenBSD guys
deserve a lot of credit, and I donÕt want
to argue about the relative merits of the
different BSDs. I just think itÕs unfair to
continue to single out OpenBSD as the
ÒsecureÓ BSD. When compared to
FreeBSD, there are many security-related
features that OpenBSD is lacking.

Murray Ð (BSD-enthusiast in general,
FreeBSD developer in particular)
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