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manage all passwords from a centralized database but explode the passwords out to
their respective systems. It’s not the best system, but it works for us.

Be aware of software that people can install on their desktops on their own, such as
VNC (it can be SSH-wrapped), personal Web servers, FTP servers, etc. We ban these as
a matter of policy, but it is difficult to prevent.

Future Directions

We eventually will replace /bin/login with the Kerberized version. This version will log
users in using their Kerberos pass-phrase, and get a ticket-granting ticket all in one
shot. This will allow us to use the KDC as the central password management system
for UNIX logins. We would like to integrate Windows 2000 into this environment, but
its feasibility remains to be seen.

We are evaluating a Web-based system for users to access our file systems (WebRFM,
see note 6), providing the ability to upload and download files through an encrypted,
authenticated site. The system looks promising.

We have also started looking at OpenAFS24 with Kerberos. AFS provides true user-
authenticated file sharing and can be used effectively for file sharing between different
sites.

Conclusion

Due to the ubiquitous use of sniffers, disabling plaintext passwords is critical for effec-
tive protection of systems. There is no single solution that provides universal access,
but effective service can be provided through a combination of technologies, policy,
and careful user handling.

Thanks to the following people who were involved in the actual implementation: Tom
Guptil, Tom Perrine, Jeff Makey, Cindy Zheng, Haisong Cai, and Dave Savilonis.

For additional documentation see http://security.sdsc.edu/self-help/no-plaintext/.
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