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While your module is running, no other process can be scheduled to run. Interrupts
and other system activity can still take place, but the module has preempted execution.
Because this module “freezes” the process list, I named it “Carbonite.” The source code
is available from http://www.foundstone.com and is a good basis to develop tools like it
for later versions of Linux and different operating systems.

One last fact you can use to determine if knark is loaded on your system is to view the
network card status. When knark is loaded, it never lets the network interface report it
is in promiscuous mode. This is to prevent a system administrator from observing an
intruder’s sniffer, which places the card into promiscuous mode. What you can do,
however, is simply run tcpdump or any other sniffer that uses promiscuous mode and
view the status of the network adapter using ifconfig. If the card does not report that it
is in promiscuous mode, knark could be loaded.

Conclusion 
The ability to load kernel modules is a significant blow to incident responders. The
malicious loadable kernel module is already publicly available and probably used in
many intrusions. It raises the bar of compromise and incident response to the kernel
level. Although it may seem that kernel modules are a significant factor when perform-
ing investigations, they are not lethal. You can see that there are simple preventative
measures that you can take to protect yourself against this type of compromise. Fur-
thermore, investigative tools and techniques for this type of compromise fight fire with
fire by also executing in kernel space.
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