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one, pushing out the newly learned information to the remaining known hosts, led to
a collaborative decision.

Network time information, a source of accurate time which is important both for cor-
relating events across the globe and coordinating between hosts, relied on two separate
sources: a radio clock receiving the official time signal and a GPS-based clock, both on
local networks. These timings were crucial for the analysis of the collected exploit and
attack data. More details describing this system can be found in an upcoming paper.9

The Twist
Sitting in deep thought in front of my monitor, I recalled my first day back after my
vacation. Two of my components, computationally powerful yet non-critical as they
were, had for unexplained reasons been disconnected from both the interconnection
and the border networks. I had discounted it as a mistake I had made since I had put
the system into survivable mode before going on my vacation. Actually, it turned out
to be a confirmation of the security credo that insider threats account for a significant
number of the problems. As the non-critical components were removed from the sys-
tem, the monitoring system proceeded to reconfigure itself in order to compensate for
that loss and make the mission survive.

What I had designed to work against the outsider threat ended up working against an
insider threat, intentional or not, and it was put to the test in a perfect setting: I had
gathered sufficient network data to understand the Ramen incident and suggest miti-
gation measures.

The mission had succeeded.
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