®
o o
THE MAGAZINE OF USENIX & SAGE
, ' October 2001 ¢ Volume 26 ¢ Number 6

inside:

SYSADMIN
ISPadmin
By Robert Haskins

USENIX & SAGE

The Advanced Computing Systems Association &
The System Administrators Guild




2 3
DNS Resources Directory:
http://www.dns.net/dnsrd/

ISC’s BIND: http://www.isc.org/products/bind

Daniel J. Bernstein’s djbdns page:
http://cr.yp.to/djbdns. html

djbdns: http://www.djbdns.org/

qgmail: http://www.qmail.org/

Dents: http://sourceforge.net/projects/dents/
Namesecure: http://www.namesecure.com/
Verisign: http://www.verisign.com/
Dynamic DNS: http://www.dyndns.org/
Freeside: http://www.sisd.com/freeside
ARIN: http://www.arin.net

The Public DNS Service:
http://soa.granitecanyon.com/

NAT starting point:
http://linas.org/linux/load. html

Apache virtual hosting page:
http://httpd.apache.org/docs/vhosts/

Miscellaneous DNS Related Topics

DNS entries for the ISP’s zone would vary depending upon the business plan and his-
tory of the ISP. Typical DNS entries for a dialup ISP owning the domain “isp.net”
would be the following:

= www.isp.net — Web site for ~accounts

= smtp.isp.net — where customer outbound mail points to
= pop.isp.net — where customer POP clients point to

= pop3.isp.net — points to same IP as pop.isp.net

= mail.isp.net — points to same IP as pop.isp.net

= ftp.isp.net — anonymous FTP service, if provided by ISP
= news.isp.net — Usenet news machine(s)

Of course, using the magic of DNS round robin (or other load balancing mechanisms
such as a layer 4 switch), multiple IP addresses can be returned for several machines
providing duplicate services for redundancy or load purposes. A smaller provider
would probably not have a need to do load balancing.

For hosted domains, the customer would dictate what entries should be placed into
their DNS zone file. Of course, ISPs do not usually host DNS records unless the entity
requesting the hosting has some sort of a business relationship with the ISP. Even with
“secondarying” DNS records, usually the person requesting the secondary buys some
sort of service from the ISP. There is at least one free public provider of secondary
(and primary) DNS on the Internet called “The Public DNS Service” sponsored by
register.com.

Network Address Translation (NAT) is a technique used by many organizations (espe-
cially enterprises) to reduce the number of IP addresses used. Typically, traditional
ISPs are able to justify enough IP address space to cover their customer usage and do
not deploy NAT as an enterprise would. An ISP’s customer may need to deploy NAT
because they doesn’t want to pay the cost of additional IP address space, or the ISP
doesn’t have the space to allocate. Another way to reduce IP address usage is by utiliz-
ing Apache’s (or other Web server’s) virtual hosting capability. Name-based virtual
hosting is the Web server’s ability to serve multiple Web sites from one IP address. Uti-
lizing name-based virtual hosting will drastically reduce the number of IP addresses
required to serve large numbers of hosted Web sites.

Conclusion

DNS at the smaller scale is handled with two machines, a primary for making changes
and responding to external requests, and a secondary for internalrequests. A larger
network provider is likely to split up their DNS infrastructure: one machine to handle
internal requests originating on its network and one to answer external requests not
originating on its network, for from domains/IP addresses for which the ISP is author-
itative. There are some free as well as commercial DNS service providers, but none
aimed expressly at the service provider market. This requires most ISPs to implement
and manage their own infrastructure.

Next time, I'll examine how ISPs large and small set up their Web hosting infrastruc-
ture. In the meantime, send your questions and comments regarding ISP infrastruc-
ture and system administration to me!
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