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By and large viruses or worms or DDoS
attacks are just annoyances, pranks. But
for over 150 countries, the Internet has
become a road to news that does not
pass through government control, a
method for nearly anyone to both send
and receive at will.

Andy Oram has put together an anthol-
ogy of pieces on technological, legal,
financial, and social repercussions of
peer-to-peer Internet communication.
This goes far beyond SETI on the one
hand and Gnutella on the other. The
mere existence of anonymous remailers
(even after Julf Helsingius shut his
down) frightens the thought police.

Publius tells us about trust. Red Rover
tells us about really low-tech distribu-
tion. The book contains 19 essays and an
afterword.

Like any anthology, the quality is
uneven. But it’s worth reading (and
thinking) about.

Software Development

For four years, Larry Constantine
ran/edited/wrote a “forum” in Software
Development magazine. Forty-five of the
columns (by a large variety of folks)
have been collected in Beyond Chaos.
Most of the essays are interesting and,
thanks (I suspect) to editing by Larry
and the magazine’s staff, quite readable.
| found several very illuminating; a few
(in retrospect) seem just worthless; but
the just over 400 pages are great for
reading on a flight, at the beach, or
wherever. The essays are brief and thus
the volume can be read in snippets.

| found it heartening to realize that Aris-
totle is still relevant today. Larry states
(Chapter 31): “The artist learns how to
paint by painting.” Aristotle wrote; “He
who learns to play the harp learns to
play it by playing it” (Metaphysics
1049b31f). There’s something similar in
the Nicomachean Ethics 1103a32—-34.

John Boddie’s Chapter 10 is a keeper.

CERT’s Practices

With input from a large number of folks
at the SEI and at CERT, Julia Allen has
produced a simple, practical guide to
protecting your system(s) from unau-
thorized intrusions. My guess is that
many readers of this column will find
the book too simple, but it seems to me
that with the Internet and systems grow-
ing at a furious rate, the number of
experienced sysadmins is waxing far too
slowly. There are thus a number of folks
who need a milder, more basic
approach. There are also a number of
people who work in environments
where the highest levels of management
don’t understand the details. Here is a
book that carries CERT’s authority to
hammer them with.

A Major Omission

| owe Geoff Halprin an apology. It's a
year since his SAGE booklet appeared,
and I've neglected it. | could offer
excuses, but instead, I'll just give him a
few flattering lines.

There are all sorts of jokes about how
dull auditors are. Computer auditing has
never, | admit, appeared a fascinating
topic to me. But Halprin’s 50 pages con-
vinced me that the “rigorous examina-
tion of a system” together with the
“identification of shortfalls in compli-
ance or practices” and the “organized
repair” of the system are indeed very
important. Good job, Geoff. And, again,
my apologies for taking so long to print
these few words.
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