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can be connected to a modem, terminal server, or the serial port of another device.
Other servers require a keyboard and display in order to deal with some problems. The
latter typically require a remotely accessible KVM (keyboard, video, mouse) switch, or
someone onsite to deal with the problem.

Power Control: A number of companies make remotely controllable power bars that
you can connect to via serial connection, telnet, SNMP, or Web browser, and that allow
you to turn devices on and off remotely when they get completely wedged. Some of
these devices even have environmental monitoring built in, so youÕll be able to tell when
your air-conditioning has failed (or your server is on fire). Great tools, very useful, and
usually well worth the investment.

Remote Hands: Depending on the problem, and where your system is located, having
the (pre-arranged) ability to call someone at the remote site and tell them which button
to push or cable to swap can save a lot of aggravation. Many co-location facilities offer
this service, as do a number of third-party service companies. The key here is Òpre-
arrangedÓ Ñ youÕve got to make sure that everything is in place before you need it. And
thatÕs not just having someoneÕs name in your phone list; itÕs having an agreement,
effective contact information, and proper documentation of both the procedures and
the configuration of your site.

RECOVERY
When things are broken, itÕs no time to start wondering how your site was built and
configured, and what options were chosen when.

There are two primary considerations to recovery: having a well-defined (and well-
rehearsed) process for restoring the system to a fully operational state and the ability to
do just that on a timely basis. Consider the following: using standard mechanisms for
configuring servers, such as SunÕs ÒjumpstartÓ mechanism, to ensure a fast and consis-
tent recovery process; having effective vendor support contracts in place, so that repairs
can be completed within an appropriate time frame; keeping your documentation com-
plete and up-to-date, with rack elevations, network diagrams, copies of configuration
files, disk partition information, equipment model and serial numbers, and anything
else you can think of; and having an effective backup (and restore) process.

SECURITY
Security is a topic that is far too involved to be covered effectively here, so I will say only
this: make sure that you have both an effective security policy and an effective security
implementation that together provide the appropriate balance between the risk of a
security exposure and the overall effectiveness of your system.

Closing 
Designing an effective external site infrastructure can be a very complex process of try-
ing to balance conflicting needs and priorities while delivering a working and cost-effec-
tive system. The discussion here has not covered every possible alternative or every
possible problem area, but I hope that it has given you some things to think about and
will help you implement systems that donÕt keep you up at night.
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