
THE MAGAZINE OF USENIX & SAGE
December 2000 • volume 25 • number 8

{

#
inside:
SYSADMIN:

MAIL MESSAGE METERING

The Advanced Computing Systems Association & 

The System Administrators Guild

&



working from a home office who would like to relay mail through his companyÕs mail
server. WeÕre not sure if this poses a problem or not, but if it does, steps can be taken to
enable certain customers this ability. This may require modifications to the sendmail
code, but further analysis is required in order to complete a design.

One of the toughest problems is the fact that this design requires the use of layer-four
switches to redirect SMTP sessions to the quota-checking mail relays. This is not a triv-
ial problem for providers the size of ZipLink whose networks have not been engineered
for this functionality. This will require the reengineering of every ZipLink point of
presence to ensure that all traffic goes through a central point.

The final issue that we see with this system is that pro-First Amendment organizations
such as the Center for Democracy and Technology and the Electronic Frontier Founda-
tion may very well argue that we are impeding our customerÕs First Amendment rights.
As stated previously, the problem of UCE is a matter of business continuity for most
ISPs and must be addressed.
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Trusted Information Firewall Toolkit:
<http://www.tis.com/research/software>

Blackmail:
<http://bitgate.com/spam>

Obtuse Systems Corporation
Juniper/smtpd Firewall Toolkit:
<http://www.obtuse.com/smtpd.html>

Brightlight Technologies Brightmail:
<http://www.brightlight.com/isp/spam>

Mail Abuse Prevention System (home of
RBL/TSI/DUL/RSS):
<http://mail-abuse.org>

Hash cash:
<http://www.cypherspace.org/~adam/hashcash/>

Spamcop:
<http://spamcop.net>

Spamshield:
<http://spamshield.conti.nu/>
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