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Here are a few of the things we have seen in “embedded” appliance devices:

entire generic OS running on flash memory cards — not secured in the least
poorly crafted and tested TCP/IP stacks on ASICs

proprietary chips without tamper-resistant epoxy on them

serial EEPROMSs with programming leads exposed

tamper-evident tape placed on the inside of the appliance where it is not visible

If you are lucky, the vendor knows one of the passwords of an account that you set up
for him. More often, the vendor is aware of a hidden account that you were not told
existed. While this is arguable, even if it is done for truly nonsecurity-related devices
(what are those?), it should be a career-limiting move for the marketing or sales person
that originally decided this was required to sell a security device. Does this still happen?
Unfortunately so — the crypto-accelerator mentioned above contained a couple. We
have also found them in printers, hubs, and plenty of software servers and clients. Of
course, the remote support might be something more obvious such as a modem and
analog line, or perhaps it was given away when customers asked for yet more holes to
be placed in the firewall to allow them to get in for troubleshooting and diagnostic pur-
poses.

Does this happen on your network? How strong is the stack on that VPN box? Let us
rephrase — how strong is the stack on that VPN box that you deployed parallel to the
firewall? Are the infrastructure components such as switches and load-balancers man-
aged in-band or out-of-band? How many addressable devices are on your network and
how many of them were able to be dropped on the network right out of the box and
they basically configured themselves? Does that NTP server offer more than just the
correct time? Are your hubs and switches addressable? Why?

Hopefully this article has caused some to think about their current environment and
others to take a different look at the items they are about to deploy.

Sleep well.

[Editor’s note: Peter Guttman’s papet, An Open-Source Cryptographic Coprocessor,
<http://www.usenix.org/publications/library/proceedings/sec2000/gutmann.html>,
makes an excellent companion to this article, with very concrete examples. ]
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