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you care about the information and the consequences of its misuse then, to the extent
possible, eliminate the shared resource.

Carole:You stated that there are no Òsilver bullets.Ó What is your opinion of vendors
who are offering Òone-stop shoppingÓ for security services?

Blaine:The notion of Òno silver bulletÓ is the notion that thus far there does not appear
to be a single technology or single point of application for a technology that completely
resolves the security challenge of most information systems. By that, I intend to point
out that an IDS by itself is not, typically, a complete solution; PKI by itself is not a
complete solution. The point is that security is a system problem and typically is not
resolved through the introduction of a particular security service. Some vendors mar-
ket a single product. Be cautious of vendors who argue that the single product is a
complete solution. On the other hand, there are vendors who market suites of products
that tend toward providing system-level solutions. These vendors are trying to provide
one-stop shopping to their clients and, arguably, this could be a constructive approach.
Arguably to the extent that the one-stop shops are dealing with the interactions and
dependencies of the assorted products and understand the completeness of the solu-
tions they offer. ItÕs not a lot different from the notion of buying a car by the piece or as
an integrated system. By the piece, one might get on the whole very high-quality indi-
vidual parts, but one is now committed to dealing with the problem of assembling the
parts into a whole. A great deal of energy will go into that effort and will require an
organizational commitment to the continual maintenance of the whole parts-assembly
business model. And it is not clear that all the parts go together to make something.
However, by the car, one gets an integrated system that provides transportation, which
is the overall objective.

Carole:What are your plans for the future?

Blaine:I would like to say something about this. The University of Nebraska at Omaha
has offered me the opportunity to establish, build, and lead a Center for Information
Assurance. We are committed to the mission of developing very skilled information-
assurance professionals at both the undergraduate and graduate level. The center will
be part of UN OmahaÕs College of Information Science and Technology and be housed
in the University of NebraskaÕs Peter Kiewit Institute. We will develop a comprehensive
undergraduate Information Assurance program targeted at supporting the Critical
Infrastructure Protection Cybercorp initiative and developing the MS-level Information
Assurance area of specialization. We are in the process of instrumenting a Security
Technology Emulation and Assessment Lab. We are committed to developing the highly
skilled and educated people, new knowledge, and appropriate technology to achieve a
safe, secure, and reliable Information Age.
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