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This is not an unsolvable problem Ð just a very difficult one. One solution may be to
build special hardware, perhaps a multiprocessing design where one processor han-
dles device drivers, while another runs the secure OS, perhaps with virtual machines
running insecure OSs above it. In this design the driver processor would not have
access to system memory, and would rely on the security monitor for transferring
data and commands to and from the driver processor and the main processor and
memory. It could be done. The question is when.

I want to end this bit of musing by mentioning full disclosure. Full disclosure may
disappear. That is, new vulnerabilities will not be announced, only software patches
that might relate to security problems. This is exactly where we were six years ago,
when some UNIX vendors (as well as a very large non-UNIX vendor) never posted
information about security problems. They just didnÕt talk about it.

Today, we are at the opposite extreme. For example, on Labor Day, several different
security vendors and teams announced that they had discovered serious problems
(read, root compromise) via the locale mechanisms in glibc, right after several OS-
distribution vendors announced patches for the problem. But the announcement was
not simultaneous, so very large vendors, like Sun and HP, did not have their patches
ready yet. PR through bug announcements is the current trend, and if the unruly
mob doesnÕt learn some manners, we may soon find it gagged by law (or lawsuits).

The posting of complete, packaged exploits is another issue. On the one hand, I really
appreciate having code to read, as that helps with my understanding of a problem (in
UNIX at least Ð forget about the Win32 API). Unfortunately, it also helps the hoards
of script kiddies, who will start trying to hump, er, exploit, every system with the
appropriate port open, even if the architecture does not match.

I really do not want to see full disclosure go away. What I would like to see is some
moderation, moderation that appears to be forthcoming from groups like
SecurityFocus. SecurityFocus evolved out of Scott ChasinÕs BugTraq mailing list,
which began after Brent Chapman got really upset when Chasin posted a sendmail
root exploit to the old firewalls mailing list back in 1994. ChasinÕs posting was in
response to a CERT advisory about sendmail that was so vague as to leave everyone
wondering what the problem with sendmail might be. ChasinÕs post turned out 
to have nothing to do with the CERT advisory. (Read my article at 
<http://www.spirit.com/Network/net0800.txt> to learn more about this.)

Having enough information to determine that your systems are exploitable is good.
Having a thousand script kiddies beating down your door is bad (very annoying,
especially if you ask the Pentagon).

With that note, I wish you all secure operating systems, and a merry good year.


