o
® @
THE MAGAZINE OF USENIX & SAGE
, ‘ October 2000 e volume 25 e number 6

The System Administrators Guild



problem until the acceptance tests at the conclusion of the change, then our only
course of action is to enter a protracted troubleshooting exercise, or back the entire
change out.

WHEN 1s CoLb Not ReaLly CoLp?
Finally, another hard-learned lesson. I always thought that what constituted “cold” was
pretty obvious. It turns out that not everyone shares this insight.

A “cold” backup (as opposed to a “warm” or “hot” backup) means a known, stable
point in the system being backed up. We should always be able to recover from a cold
backup and know that the system will operate properly, and the integrity of the data is
assured.

The only way to perform a cold backup is with the relevant object (e.g., database,
filesystem) quiescent, with no changes occurring. This is why cold backups are normal-
ly performed in single-user mode on UNIX.

I have seen people performing “cold” backups in multi-user mode (run level 3), and
with a database live!

It is important to note that even with no users on a system, you are not guaranteed a
stable cold snapshot if you do not ensure that the host is in the appropriate run mode,
or that other steps are taken to guarantee the machine (or relevant subsystem) is quies-
cent. For example, CRON can kick off jobs that alter the filesystem during a backup,
and upstream applications can FTP new transactions onto the host. Should either of
these happen during a “cold” backup, we have created the potential for data loss.

Conclusion

Change management is a critical skill for systems administrators, whether you are run-
ning systems for a Fortune 500 company, an e-business that is exploding in capacity
every week, or even a small business with relatively few systems to manage. Businesses
rely on computers as mission-critical resources. It is our job as systems administrators
to minimize service disruption. Change management is a core strategy and discipline
for achieving that end.

A core element of change management is risk management. No change should happen
to a production environment without appropriate risk assessment and planning. The
weight of such an assessment should be proportional to the cost of the change failing
and the time required to take corrective actions.

Systems administrators must understand the risks inherent in the changes they are per-
forming and plan for things to go wrong. The same skills that we use in reactively trou-
bleshooting system failures should be employed in proactively planning system
changes.
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