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donÕt think ad hoc force is the way to go about it and neither does the software indus-
try. ItÕs fairly clear that UCITA is an attempt to establish advance protection against lia-
bility for vendors producing shoddy software. If UCITA goes forward in its current
incarnation then I believe it will badly hurt the cause of the end user and computer
security. In moments of idle daydreaming I imagine how fun it would be to ask a judge
to issue a restraining order blocking the release of some new version of a major prod-
uct that was known to contain fundamental security flaws. Of course thatÕs not going to
happen, but weÕve got to ask ourselves what would happen to a car manufacturer that
sold a car knowing it tended to catch fire and explode every so often. Eventually, if you
put people at risk long enough, it will come back to haunt you. We need to make sure
that happens, if we want to see change for the better.

A Plea
I beg you, please, if you find a vulnerability in someoneÕs software, work with them to
get it fixed. DonÕt make other people suffer for your ego by distributing something to
show everyone how smart you are. If you want to show people how smart you are,
write a better firewall, or a secure browser, or mailer, or something Ð anything Ð that
has a useful, helpful, and legitimate purpose. DonÕt write and distribute denial of serv-
ice tools. DonÕt write and distribute rootkits and trojan horses. DonÕt arm, aid, and abet
script kiddies. If this situation does not stop, we can expect knee-jerk legislation from
our elected leaders Ð we security practitioners need to clean house ourselves before
someone else feels obligated to step in. DonÕt market yourself by hurting other people;
market yourself by helping.

The Bottom Line
The sad reality of the full-disclosure process, as it is practiced today, is that it holds the
entire Internet hostage to the views of a vocal minority that have chosen to pursue their
egotistic agenda while ignoring the damage it does to innocent users. These innocent
users are not technically sophisticated, do not care about security, and simply want to
be left alone to lead their lives without unwarranted intrusion from a hacker. They
donÕt upgrade their systems, they donÕt install firewalls, they simply do not expect that
some immature script kiddie is going to amuse himself by molesting them. The imma-
ture and unskilled script kiddies are, in fact, being armed by smart but Òethically chal-
lengedÓ individuals who want to have their cake and eat it, too Ð they want the thrill of
being a Òblack hatÓ hacker while commanding the salary, stock options, and peer
respect accorded to true professionals. What boggles my mind is how theyÕve managed
to convince themselves theyÕre doing us all a big favor.
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Notes
1. A Òscript kiddieÓ is a hacker who doesnÕt really
know anything about security but who knows
how to download the latest attack tools from the
Net and run them over and over until they find
a machine they can break into and ravish. ItÕs a
term I first coined back in the early 1990s that
has apparently found its way into common
usage.

2. See <http://www.fish.com/survey>.

3. People have complained about my politically
incorrect usage of the term ÒhackerÓ to broadly
refer to cybercriminals and vandals. The original
meaning of ÒhackerÓ has been usurped by the
mass media, and, in the interest of being widely
comprehended, I avoid arguing about vocabu-
lary. You may feel free to mentally substitute
ÒcrackerÓ or ÒattackerÓ or whatever suits your
fancy.
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